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DISCLAIMER

This document is furnished on an "AS 1S" basis and neither CableLabs nor its members provides any representation
or warranty, express or implied, regarding the accuracy, completeness, noninfringement, or fitness for a particular
purpose of this document, or any document referenced herein. Any use or reliance on the information or opinion in
this document is at the risk of the user, and CableLabs and its members shall not be liable for any damage or injury
incurred by any person arising out of the completeness, accuracy, or utility of any information or opinion contained
in the document.

CableLabs reserves the right to revise this document for any reason including, but not limited to, changes in laws,
regulations, or standards promulgated by various entities, technology advances, or changes in equipment design,
manufacturing techniques, or operating procedures described, or referred to, herein.

This document is not to be construed to suggest that any company modify or change any of its products or
procedures, nor does this document represent a commitment by CableLabs or any of its members to purchase any
product whether or not it meets the characteristics described in the document. Unless granted in a separate written
agreement from CableLabs, nothing contained herein shall be construed to confer any license or right to any
intellectual property. This document is not to be construed as an endorsement of any product or company or as the
adoption or promulgation of any guidelines, standards, or recommendations.
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1 SCOPE

1.1 Introduction and Overview

This document describes how to build and use the Dual Channel Wi-Fi (DCW) feature on PCs running the Windows
operating system.

1.2 Purpose of Document

The purpose of this document is to explain the software compilation process for the Dual Channel Wi-Fi feature on
the Windows platform. In addition to the integration steps, a basic user manual and troubleshooting guide are
included.

2 REFERENCES

2.1 Informative References

None

3 TERMS AND DEFINITIONS

This document uses the following terms.

data channel A downstream-only Wi-Fi connection used in Dual Channel Wi-Fi for offloading traffic
from the primary channel connection.

.NET Framework A framework developed by Microsoft that uses the Common Language Runtime (CLR),
which is used for development of C# Windows applications.

primary channel The main Wi-Fi connection used in Dual Channel Wi-Fi for both DCW signaling and
upstream and downstream traffic.

Visual Studio A compiler and IDE provided by Microsoft for development on the Windows platform.

Wi-Fi A technology enabling the wireless transmission and reception of LAN traffic.

Windows A proprietary operating system developed and owned by Microsoft.

Windows Defender A security solution available on the Windows OS that includes a firewall component.

4 ABBREVIATIONS AND ACRONYMS

This document uses the following abbreviations.

AP access point

API application programming interface
CLR Common Language Runtime

CPU central processing unit

DCW Dual Channel Wi-Fi

DLL dynamic-link library

IDE integrated development environment

05/13/19 CablelLabs® 5
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IP
GUI
LAN
MMC
NDIS
(ON)
PC
PCle
RRAS
SCM
SSID
UAC
USB

Internet Protocol

graphical user interface

local area network

Microsoft Management Console
Network Driver Interface Specification
operating system

personal computer

Peripheral Component Interconnect Express
Routing and Remote Access Service
Service Control Manager

service set identifier

User Account Control

Universal Serial Bus

CablelLabs®
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5 ARCHITECTURE OVERVIEW

The Windows operating system (OS) provides several useful application programming interfaces (APIs) and
services that are used by Dual Channel Wi-Fi (DCW) (Figure 1). In addition to what is provided by Microsoft, a
handful of third-party libraries are used as well.

Dual Channel Wi-Fi Client Application

New DCW Components

3" Party Dependencices

ManagedWifi libdewproto SharpPcap

Defender

. Native Wifi PacketDotNet WinPcap
Firewall

Firewall Wi-Fi Ad_apter
Authorization NT Kernel Class Drivers

. : Driver —
Routing Drivers Capture/Injection

Driver

Raw Packet

Figure 1 — Windows Dual Channel Wi-Fi Station S/W Architecture Overview

5.1 Client Application

The Dual Channel Wi-Fi Client Application is the heart of the Windows Dual Channel Wi-Fi station functionality.
The application is a C# graphical user interface (GUI) application that “minimizes” to the Windows tray when
running. The application automatically controls all Dual Channel Wi-Fi signaling and adapter control. Wi-Fi
adapters are managed abstractly through the Windows “Native Wifi” services.

Because the architecture of the Windows OS abstracts Wi-Fi adapter control through the “Native Wifi” services,
most Wi-Fi adapters certified for Windows should be compatible with Dual Channel Wi-Fi. The Dual Channel Wf-
Fi client application manages data channel adapters by using functionality exposed through the “Native Wifi” APIs.

5.2 Control Packet Input/Output

WinPcap is used to expose raw Ethernet frame input/output on the primary channel interface for the Dual Channel
Wi-Fi signaling message. To support this function, the primary channel interface is not running in promiscuous
mode. Instead, a filter is applied to ensure the client application only receives Dual Channel Wi-Fi packets.

This function was primarily tested and developed using WinPcap; however, if desired, Npcap can be used instead.
Use of Npcap has been tested, with no known issues.

WARNING: Using either WinPcap or Npcap for Dual Channel Wi-Fi introduces a potential security vulnerability.
In the future, this functionality may need to be moved into a standalone NDIS driver specifically developed for Dual
Channel Wi-Fi.

WinPcap website https://www.winpcap.org/

Npcap website https://nmap.org/npcap/

05/13/19 CableLabs® 7
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5.3 Asymmetrical Routing

Though Windows does support asymmetrical traffic reception, it is not turned on by default and must be enabled.
The Dual Channel Wi-Fi Client enables it by invoking the Routing and Remote Access Service (RRAS) though the
Service Control Manager (SCM) APIs. Startup of the RRAS triggers the loading of all the drivers required for
Windows routing functionality. Thus, simply starting the RRAS is enough to enable asymmetrical traffic reception,
which is required for Dual Channel Wi-Fi.

5.4 Preventing Data Channel Transmission

The Windows Defender Firewall in Windows 10 is used to block all packets attempting to transmit through a data
channel interface. The ability to create per-interface rule filters is new to Windows 10, so the client application
requires this version to automatically block data channel transmission. The client application will run on earlier
versions of Windows, but it is recommended that some manual action be taken to block traffic being sent on the data
channel interfaces.

6 HARDWARE COMPONENTS

The following hardware components are required for building and running this software.

e APC capable of running Windows
e  Two or more Windows-compatible Wi-Fi adapters installed

7 SOFTWARE COMPONENTS

7.1 Code Repositories

All Dual Channel Wi-Fi code is currently stored in the CableLabs GitHub team “DCW,” located at
https://github.com/orgs/cablelabs/teams/dcw/repositories.

Each individual software component can be found in their respective git repositories.

libdcwproto https://github.com/cablelabs/libdcwproto
windcwclient https://github.com/cablelabs/windcwclient
7.2 Building

These are the build instructions for compiling the Windows Dual Channel Wi-Fi client.
7.2.1 Build Machine Dependencies

Building the Windows Dual Channel Wi-Fi client requires both the C and C# toolchains. Visual Studio Community
provides the tools needed to build the Windows client. For this example, Visual Studio Community 2017 was used
to build; it can be obtained from https://visualstudio.microsoft.com/vs/community/.

A git client is also required to download the code repositories. For this example, TortoiseGit was used; it can be
obtained from https://tortoiseqgit.org/.

Note: TortoiseGit is not required—another git client can be substituted.
7.2.1.1 Visual Studio Installation Customization

During the initial install of Visual Studio, the following components may be required for working with and building
the Dual Channel Wi-Fi client.

e .NET desktop development

e Universal Windows Platform development
e  Desktop development with C++

e  Game development with C++

8 CablelLabs® 05/13/19
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7.2.2 Code Cloning

Before building, the code must be cloned from the GitHub repositories. First, create a directory where the source
code is to be stored. For the purposes of this example, a folder named “build” was created on the pc desktop.

C:\Users\jdennis\Desktop\build\

From the build directory, right-click in the empty space to access the Git Clone operation from the menu.

C\Users\jdennis\Desktop\build

Share WView

» ThisPC » Desktop » build

-

2 MName

View >
Sort by
Group by >
Refresh

S

9.1

Fable”

Customnize this folder..,

Paste

Paste shortcut

Undo Move Ctrl+Z
Open in Visual Studio

Git GUI Here

Git Bash Here

Give access to b

() ¢l Git Clone...
[T Git Create repository here...
v # TortoiseGit >

MNew >

Properties

In the Git Clone dialog, the GitHub URL for the Windows Dual Channel Wi-Fi Client (Directory field) is provided.

#* Git clone - TortoiseGit x

Clone Existing Repository

URL: | D git @github, com:cablelabs/windowdient, git] ~ | Browse... -
Directory: | C:\WsersYjdennis\Desktop\build windowdient | Browse...
[Jpepth 1 [recursive [ clone into Bare Repo [ Mo Checkout
[Branch [ origin Mame CJrs

Load Putty Key | || C:\Wsersljdennis\Documents\jdlaptop. ppk ~ |

From SVMN Repository
[]From SVN Repository
Trunk: trunk Tags: tags Branch: branches

From: 0 Username:

Cancel Help

05/13/19 CablelLabs® 9
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After the Windows Dual Channel Wi-Fi Client is cloned, it is also required to clone the Dual Channel Wi-Fi

protocol library (libdcwproto) (Directory field) because it is a dependency.

" Git clone - TortoiseGit
Clone Existing Repository
URL: | [l Rit @aithub. com: cablelabs fibdowproto. git] ~ | Browse... -
Directory: | C:\Users'jdennis\Desktop\buildYibdowproto | Browse...
[Joepth 1 Jrecursive [Jclone into Bare Repo Mo checkout
[J&ranch [ origin Mame [CJirs
Load Putty Key | || cr\sers\jdennis\Documents'jdlaptop. ppk ~ |
From SYM Repository
|:| From SVMN Repository
Trunk: trunk Tags: tags Branch: branches
From: i) Username:
Cancel Help

et

After cloning the “libdcwproto” component, simply move the directory into the “windcwclient” directory.

C:\Users\jdennis\Desktop'build - a X
Share View (
» ThisPC » Desktop » build v O Search build -l
~ MName Date modified Type Size
libdewproto File folder
% windowclient File folder
91
[Cable
A complete clone should look similar to the following.
Ci\Users\jdennish\Desktop\build\windeowclient - m} XJ
he Share View
It » ThisPC » Desktop » build » windcwclient » w | D Search windcwclient -l
3 *  Name Date modified Type Size
= git 2019-01-02 13:23 File folder
& DCWClient File folder
b3 51 & downloaded_libraries File folder
& libdcwproto File folder
F - Cable
& logdnet-2.0.8 File folder
@ managedwifi File folder
kcts %  packetnet File folder
b & sharppcap File folder
" aﬁ DCWClient.sln Visual Studio Solu... 8KB
Ents
% | README bt Text Document KB
ads
®
10 CableLabs 05/13/19
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7.2.3 Building the Windows Dual Channel Wi-Fi Component

After each repository has been cloned into its respective directory, double-click the “DCW(Client.sIn” file to open
the entire solution in Visual Studio. Configure the target to the “Release / Any CPU” profile, then right-click the
“DCWClient” component in the solution explorer and click the “Build” option.

.-_?‘ Quick Launch (Ctrl+Q P - B

Jon Dennis ~ J

Solution Explorer

Cam K=

Rebuild

Clean

A successful build will show in the output pane and provide the full path to the output binary filename
“DCWClient.exe”.

Qutput -

output from:  Build

7.2.4 Packaging

After a successful build, the output can be packaged in a zip file for delivery. First, create an empty directory for the
copied release files. In this example, the path is “C:\Users\jdennis\Desktop\build\WinDcwClient_v0.0\". Open the
directory in Windows File Explorer. Then, open a new window in Windows File Explorer and navigate to the
“DCWClient” component output directory, which is “DCW(Client/bin/Release/” from the cloned “windcwsolution”
solution directory. Copy over the following files.

e DCWClient.exe

e DCWClient.exe.config

e libdcwproto.dll

e ManagedWifi.dll

e netstandard.dll

e PacketDotNet.dll

e SharpPcap.dil

e System.Runtime.InteropServices.Runtimelnformation.dll

w buld » wedcwchert + DOWCIent + bin + Relesse WinDews hert .0 o & areh ent o

dem o L

s & DOWChenL e

P 21 DCWETient.eve config
resuhis B3 9% & DOWChient.pdb Sbdowpresodil

Managediitudl

netstandard.di

PacketDotherdll

B 10 Otjects ShampPesp. o8

Syttem Russime InteropSerites Runtime.

i CneDrive - Cable

I ThisPC
B 30 Objects

&) PackmDothiet pt:
Shephoapdi
& ShaepPeap.pdb

At this point, the WinPcap installed and additional Dual Channel Wi-Fi documentation may be included in the
release directory as well. After all the files are in place, the “WinDcwClient_v0.0” release folder can be zipped and
distributed.

05/13/19 CablelLabs® 11
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8 USER GUIDE

8.1 Prerequisites
8.1.1 Windows 10

The Dual Channel Wi-Fi Client has been developed for and tested on the Windows 10 operating system exclusively.
Although Dual Channel Wi-Fi does work with versions as early as Windows 7, Windows 10 is recommended for the
optimal experience. All instructions in the document are written for the Windows 10 operating system.

8.1.2 Running Dual Channel Wi-Fi on Windows 7

The Windows Defender Firewall adapter-based filtering functionality, which Dual Channel Wi-Fi uses to prevent
data channel transmission, was not yet introduced in Windows 7. To work around this limitation, a non-routable,
static IP address must be manually assigned to all data channels and a block rule must be manually added to the
firewall.

WARNING: The instructions in Section 8.1.2 pertain only to Windows 7. Do not follow these steps if using
Windows 10.

8.1.2.1 Manual Data Channel Adapter Setup
Each data channel adapter must be manually provisioned with a minimal set of protocols and services.

To open the “Network Connections” control panel, first enter the Windows+R key combination on the keyboard to
open the “Run” dialog. Type in “ncpa.cpl” then click “OK”.

7= Type the name of a program, folder, document, or
' Internet resource, and Windows will open it for you.

Open: | ncpacpl

[ o ][ coneet | [mrowe |

In the “Network Connections” control panel, right-click the adapter that will be used as the data channel, then select
the “Properties” option.

.

ontrol Panel » All Control Panel Items » Network Connections »

Organize ~ Connect To Disable this network device Diagnose this connection Rename th
. h Bluetooth Network Connection . - Internal Wi-Fi | L.- L
~emx  Not connected ‘-.?;:m Not o | hh"f‘f

x B Bluetooth Device (Personal Area ... x Intel % Disable W ]

- Status
P n Not connected

Microsoft Virtual WiFi Miniport A...

- Connect / Disconnect
l Wireless Network Connection 3
- Diagnose
& Bridge Connections

Create Shortcut
Delete

% R
< ‘.e' Properties !

12 CablelLabs® 05/13/19
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With the adapter’s properties dialog open, uncheck all items in the list except for the “Internet Protocol Version 4
(TCP/IPv4)” protocol. This reduces the chance of “noise” packets/frames getting transmitted on this adapter.

Note: The dialog may not allow all items to be disabled/unchecked.

U Internal Wi-Fi Properties &J
Networking | Sharing

Connectusing:

'i'." Intel(R) Dual Band Wireless-AC 8260

O J%Fi\e and Printer Sharing for Microsoft Netwarks -
[ w2 Rawsther NDIS 6.X SPR Protocal Driver

-&. Broadcom Advanced Server Program Driver

[ .4 Internet Protocol Version 6 (TCP/IPvE)

P8 Internet Protocol Version 4 (TCR/IPv4) 3

[ i Link-Layer Topology Discovery Mapper /O Driver

This connection uses the following items:

[ «iu Link-Layer Topology Discovery Responder -
< | 1N »
Description

Transmission Control Protocolfinternet Protocol. The defaultwide
area network protocol that provides communication across
diverse interconnected networks

oK l ’ Cancel

To proceed with manual IP address assignment, click the “Internet Protocol Version 4 (TCP/IPv4)” item, then click

the “Properties” button. Assign a non-routable IP address to this interface. For this example, a random address
within the 169.254.0.0/16 subnet was assigned.

Internet Protocol Version 4 (TCP/IPv4) Properties @d—hj
General

You can get IP settings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings.

i -_:_-Obtain an IF address automatically

(@) Use the following IP address:
TP address: 169 . 254 . 255 . 68
Subnet mask: 255.255. 0 . 0

Default gateway:

Obtain DNS server address automatically
(@) Use the following DNS server addresses

Preferred DNS server:

Alternate DNS server:

DVaIidate settings upon exit

o [ conel |

Click “OK” to save and close the IPv4 settings, then click “OK” to save the adapter settings.

05/13/19 CablelLabs® 13
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8.1.2.2 Manually Block Outgoing IP Traffic

After each data channel adapter has been manually provisioned with an IP address, each data channel IP address
must be added to the Windows Firewall to block transmission on these addresses.

To open the “Windows Firewall with Advanced Security” MMC snap-in, first enter the Windows+R key
combination on the keyboard to open the “Run” dialog. Type in “wf.msc” then click “OK”.

5 Run u

7= Type the name of a program, folder, document, or
—— Internet resource, and Windows will open it for you. .4
b
Open: wf.msc\ -
|
[ QK ] l Cancel ] I Browse... ]

In the “Windows Firewall with Advanced Security” MMC snap-in window, click the “Outbound Rules” option on
the left pane. All the configured firewall rules acting on outbound traffic will be displayed.

@mmmﬁ ecun

| File Action View Help
«=| a0 < BE
& Windows Firewall with A it LA | Actions
| leboord e Marme Group Profile  Enable * || Gutbound Ruses -
E[c)""'”"rfd R';'" i @ franchCache Contens Retrieval (. BranchCache - Conten.. Al Mo ™ lem.:c |
& Qnin i 2eCunt: | A
& Monibh YR @arancnCache Hosed Cache Clle_ BranchCache - Hosted.. Al No gl i
@ BranchCache Hosted Cache Serv., BranchCache - Hosted. ANl Ne | ¥ FirbyPudie
@ iranchCache Peer Discovery (WS.. BranchCache - Peer O, All Mo |T Filer by State 4
@ Connect to a Network Prajector (.. Conngct 1o a Metwork .. Domain N T Filter by Group L4
@ Connect to a Netwark Progector (. Connect o a Network - Private. No Py b
@ Connect to a Network Projector (. Connect to a Network . Private. No
@ Connect 1o a Network Projector (. Connect 1o a Network _ Domain Ne % Rafresh
.CC"“'EC[ to a Network Projector (. Connect 10 3 Network . Private. No » ExportList.,
@ Connect to a Network Projector (. Conneet 1o a Metwork — Domain - No Help
.LMI’\E(I 10 3 Network Projector (.. Connect1o 3 Network .. Al Mo
@ Core Networking - DNS (UDP-0..  Core Networking Al Yes
@ Come Netwarking - Dynamic Hos.. Core Networking Al Yes
@ Core Networking - Dynamic Hos... Core Networking Al es
@ Care Networking - Group Policy - Core Networking Domain Yes
@ Core Networking - Group Policy .. Cora Natworkiny Domain  Yes
ng oy ]
Core Netwarking - Group Policy .. Core Netwarki Damain Yes
] P Pedicy ng
8 Core Networking - Intemet Grou., Core Networking Al ey
@ Core Networking - IPHTTPS (TCP.. Core Networking All Yes
@ Core Networking - 1P (IPv6-Out) Core Networking Al Yes
@ Core Networking - Multicast List_ - Core Networking A1 Yes
@ Core Networking - Muticast List - Core Networking Al Yes
€ Cora Networking - MUIticast LisL.  Core Networkin Al Yes
g ]
@ Core Networking - Multicast List. Core Netwarking Al Yes
. P P S o .

Right-click the “Outbound Rules” option on the left pane, then click the “New Rule...” option.

File Action View Help
= | 2E =]

@ Windows Firewall with A
&3 Inbound Rules
Outbound Rules
% Connection Se

- B, Monitoring

Outbound Rules

tent Ref
; ed Cag
Filter by Profile ' led Cad

Filter by State * | Discoy
Filter by Group * vork Pr

View » _Work Pr

New Rule...
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This will open the “New Outbound Rule Wizard” window. Choose the “Custom” option, then click “Next”.

&P New Outbound Rule Wizard — a
Rule Type

Selectthe type of frawall s 1 create.

Stegm
+ RueType Whstiype cfrule would youlke to creste?
rogiam

Ensure “All programs” is selected, then click “Next”.
& New Outbound Rule Wizard — S— p— N [N =
Program o o S -
Staps:
e
P—
Services Custamizs.
f
Back wi> ] [ Cance

Ensure that the “Any” option is selected for the protocol type, then click “Next”.

# Newr Qutbound Rule Wezard —

- — ' =

Prolocol and Ports
Spscly he proiosals and paris o whih s s apples.
Stepm

e Ty T which pevis and prolocols daes his e spely?

Protacol ype: Ay

Tretace bt

Lozal port AllForis

Example: 80,443, 5005010
Ramata part AllPors

Example. 80 443, E000-5010

Inesmat Connal Msssage Prosossl (CHP)
5
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For the local IP address rule application, select “These IP addresses”. Click “Add...” to add the assigned IP address
(Section 8.1.2.1). For the remote IP address rule application, ensure “Any IP address” is selected. Click “Next”.

—_—
WP New Outbound Rule wwm—7 — [ ™ ===

Scope

Specey e local and remete IP adresses ta which s ruls applis.

Staps:

Which local IP addrosses doos this ruls apply 107
Any 1P address
@) Thoso 1P addraszes

Adon 8025425588 A

Which remote IP addresses does this rule apply 17 |

<eac ][ Nets | [ come

Ensure “Block the connection” is selected, then click “Next”.

' B ————————
4 New Outbound Rule Wizard A =}

Action

Specy e sction

Whatacion

Allow the connection

Allow the connection if it is secure

using Pasc.
¢ Prels secured usmg e setings m [Pe=c propenizs andniss i e Connecian Securty Rule rade.

<Back Nea> Cancst

Ensure that all profiles are selected, then click “Next”.

# New Outbound Rule Wizard A ==
Prafile

5wy he proflas for which his o applies.

Whan o5 i il ApEAY

orls |¥ Domain
Applics whan 3 computer s comscid 1 3 coraata domain
|# Private
. Prote Applcs when s com T ———
7 Public

Applies whan 3 complaris conneclad 3 public nabwork location

<Back New> Cancel
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Assign a human-friendly name for this rule that can be easily identified later if it is desired to revert to a non-Dual
Channel Wi-Fi configuration. Click “Finish”.

e | M o

Name

Speciy e narme and descrphonaf s e

Nams:
DO ok DGt Trate]

Descrgiion (oplonsl).

& Nama

o 7@+ BE |
@ Vo Frenat it 4 -
2 Inbound Rules HName Group Profile  Enable = || ¢ =
e Sh UL 0/ 1ok Data-Ctned Traffic @ '
'::mm::' SEUY R | @ Branchcache Col Retrieval (. BranchCache - Conten_ Al No [l o o i
@ BranchCache Hostdy Cache Clie_,  BranchCache - Hosted.. Al No o e
@ BranchCache Hosted Wache Serv.. BranchCache - Hosted.. All No T Filter by State L4
@ BranchCache Poer Discduery (WS.. BranchCache - Poer Di. All No T Filter by Group b
@ Connect to a Netwaork Projector (.. Connect to & Network..  Domain No e '
@ Connect to a Network Projector (.. Connect to a Metwork .. Private. No
@ Connect 1o a Network Projector (. Connect o a Network _ Private_ No 5 Rudrash
.Eunl\ect to a Network Frojector (.. Connect to a Network . Domain  No = Exportlist..
@ Connect to a Network Projector (. Conmect 1o a Network . Private. No Help
@ Connect to a Network Frojector (. Connect to a Metwork . Domain No
@ Connect to a Network Projector . Connect to a Network.. Al No | DOW Block Data-Channel Traffic <
& Core Networking - DNS (UOP-0.. Core Networking All Yes # Disable Rule
@ Core Networking - Dynamic Hos.. Core Networking All Yes £ tn
@ Core Networking - Dynamic Hos. Core Netwarking Al Yes
@ Core Netwarking - Group Policy . Core Networking Domain Yes Cony
@ Core Netwarking - Groug Policy . Core Netwarking Domain Yes K Detete
@ Core Networking - Group Policy .. Core Networking Domain Ve [ Properties
@ Care Netwarking - Intemet Grow.  Core Networking Al Yes B Hes
@ Core Netwarking - IPHTTPS (TCP.. Core Networking All Yes
8 Care Networking - IPVG (IPv6-Out) Core Networking All Yes
@ Core Netwarking - Multicast List.  Core Networking Al Yes
@ Core Networking - Multicast List.  Core Networking Al Yag
@ Core Networking - Multicast List.. - Core Netwarking Al Yes
PR vie i »

At this point, proceed with the documented setup instructions as normal.
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8.1.3 Two or More Wi-Fi Network Adapters

For the Dual Channel Wi-Fi client to work, two or more Wi-Fi network adapters need to be available for use. The
installed and functional Wi-Fi network adapters on the computer can be verified in the Windows “Network
Connections” control panel.

To open the “Network Connections” control panel, first enter the Windows+R key combination on the keyboard to
open the “Run” dialog: Type in “ncpa.cpl” then click “OK”.

7 Run x

=7 Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | ncpa.cpl -

Cancel Browse...

In the “Network Connections” control panel, available Wi-Fi adapters are denoted by the “green bars” in the
network adapter icon. In the following example, three Wi-Fi network adapters are enabled and available for use.

&/ Network Connections - O X
YN El <« All Control Panel ltems » Metwork Connections » v 0 Search Metwork Connections @
Organize * &= + [ 0
L_’. Bluetooth Network L_'. Ethernet
— Connection 2 "o cablelabs.com
xR Not connected @~ Intel(R) Ethernet Connectio...
L_’ Ethernet 2 | . .
| - ] Inceming Connections
= _ Network cable unplugged - Mo clients connected
3 @7 PANGP Virtual Ethernet Ad... = ] )

: USB Wi-Fi L_' USB Wi-Fi Dengle
- -
== o Mot connected o=t o Mot connected
K dﬂ] Atheros AR3271 Wireless M... x d:fm ASUS USB-ACS6 802.11ac ...
:. VirtualBox Host-Only _'. Wi-Fi
S Network o o Mot connected
St Enabled x dim Intel(R) Dual Band Wireless...
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8.1.4 WinPcap Component Installation

To perform network signaling, the Dual Channel Wi-Fi Client requires a lower level protocol functionality. The
WinPcap component provides that functionality and is therefore a requirement for using the Dual Channel Wi-Fi
Client.

8.1.4.1 Checking for Existing WinPcap Installation

If a tool such as Wireshark is already installed, the WinPcap component may already be installed on the machine. It
is advised to check for an existing WinPcap copy before downloading and installing a fresh copy of WinPcap.

To open the “Windows Settings” window, first open the Start menu then click the Settings (gear) icon.

Settings E Connect

@ O Cortana

£ [fype here to search

In the “Windows Settings” window, click the “Apps” option.

Settings - o
Windows Settings
H System Drevices D Phaone @ Network & Internet Ejf Persanalization
g‘# Time & Ian.'|ua.:'|e @ Gaming . (:1‘." l'aca.nf Arcess

s’ i
Update & Security

Scroll through the list. If “WinPcap” if present, then there is no need to download and install WinPcap.

L7 Setlings - q

i Home Apps & featu res

Find a setting |

Windows Driver Package - Segger (link) Us...
Apps

P Windows Drver Package - SEGGER (LinkCD...
i=  Apps & features =

15 Default apps ]T“;Iﬂ' Windows Mebile Cognectivity Tools 1000152, 183 MH
K Offkne mans ﬁ Windaws SOK afdan 15248
2013-08-16

[ Apps for websites
E Windows ghftware Development Kit - Wind...

227 GR

O1E-08-1

= Video playhack

g WinPcap 413
5 Startep

(sl WinSCP 5.13.2
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8.1.4.2 WinPcap Download and Installation

WinPcap can be obtained from https://www.winpcap.org/.

Note: A recent copy of the WinPcap installer is included with this file: “WinPcap_4 1 3.exe”.

Run the WinPcap installer. During the installation process, if the wizard gives a prompt to automatically start the

WinPcap driver at boot time, enable this option, as shown below.

() WinPcap 4.1.3 Setup - X

413

[ U . installation options
\f ‘Lh caP Please review the following options before installing WinPcap

Automatically start the WinPcap driver at boot time

< Back Cancel

Install

8.2 Using the Dual Channel Wi-Fi Client

The Dual Channel Wi-Fi Client must be manually started to enable Dual Channel Wi-Fi functionality. The client
will continue to run in the Windows tray until it is manually shut down or until the computer is shut down or

restarted.

8.2.1 Starting the Dual Channel Wi-Fi Client

Before starting the Dual Channel Wi-Fi Client, ensure all Wi-Fi network adapters are physically attached and

functional (see Section 8.1.3).

If the Dual Channel Wi-Fi Client files have been delivered in a zip file, extract the “WinDcwClient” directory first;
running the files directly from the zip file will not work. After the “WinDcwClient” directory has been extracted,

double-click the “DCWClient.exe” file to open the setup wizard.

I 4 s | Application Tools ~ WinDewClient
Home Share View Manage
T » WinDowClient
A Name Date modified
#F Quick access
2018-10-22 10:04
jdennis .
Y Derrenent.exe config

¥ Downloads [4] libdewproto.dil
I Desktop [2] Managedwii.di

source %] netstandard.dll

|%] PacketDotNet.dll

|| SharpPcap.dll

|%] Systemn.Runtime.InteropServices.Runtime...

& WinPcap_4.1_3

DCWClient.dont
netshell_ico - Cc
System32

@ windcwelient

v @ Search WinDowClient

Type

Application

XML Configuratio...
Application extens
Application extens
Application extens
Application extens
Application extens

Application extens

Application

20 CablelLabs®
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Note: If prompted with the “User Account Control” (UAC) dialog asking to allow it to make changes to the

computer, select “yes”.

8.2.1.1 Choosing the Primary Channel Adapter

Proceed with the Dual Channel Wi-Fi setup wizard. During setup, the wizard will give a prompt to select the Wi-Fi

adapter to be used as the primary channel.

Dual-Channel Wi-Fi Setup Wizard

Select the Primary Channel Wi-Fi Adapter

o

)
=,

USB Wi-Fi

Wi-Fi LISB Wi-Fi Dongle i
IR =R iR 9C-5C-8E-B5-04  00-COCA-S7-3A
9

< Back

Next =

Cancel

The primary channel adapter is the “normal” Wi-Fi network adapter used to communicate and to connect to and

disconnect from the Wi-Fi access point(s).

Note: Built-in and PCl(e) adapters will be displayed with the standard Windows Wi-Fi network adapter icon, and

USB adapters will be displayed with the USB Wi-Fi dongle icon.
8.2.1.2 Choosing the Data Channel Adapter(s)

After the primary channel adapter is chosen, the wizard will then give a prompt to select one or more data channel

Wi-Fi network adapters.

Dual-Channel Wi-Fi Setup Wizard

Select the Data Channel Wi-Fi Adapter(s)

) )]
—) =2

LUSB Wi-Fi Dongle USB Wi-Fi
SC-5C-8E-B5-04  O0CO-CA-97-3A

< Back

Cancel

05/13/19
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At least one data channel adapter must be selected, but additional adapters may be selected. While the Dual Channel
Wi-Fi Client is running, these adapters will be dynamically managed by the Dual Channel Wi-Fi Client and will
cease to function. The Dual Channel Wi-Fi Client will automatically connect and disconnect the selected adapter(s)
depending on available Dual Channel Wi-Fi services. To use these adapters independently, the Dual Channel Wi-Fi
Client must be shut down.

If setup is successful, a green checkmark will appear at the end of the setup wizard. Click “Finish”.

Dual-Channel Wi-Fi Setup Wizard - X

Setting up Dual-Channel Wi-Fi...

Firish

The Dual Channel Wi-Fi Client will be minimized to the Windows tray while operational.

L.
Bl Dual-Channel Wi-Fi

-

_‘ 135
G @Y 00, B

8.2.2  Shutting Down the Dual Channel Wi-Fi Client

If Dual Channel Wi-Fi Client functionality is no longer desired, the Dual Channel Wi-Fi Client may be shut down
by right-clicking on the Dual Channel Wi-Fi Client tray icon and clicking the “Shutdown Dual Channel Wi-Fi”
option.

About Dual-Channel Wi-Fi

Show

L 2 I
[ Shutdown Dual-Channel Wi-Fi I

= L =

11:39

ARE P e, B
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9 TROUBLESHOOTING

9.1 Accessing the Dual Channel Wi-Fi Client Status Page

Many Dual Channel Wi-Fi connection issues can be solved by first checking the status page. The status page is
updated in real time, so it may be left open to monitor any changes.

To access the status page, right-click the Dual Channel Wi-Fi Client tray icon and click the “Show Status” option.

P

About Dual-Channel Wi-Fi
| me———
! Show Status !
al-Channel Wi-Fi

E ¥ B -

1212

B 0 B

The image below shows what the status page looks like when an access point (AP) is fully connected to a Dual
Channel Wi-Fi capable network.

EdgewaterDCW-2.4
DCW Enabled
00-D0-12-D0-F2-68

a@ﬂﬂ __ @@m. afl] ‘

Primary Chaninel Data Channel Data Channel
Wi-Fi USB Wi-Fi Dongle USB Wi-F
90-61-AE-60-38-D3 9C-5C-8E-B54-AB DO-COHCA-S7-3A-8F

The Wi-Fi AP icon displays the associated service set identifier (SSID); the “DCW Enabled” message shows that
the currently connected AP is operating in Dual Channel Wi-Fi mode. In the above example, the client (station) has
two data channel Wi-Fi network interfaces, but one of them is grayed out, indicating that only one data channel is
connected to the AP. In this case, the connected AP currently supports only one data channel.

05/13/19 CablelLabs® 23



WR-GL-Windows-STA-V01-190513

Wireless

The image below shows what the status page looks like when an AP is connected to a network that is not Dual
Channel Wi-Fi capable.

UJIUL

Primary Channel
WiR
90-61-AE-60-98-D9

'l

Cooky's 5G
DCW Disabled
U._.|_-_.‘._. el _Ut
- =
L ~ l -
. - - -
. S
Data Channel Data Channsl
USE Wi-F Dongle USB Wi-R
SC-5C-BE-B5-04-A6 D0-CO-CA-97-3A-BF

The Wi-Fi AP icon displays the associated SSID; the “DCW Disabled” message shows that the currently connected
AP is not operating in Dual Channel Wi-Fi mode. Both data channel Wi-Fi network interfaces are grayed out;
indicating that they are disconnected and not currently in use.

The image below shows what the status page looks like when the primary channel is unassociated.

o
J
|
8
(

Primary Channel
Wi-Fi
50-61-AE-60-98-D9

Access Point
Unassociated

ofll atll
& K

@

Data Channel Data Channel
USBE Wi-Fi Dongle USB Wi-Fi
9C-5C-8E-B5-04-A6 00-CO-CA-97-3ABF

All Wi-Fi network interfaces are grayed out.
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9.2 The Setup Wizard Crashes or Exits

Ensure the entire “WinDcwClient” directory has been correctly unzipped. If unsure, delete the entire
“WinDcwClient” directory and unzip again.

9.3 The Setup Wizard Does Not Display the Desired Wi-Fi Network Adapter

If a Wi-Fi network adapter is displayed in the Windows “Network Connections” control panel but is not an option in
the Dual Channel Wi-Fi Client setup wizard, the adapter may need to be enabled. Open the Windows “Network
Connection” control panel (see Section 8.1.3) to determine if an adapter is disabled or enabled.

f' Metwork Connections B 5 .
T E" =« All Control Panel ltems » Metwork Connections v O Search Metwork Connections @
Organize « S e

Bluetooth Network Ethernet
_. Connection 2 o> _ cablelabs.com
B Mot connected W= Intel(R) Ethernet Connectio...

X

L". Ethernet 2

S MNetwork cable unplugged
x

P

Incoming Connections
__ No clients connected

! 4

@ PANGP Virtual Ethernet Ad... =P
USB Wi-Fi [ USE Wi-Fi Dongle
S~ Disabled = _ Disabled
ol Atheros ARGZTT Wireless N... Al AsuS USB-ACSE 802.17ac ...
—= VirtualBox Host-Only = Wi-Fi
L-.! Metwork L-.! Mot connected
@~ Enabled b4 ed:m Intel(R) Dual Band Wireless...

In the above example, the adapters “USB Wi-Fi” and “USB Wi-Fi Dongle” are disabled, indicated by the gray icons
and the presence of the “Disabled” status label. Disabled adapters cannot be used for Dual Channel Wi-Fi.

To enable an adapter, right-click the desired adapter and click “Enable”.

USB Wi-Fi
L'- Di:ahl;cl | L’

d:lﬂ] Atheros

: VirtualBos) -
! ..__5. Metwork

- Diagnose
@— Enabled

9.4 At Startup, an Error Message Says the Client Is Already Running

Only one Dual Channel Wi-Fi Client instance can be running at a time on a single system. An attempt to start a
second instance will prompt the following message.

Error >

IQI DCW Client is already running!

If it is desired to restart or reconfigure the Dual Channel Wi-Fi Client, the existing client must first be shut down
(see Section 8.2.2).
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9.5 The Dual Channel Wi-Fi Client Setup Wizard Cannot Be Completed

The Dual Channel Wi-Fi Client setup wizard may fail for several reasons. The most common error is related to the
“wpcap” DLL. An error message similar to the one shown below indicates that the WinPcap component is either not
installed or corrupt. In this event, it is advised to (re)install the WinPcap component (see Section 8.1.4.2).

Dual-Channel Wi-Fi Setup Wizard - X

Setting up Dual-Channel Wi-Fi...

Unable to load DLL ‘wpcap’: The specified
module could not be found. {Exception from
HRESULT: 0x8007007E)

< Back

10 KNOWN ISSUES AND LIMITATIONS

10.1 The Dual Channel Wi-Fi Client Is Shut Down but the Former Data Channel
Wi-Fi Network Adapters No Longer Function
There is a known issue that may occur if the Dual Channel Wi-Fi Client is not cleanly shut down: data channel Wi-

Fi network interfaces that were previously used by the Dual Channel Wi-Fi Client may be permanently in a non-
function state. There are a few ways to work around this issue.

First, ensure that the Dual Channel Wi-Fi Client is not currently running. The Dual Channel Wi-Fi Client icon will
appear in the Windows tray when it is running.

The icon might be hidden to reduce clutter in the tray; click the arrow on the right of the tray to “Show hidden
icons”.

EL —
B Cual-Channel Wi-Fi

-

11:35

Gl ® DD 000 BB

If the Dual Channel Wi-Fi Client icon is visible, follow the procedure outlined in Section 8.2.2 to cleanly shut down
the client. At this point, the data channel interfaces should be restored to a functional state, ready for any use.

If the Dual Channel Wi-Fi Client is confirmed to be not running but the former data channel interfaces are still not
functional, then it is likely that the Dual Channel Wi-Fi Client did not exit cleanly. To resolve this, the Dual Channel
Wi-Fi Client should be restarted and cleanly shut down. During the setup process, any traces of a previous setup will
be cleaned. Then the client will then be able to clean properly when it is shut down.

If you are unable to perform a complete startup and shutdown of the Dual Channel Wi-Fi Client, see Section 10.1.1.
(below) for instructions on performing the cleanup procedure manually.
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10.1.1 Manually Removing the Dual Channel Wi-Fi Client Windows Firewall Rules

WARNING: Tampering with the Windows firewall without fully understanding the implications can leave a
computer exposed to security vulnerabilities. These instructions are intended to be a last-resort measure. One should
proceed at his or her own risk.

The Dual Channel Wi-Fi Client blocks all outbound traffic on the data channel Wi-Fi network interfaces by adding
custom rules to the Windows firewall. These rules are removed when the Dual Channel Wi-Fi Client is shut down
properly, but if it crashes or is force-killed, then these rules may not be removed, thus leaving the data channel Wi-
Fi network interfaces in a permanent state of being unable to send network traffic. Restarting and shutting down the
Dual Channel Wi-Fi Client will clean these rules, requiring no manual user intervention.

However, if the Dual Channel Wi-Fi Client cannot be run for any reason, the firewall rules can be cleaned manually
by using the Windows Firewall MMC configuration snap-in tool. To access this tool, first enter the Windows+R key
combination on the keyboard to open the “Run” dialog. Type in “wf.msc” then click “OK”.

4 Run *

=7 Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: |Wf.msc| v

Browse...

Click the “Outbound Rules” option on the left pane, then click the “Group” heading above the list to sort the rules
by group. Scroll through the list until rules in the “DCW” group are found.

ES Inbound Rules Name Group - Profile ™ || Outbound Rules
&Y Outbound Rules
¥4 Connection Security Rules 0 Core Networking - Packet Too Big (ICMP... Core Networking All Y MewRule...
B Monitoring @ Core Networking - Parameter Problem (... Core Networking All T Filter by Profile
0 Core Networking - Router Advertisement... Core Networking All
@ Core Networking - Router Solicitation (IC... Core Networking All Y Filter by State
¥ Core Networking - Teredo (UDP-Out) Core Networking All 5P Filter by Group
@ Core Networking - Time Exceeded (ICMP... Core Networking All View
0 Cortana Cortana All
¥ Cortana Cortana All (G Refresh
{5 DCW Tx Block (USB Wi-Fi Dengle) DCW Al |5 Export List...
£ DCW Tx Block (USE Wi-Fi) DCw All E Help
0 Connected User Experiences and Telemetry DiagTrack All
Distributed Transaction Coordinator (TCP... Distributed Transaction Coo... Domain DCW Tx Block (USB Wi-Fi Dong
Distributed Transaction Coordinator (TCP... Distributed Transaction Coo...  Private... 4 Disable Rule
@ Duclingo - Learn Languages for Free Duclingo - Learn Languages...  All Jaf Cut
3 Duclingo - Learn Lanauages for Free Duolingo - Learn Languages,.,  All

Each rule belonging to the “DCW?” group must be deleted manually. For each rule in this group, right-click the
desired rule then click “Delete”.

& DCW T Block (USE Wi-

@DCWT}( Block (US Disable Rule All

@ Connected User E Cut gTrack All
Distributed Transz itributed Transaction Coo..  Domain
Distributed Transz Copy itributed Transaction Coo...  Private...

::Pn:-ling-:- - Learn Languages... All

olingo - Learn Languages...  All

0 Duolingo - Learc Delete
¥ Duclingo - Learn

Properties

@ Eclipse Manager ipse Manager All
& Email and accoun Help ail and accounts All
U Feedhack Hub Eeedhack Huh All
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When prompted to confirm the rule deletion, click “Yes” to proceed.

Windows Defender Firewall with Advanced Security

| Are you sure you want to delete these rules?

D

10.2 Dual Channel Wi-Fi Client Fails to Start on Windows 8.1

The Dual Channel Wi-Fi Client does not function on the Windows 8.1 operating system because it is unable to start
the RRAS service.

10.3 Dual Channel Wi-Fi Client Does Not Consistently Acknowledge the AP_QUIT
Message from the AP

It has been observed that the Windows Dual Channel Wi-Fi Client does not consistently send an acknowledgement

message after receiving an AP_QUIT message from the AP. Although this bug is a deviation from the expected

process, it has no impact because the acknowledgement message is ignored by all of the current DCW AP
implementations.

% ok ok
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