Data-Over-Cable Interface Specifications

Cable Modem Termination System—Network Side
Interface Specification

CM-SP-CMTS-NSI-C01-171207
CLOSED

Notice

This DOCSIS® specification is the result of a cooperative effort
undertaken at the direction of Cable Television Laboratories, Inc. for the
benefit of the cable industry and its customers. You may download,
copy, distribute, and reference the documents herein only for the
purpose of developing products or services in accordance with such
documents, and educational use. Except as granted by CableLabs® in
a separate written license agreement, no license is granted to modify
the documents herein (except via the Engineering Change process), or
to use, copy, modify or distribute the documents for any other purpose.

This document may contain references to other documents not owned
or controlled by CableLabs. Use and understanding of this document
may require access to such other documents. Designing,
manufacturing, distributing, using, selling, or servicing products, or
providing services, based on this document may require intellectual
property licenses from third parties for technology referenced in this
document. To the extent this document contains or refers to documents
of third parties, you agree to abide by the terms of any licenses
associated with such third-party documents, including open source
licenses, if any.

© Cable Television Laboratories, Inc. 1996 - 2017



CM-SP-CMTS-NSI-C01-171207 Data-Over-Cable Interface Specifications

DISCLAIMER

This document is furnished on an "AS 1S" basis and neither CableLabs nor its members provides any representation
or warranty, express or implied, regarding the accuracy, completeness, noninfringement, or fitness for a particular
purpose of this document, or any document referenced herein. Any use or reliance on the information or opinion in
this document is at the risk of the user, and CableLabs and its members shall not be liable for any damage or injury
incurred by any person arising out of the completeness, accuracy, or utility of any information or opinion contained
in the document.

CableLabs reserves the right to revise this document for any reason including, but not limited to, changes in laws,
regulations, or standards promulgated by various entities, technology advances, or changes in equipment design,
manufacturing techniques, or operating procedures described, or referred to, herein.

This document is not to be construed to suggest that any company modify or change any of its products or
procedures, nor does this document represent a commitment by CableLabs or any of its members to purchase any
product whether or not it meets the characteristics described in the document. Unless granted in a separate written
agreement from CableLabs, nothing contained herein shall be construed to confer any license or right to any
intellectual property. This document is not to be construed as an endorsement of any product or company or as the
adoption or promulgation of any guidelines, standards, or recommendations.

2 CableLabs® 12/07/17




Cable Modem Termination System—Network Side Interface Specification CM-SP-CMTS-NSI-C01-171207

Document Status Sheet

Document Control Number: CM-SP-CMTS-NSI-C01-171207

Document Title: Cable Modem Termination System—Network Side Interface
Specification

Revision History: 101 — Released 07/02/1996
CO01 — Released 12/07/2017

Date: December 07, 2017

Status: Work-in Dralft Issued Closed
Hrogroes
Distribution Restrictions: Author Only CLMember CLi Member/ Public
Momses

Key to Document Status Codes

Work in Progress An incomplete document, designed to guide discussion and generate feedback
that may include several alternative requirements for consideration.

Draft A document in specification format considered largely complete, but lacking
review by Members and vendors. Drafts are susceptible to substantial change
during the review process.

Issued A generally public document that has undergone Member and Technology
Supplier review, cross-vendor interoperability, and is for Certification testing if
applicable. Issued Specifications are subject to the Engineering Change Process.

Closed A static document, reviewed, tested, validated, and closed to further engineering
change requests to the specification through CableLabs.

Trademarks

CableLabs® is a registered trademark of Cable Television Laboratories, Inc. Other CableLabs marks are listed at
http://www.cablelabs.com/specs/certification/trademarks. All other marks are the property of their respective
owners.

12/07/17 CableLabs® 3


http://www.cablelabs.com/specs/certification/trademarks

CM-SP-CMTS-NSI-C01-171207

Data-Over-Cable Interface Specifications

Contents

L SCOPE ...ttt E b E b £ b bR £ bR e £ e E R e £ bR £ b b e b e R £k b e bRt et b et ens 5
11 INErOAUCTION N0 PUMPOSE ...ttt ettt b bbbttt e b b e b e bt eb e e seem e e e e ebesbesbesbesbeeneas 5
O - To U1 =] =] o] £ ST U SRR 5

2 REFERENGCES ..ottt bbb b b £ bbb h £ e b b e b ke Rt b bbb e e b b e bt 6
3 TERMS AND DEFINITIONS .....ooiiiiiiitit ittt bbbt b bbb bbbttt nn b 7
4 ABBREVIATIONS AND ACRONYMS ... ..ottt 8
5 FUNCTIONAL REFERENCE MODEL .......cciiiiiiirieiiseenreees s 9
6 COMMUNICATIONS SPECIFICATIONS ..ot 10
8.1 TP OVEN ATM et r et r et E et 10
6.1.1 L= Yo g S Y=Y S 11
6.1.2 FN Ao =T o) Lo N T S 11
6.1.3 ATIME LAYET etttk ek ekt ket he e bt e b e 2 ke 2Rkt e R b e eh £ e ek e e b e e Re e R b e e Re e e he e eRe e ebe e b e e nneene e 11
6.1.4 PRYSICAI LAYEK ...ttt e bbbttt b e b e b sb e bt bt e bt et et e b e ebenbesbeebeene e 11
6.1.5 YRS ECTCS TRV R PO PPRTORUURPRPRRTOR 11
6.1.6 DS I TSP OT TSP U RO URT PP 11

8.2 TP OVEI FDDI ..ttt bbb bbb bbbt £ b b e bR e b b e bbbttt 11
6.2.1 INEIWOIK LAYET ...ttt et bbbt a e b e b e bt eh e b e e bt e bt e ne et e b e ebesbesbeebeene e 12
6.2.2 [ = B ] I T S 12
6.2.3 o YR Tor LI TS 12

6.3 IP OVEI TEEE BO2.......ooiiieceeie e 12
6.3.1 L= Yo g 1 YT S 13
6.3.2 [ = B ] I T S 13
6.3.3 PRYSICAI LAYEK ...ttt e bbbt b e e b e bt sb e bt bt e b e e e et e beebenbesbeebeene e 13

6.4 TP OVEE ETNEINIEL ...ttt et b e bbbt h et e b e b e s bt s b e bt e bt e neenbenbesbesbeebeebeene e 14
6.4.1 INEEWOIK LAYET ...ttt bttt h e bbbt a e b e e b e bt e bt b e bt e bt e st et e nbeebesbesbeebeene e 14
6.4.2 DAL LINK LAYET ...ttt ettt b et b et b e b e bt bt bt b bt e e et e b e ebesbesbeebeene e 14
6.4.3 PRYSICAI LAYEK ...ttt e bbbttt b e b e b sb e bt bt e bt et et e b e ebenbesbeebeene e 15
APPENDIX T ACKNOWLEDGEMENTS ..ottt sttt bbbttt 16

Figures

Figure 1 - Data-Over-Cable Reference ArChItECIUIE ........cc.o it 5
Figure 2 - 1P Traffic FIOW......ccooiiiiiicc s 9
Figure 3 - IP 0VEr ATIM ProtOCOI SEACK.........cciiiiiiiiieiiie ettt sb ettt b e bbb b e 11
Figure 4 - IP over FDDI ProtOCOI SACK ........ccviuiiiiecieiisie e se et ettt sae st sneera e e et naesaesnesrenneens 12
Figure 5 - IP over IEEE 802 Protocol StACK.............ccciiiiiiiiiiiiiiicin 13
Figure 6 - IP over Ethernet ProtOCOI StACK .........uiiviiiieiic ettt ene e 14
4 CableLabs® 12/07/17



Cable Modem Termination System—Network Side Interface Specification CM-SP-CMTS-NSI-C01-171207

1 SCOPE

1.1 Introduction and Purpose

This interface specification is one of a family of interface specifications designed to facilitate the implementation of
data service over Hybrid Fiber Coax (HFC) cable networks, as well as over coaxial-only cable networks. Figure 1
provides the context for this specification in relation to the data-over- cable reference architecture and the other
interface specifications in the family. This specification defines the applicable communications standards and
protocols as needed to implement a cable modem network termination system to backbone network transport adapter
interface. It applies to cable systems employing HFC and coaxial-only architectures. Specifically, the scope of this
specification is to:

e Describe the communications protocols and standards to be employed
e  Specify the data communication requirements and parameters which shall be common to all units
e Describe any additional application-unique interface requirements to insure support for data-over-cable services

The intent of this document is to specify open protocols with a preference for existing, well-known, and well-
accepted protocols. This interface standard is written to provide the minimal set of requirements for satisfactory
communication between the headend and backbone elements in a data-over- cable system.

The term “Cable Modem Termination System—Network Side Interface” (CMTS-NSI) is the general term used to
describe this interface.
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Figure 1 - Data-Over-Cable Reference Architecture

1.2 Requirements

Throughout this document, the words that are used to define the significance of particular requirements are
capitalized. These words are:

"shall" This word means that the item is an absolute requirement of this specification.

12/07/17 CableLabs® 5
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3 TERMS AND DEFINITIONS

This specification uses the following terms:

Cable Modem

Cable Modem
Termination System

Cable Network

Cable Modem Telco
Return Interface

Downstream

Dynamic Host

Configuration Protocol

Hybrid Fiber/Coax
System

Internet Control
Message Protocol

Internet Protocol

Logical Link Control
procedure

Media Access Control
sublayer

Subnetwork Access
Protocol

Upstream

A modulator-demodulator at a subscriber location intended for use in conveying
data communications on a cable television system.

Equipment located at the cable television system headend or distribution hub,
which provides complementary functionality to the cable modems to enable data
connectivity to a wide-area network.

Cable television plant that would typically be used for data-over- cable services.
Such plants generally employ a downstream path in the range of 54MHz on the low
end to a high end in the 440 to 750MHz range and an upstream path in the range of
5 to 42MHz. Customers share a common communications path for upstream and a
separate common path for downstream (i.e., effectively a pair of unidirectional
busses).

The upstream interface between a telco modem attached to, or inside of, a cable
modem and the CMTS.

The direction of transmission from the headend to the subscriber in cable
television.

An Internet protocol used for assigning network-layer (IP) addresses

A broadband bi-directional shared-media transmission system using fiber trunks
between the headend and the fiber nodes, and coaxial distribution from the fiber
nodes to the customer locations.

An Internet network-layer protocol.

An Internet network-layer protocol.

In a local area network (LAN) or a Metropolitan Area Network (MAN), that part of
the protocol that governs the assembling of data link layer frames and their
exchange between data stations, independent of how the transmission medium is
shared.

The part of the data link layer that supports topology- dependent functions and uses
the services of the Physical Layer to provide services to the logical link control
(LLC) sublayer.

An access protocol described in IEEE Std 802.2 Annex D.

The direction from the subscriber location toward the headend.

12/07/17
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4 ABBREVIATIONS AND ACRONYMS

This specification uses the following abbreviations:

ANSI American National Standards Institute

ARP Address Resolution Protocol

ATM Asynchronous Transfer Mode

CM Cable modem

CMCI Cable Modem to CPE Interface

CMTRI Cable Modem Telco Return Interface

CMTS Cable Modem Termination System

CMTS-NSI Cable Modem Termination System—Network Side Interface
CPE Customer Premise Equipment

DHCP Dynamic Host Configuration Protocol

FDDI Fiber Distributed Data Interface (alternatively, Fibre Data Distributed Interface)
HFC Hybrid Fiber Coax

ICMP Internet Control Message Protocol

IEEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force

IP Internet protocol

LLC Logical Link Control

MAC Media Access Control (also Medium Access Control)
RFC Request for Comments

SNAP Subnetwork Access Protocol

SNMP Simple Network Management Protocol

UDP User Datagram Protocol

8 CableLabs® 12/07/17
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5 FUNCTIONAL REFERENCE MODEL

The intended service will allow IP traffic (version 4 with migration to version 6) to achieve transparent bi-
directional transfer between the Cable Modem Termination System — Network Side Interface (CMTS-NSI) and the
Cable Modem to CPE interface (CMCI), as illustrated in Figure 2.

Cable

Modem — — “
Data Net “ Termination HcFrC ’

System Coax
CMTS-NSI Network Cable Modem oMl Iil

Customer
Premise
Equipment

Transparent IP Traffic Through the System

Figure 2 - IP Traffic Flow
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6 COMMUNICATIONS SPECIFICATIONS
The Internet Protocol (IP) version 4 standard is required at the network layer. This specification will evolve to
support IP version 6 (IETF RFC 1883) as it becomes an accepted standard.
Several data link and physical layer combinations are required to carry the IP traffic:
e ATM over STS-3c
e ATM over DS3
e FDDI
e 802.3 over 10BASE-T
o 802.3 over 100BASE-T
o Ethernet over 10BASE-T
o Ethernet over 100BASE-T

To be considered compliant with this specification, equipment shall be available with any data link and physical
layer combination selected from the above list. The selected configuration shall be specified by the customer at the
time of purchase order (for example: a customer may order a CMTS with an FDDI interface or, alternatively, a
customer might order a CMTS with an Ethernet over 100BASE-T interface).

All data link and physical layer combinations shall support and be transparent to IP datagrams in accordance with
the specified standard(s).

Network layer requirements for the CMTS exist beyond transparency to IP traffic. The CMTS shall also support:
o variable length subnet masks
o classless addressing
o |P multicast addressing and forwarding
o Internet Group Management Protocol (IGMP)
e proxy ARP

o filtering of DHCP downstream-bound broadcast packets to protect against BOOTP server spoofing
6.1 IP Over ATM

The required protocols for IP over ATM implementations are illustrated in Figure 3.

10 CableLabs® 12/07/17
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IP Network
RFC 1577
AALS
.......................... ATM
ATM
UNI3.1 UNI3.1 .
STS 3¢ D33 Physical

Figure 3 - IP over ATM Protocol Stack

6.1.1 Network Layer
The IP shall be utilized in accordance with IETF RFC 1577, “Classical IP and ARP over ATM.”

6.1.2 ATM Adaptation Layer

The ATM Adaptation Layer interface shall be in accordance with IETF RFC 1577, “Classical IP and ARP over
ATM” and ATM UNI 3.1. ATM Adaptation Layer Type 5 (AALD5) shall be utilized.

6.1.3 ATM Layer
The ATM layer implementation shall be in accordance with ATM UNI 3.1.

6.1.4 Physical Layer

Two physical layer implementations are required. The selected configuration shall be specified by the customer at
the time of purchase.

6.1.5 STS-3c
The STS-3c physical layer implementation shall be in accordance with ATM UNI 3.1.

6.1.6 DS3
The DS3 physical layer implementation shall be in accordance with ATM UNI 3.1.

6.2 IP Over FDDI

The required protocols for IP over FDDI implementations are illustrated in Figure 4.

12/07/17 CableLabs” 11
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OSI Layer

IP Network
RFC 1390

802.2 LLC

FDDI-MAC

X3.148
FDDI-PHY

X3.166
FDDI-PMD

Physical

Figure 4 - IP over FDDI Protocol Stack

6.2.1 Network Layer
The IP shall be utilized in accordance with IETF RFC 1390, “Transmission of IP and ARP over FDDI Networks.”

6.2.2 DatalLink Layer

The FDDI MAC sublayer interface shall be in accordance with ANSI X3.139-1987, Fiber Distributed Data Interface
(FDDI) — Token ring media access control (MAC).

6.2.3 Physical Layer

The FDDI physical layer interface shall be in accordance with ANSI X3.166-1990, Fibre Data Distributed Interface
(FDDI) — Token Ring Physical Layer Medium Dependent (PMD) and ANSI X3.148-1988, Fiber Distributed Data
Interface (FDDI) — Token Ring Physical Layer Protocol (PHY).

6.3 IP over IEEE 802

The required protocols for IP over IEEE 802 implementations are illustrated in Figure 5.

12 CableLabs” 12/07/17
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OSI Layer

IP Network
RFC 1042
802.1D Bridging
802.2 LLC Data Link
802.3 MAC
10%?&29;%-T 103%%(2?5 Physical

Figure 5 - IP over IEEE 802 Protocol Stack

6.3.1 Network Layer

The IP shall be utilized in accordance with IETF RFC 1042, “A Standard for the Transmission of IP Datagrams over
IEEE 802 Networks.”

6.3.1.1 Address Resolution

Address Resolution shall be achieved in accordance with IETF RFC 826, “An Ethernet Address Resolution
Protocol.”

6.3.2 DataLink Layer

6.3.2.1 802.2LLC

The LLC sublayer interface shall be in accordance with ISO/IEC 8802-2: 1994, Class I, with Subnetwork Access
Protocol (SNAP).

6.3.2.2 802.3 MAC

The MAC sublayer interface shall be in accordance with ISO/IEC 8802-3: 1995. A 48-bit address shall be utilized.

6.3.2.3 Bridging
The CMTS shall perform MAC bridging in accordance with ISO/IEC 10038 (ANSI/IEEE Std 802.1D): 1993.

6.3.3 Physical Layer

Two physical layer implementations are required. The selected configuration shall be specified by the customer at
the time of purchase.

6.3.3.1 10Base-T

The physical layer interface shall be in accordance with ISO/IEC 8802-3: 1995 for 10BASE-T operation.

12/07/17 CableLabs” 13
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6.3.3.2 100BASE-T

The physical layer interface shall be in accordance with IEEE Std 802.3u-1995 for 100BASE-T operation. Auto-
negotiation per IEEE Std 802.3u-1995 is required.

6.3.3.2.1 Connectors

The interface shall be capable of supporting the T4, TX and FX Medium Dependent Interface alternatives for
100BASE-T operation.

6.4 |IP over Ethernet

The required protocols for IP over Ethernet implementations are illustrated in Figure 6.

OSl Layer

IP Network
RFC 894

802.1D Bridging

Data Link
DIX Ethernet
802.3 802.3u :
10BASE-T ||100BASE-T Physical

Figure 6 - IP over Ethernet Protocol Stack

6.4.1 Network Layer

The IP shall be utilized in accordance with IETF RFC 894, “A Standard for the Transmission of IP Datagrams over
Ethernet Networks.”

6.4.1.1 Address Resolution

Ethernet Address Resolution shall be achieved in accordance with IETF RFC 826, “An Ethernet Address Resolution
Protocol.”

6.4.2 DatalLink Layer

The data link layer interface shall be in accordance with DIX Ethernet Version 2.0.

6.4.2.1 Address Length
A 48-bit address shall be utilized.

14 CableLabs” 12/07/17
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6.4.2.2 Bridging
The CMTS shall perform MAC bridging in accordance with ISO/IEC 10038 (ANSI/IEEE Std 802.1D): 1993.

6.4.3 Physical Layer

Two physical layer implementations are required. The selected configuration shall be specified by the customer at
the time of purchase.

6.4.3.1 10BASE-T

The physical layer interface shall be in accordance with ISO/IEC 8802-3: 1995 for 10BASE-T operation.

6.4.3.2 100BASE-T

The physical layer interface shall be in accordance with IEEE Std 802.3u-1995 for 100BASE-T operation. Auto-
negotiation per IEEE Std 802.3u-1995 is required.

6.4.3.2.1 Connectors

The interface shall be capable of supporting the T4, TX and FX Medium Dependent Interface alternatives for
100BASE-T operation.

12/07/17 CableLabs® 15
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