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1 SCOPE
This Specification describes the PacketCable MTA MIB requirement.

ZR\?EF nN=2r7rs=2rar
Y = S
2.1 NORMATIVE RE_FRENCES

In order to claim compliance with this specification, it is necessary to conform to the following standards
and other works as indicated, in addition to the other requirements of this specification. Notwithstanding,
intellectual property rights may be required to use or implement such normative references.

[1] PacketCable MIB Framework, PKT-SP-MIBS-106-030415, April 15, 2003, Cable Television
Laboratories, Inc., www.PacketCable.com/

[2] PacketCable Network-Based Call Sgnaling Protocol Specification, PKT-SP-EC-MGCP-107-
030415, April 15, 2003, Cable Television Laboratories, Inc., www.PacketCable.com/

[3] PacketCable MTA Device Provisioning Specification, PKT-SP-PROV-106-030415, April 15,
2003, Cable Television Laboratories, Inc., http://www.PacketCable.com/

[4] IETF RFC 2573, SNMPv3 Applications [1999]
[5] IETF RFC 2571, An Architecture for Describing SNM P Management Framework
[6] IETF RFC 2572, Message Processing and Dispatching for SNMP

(7] IETF RFC 2573, SNMPv3 Applications

[8] IETF RFC 2574, User Based Security Model for SNMPv3

[9] IETF RFC 2575, View-Based Access Control Model (VACM) for SNMP,

[10] PacketCable Security Specification, PKT-SP-SEC-108-030415, April 15, 2003, Cable Television
Laboratories, Inc., www.PacketCable.com/

2.2 INFORMATIVE REFERENCES

[11] ITU-T Recommendation J.160 - Architectural framework for the delivery of time critical services
over cable television networks using cable modems.

3 ABBREVIATIONS

There are no abbreviations used in this document.
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4 REQUIREMENTS

The PacketCable™ MTA MIB MUST be implemented as defined below.

PKTC- MTA-M B DEFI NI TIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
I nt eger 32, Counter 32,
| pAddr ess, NOTI FI CATI ON- TYPE FROM SNWVPv2- SM
Trut hvVal ue, RowsStatus, DisplayString,
MacAddr ess, TEXTUAL- CONVENTI ON FROM SNWPv2- TC
OBJECT- GROUP, MODULE- COVPLI ANCE,
NOTI FI CATI ON- GROUP FROM SNWVPv 2- CONF
cl abPr oj Packet Cabl e FROM CLAB- DEF- M B
i flndex FROM | F-M B
SnnpAdnmi nStri ng FROM SNMP- FRAVEWORK- M B
sysDescr FROM SNVPv2- M B;
pktcM aM b MODULE- | DENTI TY
LAST- UPDATED "200304150000Z" -- April 15, 2003
ORGANI ZATI ON "Packet Cable OSS G oup”
CONTACT- | NFO
"Matt Osman

Postal : Cabl e Tel evi sion Laboratories, Inc.
400 Centenni al Parkway
Loui sville, Colorado 80027-1266

U S A

Phone: +1 303-661-9100
Fax: +1 303-661-9199
E-mai |l : m bs@abl el abs. cont

DESCRI PTI ON
"This M B nodul e supplies the basic nmanagenent objects
for the MIA Device
Acknow edgenent s:

Angel a Lyda - Arris Interactive
Chris Melle - AT&T Broadband Labs
Sasha Medvi nsky - Mot or ol a

Roy Spitzer - Tel ogy Networks, Inc.
Rick Vetter - Mot or ol a

Eugene Nechankin - Br oadCom Cor p.

Sati sh Kumar - Texas | nstrunents
Copyright 1999-2003 Cabl e Tel evi sion Laboratories, Inc.
Al'l rights reserved."
REVI SI ON "200304150000Z"
DESCRI PTI ON
"This revision, published as part of the PacketCable M Bs
Specification 106."
::= { clabProj Packet Cable 1 }

-- Textual conventions
X509Certificate ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"An X509 digital certificate encoded as an ASN. 1 DER object."
SYNTAX OCTET STRING (Sl ZE (0..4096))

-- PacketCable 1.0 supports enbedded MIA only
-- PacketCable 1.0 assunmes SNWPv3

2 CablelLabs” 04/15/03
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-- PacketCable 1.0 SWI| oad nmanagenent is per DOCSIS 1.1 only

-- The MIA M B only supports a single provisioning server.

pkt cM aM bOhj ect s OBJECT IDENTIFIER ::= { pktcMaMb 1}

pkt cM aDevBase OBJECT IDENTIFIER ::= { pktcM aM bObjects 1 }
pkt cM aDevSer ver OBJECT I DENTIFIER ::= { pktcMaM bCbjects 2 }
pkt cM aDevSecurity OBJECT I DENTIFIER ::= { pktcMaM bOhjects 3 }

-- The follow ng group describes the base objects in the MA
pkt cM aDevReset Now OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Setting this object to true(l) causes the device to reset.
Readi ng this object always returns false(2). Wen
pkt cM aDevReset Now i s set to true, the followi ng actions
occur:
1. Al connections (if present) are flushed locally
2. Al current actions such as ringing i mediately
term nate
3. Requests for notifications such as notification based
on digit map recognition are flushed
4. Al endpoints are disabl ed.
5. he provisioning flowis started at step MTA - 1."
::= { pktcMabDevBase 1 }

pkt cM aDevSeri al Nunber OBJECT- TYPE
SYNTAX SnnpAdni nSt ri ng( Sl ZE (0..128))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The manufacturer's serial nunber for this MA"
.= { pktcM aDevBase 2 }

pkt cM aDevHar dwar eVer si on OBJECT- TYPE
SYNTAX SnnpAdmi nString(SI ZE (0..48))
MAX- ACCESS read-only
STATUS obsol et e
DESCRI PTI ON
"The manufacturer's hardware version for this MIA "
1= { pktcM aDevBase 3 }

pkt cM aDevMacAddr ess OBJECT- TYPE
SYNTAX MacAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tel ephony MAC address for this device."
1= { pktcM aDevBase 4 }

pkt cM aDevFQDN OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The Fully Qualified Domain Nane for this MIA "
::= { pktcMaDevBase 5 }

pkt cM aDevEndPnt Count OBJECT- TYPE
SYNTAX I nt eger32 (1..255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The physical end points for this MA. "
::={ pktcM aDevBase 6 }

pkt cM aDevEnabl ed OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The MIA Admin Status of this device, where True(l) neans
the voice feature is enabled and fal se(2) indicates that
it is disabled."

::= { pktcM aDevBase 7 }

pkt cM aDevTypel denti fi er OBJECT- TYPE
SYNTAX SnnpAdni nStri ng
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

“This is a copy of the device type identifier used in the
DHCP opti on 60 exchanged between the MIA and the DHCP
server.”

1= { pktcM aDevBase 8 }

pkt cM aDevPr ovi si oni ngSt at e OBJECT- TYPE
SYNTAX I NTEGER {

pass (1),
i nProgress (2),
fail ConfigFil eError (3),
passW t hWar ni ngs (4),
passW t hl nconpl et ePar si ng (5),
failurelnternal Error (6),
fail & her Reason (7)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This paranmeter indicates the conpletion state of the
initialization process. This paraneter is sent as part of
the final INFORM ( Step MIA 25 of the provisioning
process ). If the configuration file could be parsed
successfully and the MTAis able to reflect the same inits
MB,it nust return: 'pass'. If the configuration file was
in error due to incorrect values in the mandatory
paraneters, the MIA nust reject the configuration
file and return: 'fail'. If the configuration file had
proper values for all the mandatory paraneters but has
errors in any of the optional paraneters ( this includes
any vendor specific O Ds which are incorrect or not known
to the MTA ), it must return: 'passWthWarnings'. If the
configuration file is proper, but the MIA cannot reflect
the same in its MB ( for ex: Too many entries |eading
to menory exhaustion ), it nmust accept details related
to the CMss ' passWthl nconmpl eteParsing' . If the
configuration file cannot be parsed due to an interna
error it nust return: 'failurelnternal Error'.
If the MIA cannot accept the configuration
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file for any other reason than the ones stated above,
it nmust return 'failureQherReason'."
1= { pktcM aDevBase 9 }

pkt cM aDevHt t pAccess OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Thi s indicates whether HTTP file access is supported for
MTA configuration file transfer."

::={ pktcM aDevBase 10 }

pkt cM aDevPr ovi si oni ngTi mer OBJECT- TYPE

SYNTAX I nteger32 (0..30)
UNI TS "m nut es"

MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"Thi s object enables setting the duration of the provisional
timeout tinmer. The tinmer covers the provisioning sequence
fromstep MITA-1 to step MIA-23. The value is in mnutes
and setting the tinmer to O disables this tinmer. The
default value for the tinmer is 10.”

DEFVAL {10}

1= {pktcM aDevBase 11}

pkt cM aDevPr ovi si oni ngCounter OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object is the count of the nunber of tines the
provisioning cycle has | ooped through step MIA-1 since
the | ast reboot.”

;.= {pktcM aDevBase 12}

pkt cM aDevError G dsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PktcM aDevError QO dsEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"If pktcM aDevProvisioningState is reported with anything
other than a pass(1) then this table is populated with the
necessary information, each pertaining to observations of
the configuration file. Even if different paraneters
share the sane error ( Ex: All Real m Nanmes are invalid ),
all recogni zed errors nust be reported as different
i nstances."

;.= { pktcM abDevBase 13 }

pkt cM aDevError O dsEntry OBJECT- TYPE

SYNTAX Pkt cM aDevErrorQ dsEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This contains the necessary information an MIA nust
attenpt to provide in case the configuration file
is not parsed and/or accepted in its entirety."

I NDEX { pktcM aDevErrorG dl ndex }

::={ pktcMaDevErrorQO dsTable 1 }

Pkt cM aDevError G dsEntry ::= SEQUENCE {
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}

pkt cM aDevError O dl ndex I nt eger 32,

pktcM aDevErrorQ d SnnpAdni nStri ng,
pkt cM aDevError G ven SnnpAdni nSt ri ng,
pkt cM aDevErr or Reason SnnpAdni nStri ng

pkt cM aDevError O dl ndex OBJECT- TYPE

SYNTAX | nteger32(1..1024)
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
"This is the index to pktcM aDevError QO dsEntry.
This is an integer value and will start fromthe value 1

and be increnmented for each error encountered in the
configuration file. The indices need not necessarily
reflect the order of error occurrences in the
configuration file."

::={ pktcMabDevErrorG dsEntry 1}

pktcM aDevErrorG d OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"This is the OD associated with the particular error. If
the error was not due to an identifiable OD, then this
can be populated with inpartial identifiers, in hexadecinal

or nuneric format."
::={ pktcMabDevErrorG dsEntry 2}

pkt cM aDevError G ven OBJECT- TYPE

SYNTAX SnnpAdni nSt ri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"If the error was due to the val ue associ ated

with the correspondi ng pktcM abDevErrorG d, then this
contains the value of the OD as interpreted by the MIA in
the configuration file provided. If the error was not due
to the value of an O D this nust be set to an enpty
string. This is provided to elimnate errors due to

m srepresentation/msinterpretation of data."

::={ pktcMabDevErrorG dsEntry 3}

pkt cM aDevError Reason OBJECT- TYPE

SYNTAX SnnpAdmi nString
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"This indicates the reason for the error,
as per the MIAs interpretation, in human readable form
Exanpl e i ncl ude:
VALUE NOT | N RANGE,
VALUE DCES NOT MATCH TYPE
UNSUPPORTED VALUE
LAST 4 BI TS MJST BE SET TO ZEROQ,
OUT OF MEMORY — CANNOT STORE etc.
This MAY al so contain vendor specific errors
for vendor specific ODS and any proprietary error
codes/ nessages whi ch can hel p di agnose errors
better, in a manner the vendor deens fit."
::={ pktcMabDevErrorQG dsEntry 4}

CablelLabs” 04/15/03
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pkt cM aDevSwCur rent Ver s OBJECT- TYPE
SYNTAX SnnpAdm nString
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The version of the software currently operating in MITA. Any MIA MJST
return a string descriptive of the current software | oad.
Thi s obj ect should use the syntax defined by the individual
vendor to identify the software version. The data
presented in this object MIST be consistent with the
software version informati on enbedded in the sysDescr
M B oject for the MIA "
::= { pktcM aDevBase 14}

-- The following group describes server access and paraneters used for
-- initial provisioning and bootstrapping.
PR R I R S R O S S I

_***************************This Obj ect |S Obsol ete*******************

PR o o R R Rk Sk S S R R S S S S R R I kS S S R o o O

pkt cM aDevSer ver Boot St at e OBJECT- TYPE
SYNTAX | NTEGER {

oper ati onal (1),
di sabl ed (2),
wai t i ngFor DhepOF f er (3),
wai ti ngFor DhcpResponse (4),
wai ti ngFor Config (5),
ref usedByCnt s (6),
ot her (7),
unknown (8)

}

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"If operational (1), the device has conpl eted | oadi ng and
processi ng of configuration paranmeters and the CMIS has
conpl eted the Registration exchange.
If disabled(2) then the device was admi nistratively
di sabl ed, possibly by being refused network access in the
configuration file.
I f waitingForDhcpOifer(3) then a DHCP Di scover has been
transmtted and no offer has yet been received.
I f waitingFor DhcpResponse(4) then a DHCP Request has been
transmtted and no response has yet been received.
If waitingForConfig(5) then a request to the config
paraneter server has been nmade and no response received.
If refusedByCms(6) then the Registrati on Request/Response
exchange with the CMIS failed. "

REFERENCE
"DOCSI S Radi o Frequency Interface Specification"

::={ pktcMaDevServer 1 }

P S R O R O R

__***************************ThiS Ob] ect |S Obsol ete*******************

P R O R O

pkt cM aDevSer ver Dhcp OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS obsol ete
DESCRI PTI ON
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"The | P address of the DHCP server that assigned an IP
address to this device. Returns 0.0.0.0 if DHCP was not
used for | P address assignnent."

::= { pktcMaDevServer 2 }

pkt cM aDevServer Dnsl OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The I P address of the primary DNS server to be used by the
MIA to resolve the FQDNs and | P addresses. "

:= { pktcM aDevServer 3}

pkt cM aDevServer Dns2 OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The | P address of the Secondary DNS server to be used by the MIAto
resolve the FQDNs and | P addresses. Contains 0.0.0.0 if
thereis no Secondary DNS server specified for the MA
under consideration."
::={ pktcM aDevServer 4}

pkt cM aDevConfi gFil e OBJECT- TYPE

SYNTAX SnnpAdni nStri ng
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"The URL of the TFTP/HTTP file for downl oadi ng
provi sioni ng and configuration paraneters to this device.
Returns NULL if the server address is unknown. Supports
both TFTP and HTTP."

::={ pktcMaDevServer 5 }

pkt cM aDevSnnpEntity OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The FQDN of the SNWP V3 entity of the Provisioning Server
to which the MIA has to comunicate in order to receive
t he access nethod, |ocation and the nanme of the
Configuration file during MIA provisioning. This would
al so be the entity which caters to the End-point
provi sioning needs of the MIA and is the destination for
all provisioning informs. It may be al so used for post-
provi si oni ng SNVP oper ati ons"

;.= { pktcM aDevServer 6 }

pkt cM aDevProvConfi gHash OBJECT- TYPE

SYNTAX OCTET STRI NG ( Sl ZE(16] 20))

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Hash of the contents of the config file, calcul ated and
sent to the MIA prior to sending the config file. |If the
authenticationalgorithmis MD5, the length is 128 bits.
If the authenticationalgorithmis SHA-1, the length is 160
bits. Hash cal cul ation MJST follow the requirenents
inf[10]. "

::={ pktcM aDevServer 7 }

8 CablelLabs” 04/15/03
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pkt cM aDevPr ovConfi gkey OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE(O| 8))
MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"Key used to encrypt/decrypt the config file, sent to the
MTA prior to sending the config file. |If the privacy
algorithmis null, the length is 0. |If the privacy
algorithmis DES, the length is 64 bits.”

::= { pktcM aDevServer 8 }

pkt cM aDevProvSol i ci t edKeyTi neout OBJECT- TYPE

SYNTAX I nt eger 32 (15..600)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"This timeout applies only when the Provisioning Server
initiated key managenent (with a Wake Up nessage) for
SNMPv3.1t is the period during which the MTA will save a
(inside the sequence nunber field) fromthe sent out AP
nonce Request and wait for the matching AP Reply fromthe
Provi si oning Server."

DEFVAL { 120 }

::={ pktcM aDevServer 9 }

-- Unsolicited Key Updates are based on an exponential backoff

-- nmechanismwith two timers for AS replies. The fast tinmers have a
--  maxi mum timer (pktcM abDevProvUnsolicitedKeyMaxTi neout seconds) and
-- a nomnal tinmer pktcM aDevProvUnsolicitedKeyNonTi neout seconds)

--  fromwhich the backoff timer deterninations are nade.

-- Tineouts for unsolicited key managenent updates are only pertinent
-- before the first SNWP nessage is sent between the MIA and the CMV5
-- and before the configuration file is | oaded. No SNW

-- conmuni cations can exi st under PacketCable w thout the security

-- association existing. The follow ng object is provided only for
-- diagnostic purposes and is only useful if the MIA can be brought
-- up without any security.

pkt cM aDevPr ovUnsol i ci t edKkeyMaxTi meout  OBJECT- TYPE

SYNTAX I nt eger 32 (15..600)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This timeout applies to MIA initiated
AP- REQ REP key nmanagenment exchange with
Provi sioning Server. The maxi mumtineout is
t he val ue which may not be exceeded in the
exponenti al backoff algorithm If provided,
DHCP- Opt i on-122- Sub-option 5 overrides this

04/15/03 CablelLabs” 9
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val ue. "
REFERENCE

"Packet Cabl e Security Specification"
DEFVAL {600}
::= { pktcM aDevServer 10 }

pkt cM aDevPr ovUnsol i ci t edKeyNonTi meout  OBJECT- TYPE

SYNTAX I nt eger 32 (15..600)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Defines the starting value of the tinmeout for the
AP- REQ REP Backoff and Retry nechani smwi th exponenti al
timeout. If provided, DHCP-Option-122-Sub-option 5
overrides this value."

REFERENCE
"Packet Cabl e Security Specification"

DEFVAL {30}

::={ pktcM aDevServer 11 }

pkt cM aDevPr ovUnsol i ci t edkeyMeanDev OBJECT- TYPE

SYNTAX I nt eger 32 (15..600)
UNI TS "seconds”
MAX- ACCESS read-only
STATUS obsol ete
DESCRI PTI ON
"This is the nean deviation for the round trip del ay
timngs."
REFERENCE
"Packet Cabl e Security Specification"
::={ pktcM aDevServer 12}

pkt cM aDevProvUnsol i ci t edKeyMaxRetries OBJECT- TYPE

SYNTAX Integer32 (1..32)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This retries nunmber applies to MIA initiated AP-REQ REP

key managenent exchange with Provisioning Server. This is
t he maxi mum nunber of retries before the MIA gives up
attenpting to establish an SNMPv3 security association
with Provisioning Server. |f provided,
DHCP- Opt i on-122- Sub-option 5 overrides this
val ue. "

REFERENCE
"Packet Cabl e Security Specification"

DEFVAL {8}

::= { pktcM aDevServer 13 }

pkt cM aDevPr ovKer bReal mName OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(1. . 255))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The name of the associated Provisioning Kerberos Real m
acquired during MTA4 ( DHCP Ack ). This is used as an
index into the pktcM aDevReal nifabl e. When used as an
the upper case ASCI| representation of the associated
i ndex, Kerberos Real m nane MUST be used by both the
Manager (SNMPv3 Entity) and the MIA. "

::={ pktcM aDevServer 14 }

10
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pkt cM aDevProvState OBJECT- TYPE
SYNTAX | NTEGER {

oper at i onal (1),
wai ti ngFor ShnpSet | nf o (2),
wai ti ngFor Tf t pAddr Response (3),
wai ti ngFor ConfigFil e (4)

}
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"If operational (1), the device has conpl eted | oadi ng and
processing of initialization paranmeters.|f waiting
For SnnpSet I nfo(5) then the device is waiting on config file
downl oad access information.If waiting
For Tf t pAddr Response(6) then a DNS request has been transnitted
and no reply has yet been received.|f waiting
ForConfigFile(7) then a TFTP request has been transmtted
and no reply has yet been received or a download is in progress.”
REFERENCE
"Packet Cabl e Provi sioning Specification,
Packet Cabl e Security Specification"
::= { pktcMaDevServer 15 }

pkt cM aDevSer ver Dhcpl OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The | P address of the primary DHCP server which would cater to the
MIA during its provisioning. Contains 255.255.255.255 if
there wasno preference given with respect to the DHCP
servers for MIAprovisioning."
::={ pktcM aDevServer 16 }

pkt cM aDevSer ver Dhcp2 OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON "The | P address of the Secondary DHCP server

whi ch could cater to the MIA during its provisioning.

Contains 0.0.0.0 if there is no specific secondary DHCP

server to be considered during MIA provi si oni ng. "
::= { pktcM aDevServer 17 }

pkt cM aDevTi neSer ver OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"I P address of the Tine Server fromwhich to obtain the
tine. Contains 0.0.0.0 if the Tinme Protocol is not used for
ti me synchroni zation."

1= { pktcM aDevServer 18}

-- The following group describes the security objects in the MIA

pkt cM aDevManuf acturerCertificate OBJECT- TYPE

SYNTAX X509Certificate
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"ASN. 1 DER encodi ng of the MIA Manufacturer's X 509
public-key certificate, called MIA Manufacturer
Certificate. It is issued to each MIA manufacturer
and is installed into each MIA either in the factory
or with a code downl oad. The provi sioning server cannot
update this certificate."

::= {pktcM aDevSecurity 1}

pktcM aDevCertificate OBJECT- TYPE

SYNTAX X509Certificate
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"ASN. 1 DER encoding of the MIA's X. 509 public-key

certificate issued by the manufacturer and installed

into the enbedded-MIA in the factory. This certificate,

call ed MIA Device Certificate, contains the MTA's MAC

address. It cannot be updated by the provisioning server."
::= { pktcMabDevSecurity 2 }

P o I R Ok S R R Rk S Rk S S kR R b Sk R R o b ok S R R ok S

_kkkkkkhkkhkkhkkhkhkkhhkhkkhkhkkhkkhkkhhkKhkhkk*k THIS mJEC'I' IS mSO_ETE khkkhkkkhkkhkhkkhkhkkhkkkhkhkkhk*k
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pkt cM aDevSi gnature OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (0. .256))
MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON

"A unique signature created by the MIA for each SNWP
Informor SNMP Trap or SNWVP Get Response message exchanged
prior to enabling SNWPv3 security ASN. 1 encoded Digital
signature in the Cryptographi c message syntax (includes
nonce). "

::= { pktcMabDevSecurity 3 }

pkt cM aDevCorrel ati onld OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Random val ue generated by the MIA for use in registration

authorization. It is for use only in the MTA initialization

nessages and for MIA configuration file downl oad
::= { pktcMabDevSecurity 4 }

-- pktcM abDevSecurityTabl e

-- The pktcM aDevSecurityTabl e shows security association information
-- relating to a particular MIA endpoint. The MIA endpoint is indexed
--  with iflndex.

B R I S I O S R I O R I I

P R b O O R kR THI S TABLE |S mSO_EI'E Rk I Ik I b S R R

B R O I I R O I O R I R O

pkt cM aDevSecurityTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF PktcM aDevSecurityEntry
MAX- ACCESS not -accessi bl e
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STATUS obsol et e
DESCRI PTI ON

"Cont ai ns per endpoint security information."

::={ pktcMaDevSecurity 5 }

pkt cM aDevSecurityEntry OBJECT- TYPE
SYNTAX
MAX- ACCESS not - accessi bl e
STATUS obsol et e
DESCRI PTI ON

Pkt cM aDevSecurityEntry

"List of security attributes for a single PacketCable

endpoi nt interface."
I NDEX { iflndex }
::={ pktcMaDevSecurityTable 1 }

Pkt cM aDevSecurityEntry ::= SEQUENCE {
pkt cM aDevSer vProvi derCertificate
pkt cM aDevTel ephonyCertificate
pkt cM aDevKer ber osReal m
pkt cM aDevKer bPri nci pal Name
pkt cM aDevSer vGr acePeri od
pkt cM aDevLocal SystentCertificate
pkt cM aDevKeyMynt Ti meout 1
pkt cM aDevKeyMymnt Ti meout 2
}

X509Certificate,
X509Certificate,
OCTET STRI NG

Di spl ayStri ng,

I nt eger 32,
X509Certificate,
I nt eger 32,

I nt eger 32

pkt cM aDevSer vProvi der Certificate OBJECT- TYPE

SYNTAX X509Certificate
MAX- ACCESS read-wite
STATUS obsol et e

DESCRI PTI ON

"ASN. 1 DER encodi ng of the Tel ephony Service
Provider's X 509 public-key certificate, called
Tel ephony Service Provider Certificate. It serves
as the root of the intra-donain trust hierarchy.
Each MIA is configured with this certificate so
that it can authenticate TGSs owned by the sane
service provider. The provisioning server needs
the ability to update this certificate in the MIAs
via both SNWP and configuration files"

:={ pktcMaDevSecurityEntry 1 }

pkt cM aDevTel ephonyCertifi cate OBJECT- TYPE

SYNTAX X509Certificate
MAX- ACCESS read-write
STATUS obsol et e

DESCRI PTI ON

"ASN. 1 DER encoding of the MIA's X. 509 public-key
certificate issued by the Service Provider with either

the Service Provider CA or

a Local System CA. This

certificate, called MIA Tel ephony Certificate, contains
the same public key as the MIA Device Certificate issued
by the manufacturer. It is used to authenticate the
identity of the MIA to the TGS (during PKINI T exchanges).
The provisioning server needs the ability to update this
certificate in the MIAs via both SNVP and configuration

files”
::={ pktcMabDevSecurityEntry 2 }

pkt cM aDevKer ber osReal m OBJECT- TYPE

SYNTAX OCTET STRING (S| ZE (0..1280))
MAX- ACCESS read-write
STATUS obsolete -- noved to realmtable
04/15/03 CablelLabs” 13
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DESCRI PTI ON
"Specifies a Kerberos realm (i.e. admnistrative domain),
required for Packet Cable key managenent.”

::={ pktcMaDevSecurityEntry 3}

pkt cM aDevKer bPri nci pal Name OBJECT- TYPE

SYNTAX Di spl ayString (Sl ZE(O. . 40))

MAX- ACCESS read-wite

STATUS obsol ete

DESCRI PTI ON
"Kerberos principal nanme for the Call Agent. This
information is required in order for the MIA to obtain
Call Agent Kerberos tickets. This principal nanme does not
include the realm which is specified as a separate field
in this configuration file. A Single Kerberos principal
name MAY be shared anong several Call Agents."

;.= { pktcM aDevSecurityEntry 4 }

pkt cM aDevSer vGracePeri od OBJECT- TYPE

SYNTAX I nt eger 32 (15..600)

UNI' TS "m nut es"

MAX- ACCESS read-wite

STATUS obsol ete -- nmoved to real mtable

DESCRI PTI ON
"The MIA MJUST obtain a new Kerberos ticket (with a PKINIT
exchange) this many m nutes before the old ticket expires.
The m nimum al | owabl e value is 15 mins. The default is 30
mns."

DEFVAL { 30 }

::={ pktcMabDevSecurityEntry 5}

pkt cM aDevLocal SystentCertificate OBIJECT- TYPE
SYNTAX X509Certificate
MAX- ACCESS read-wite
STATUS obsol ete
DESCRI PTI ON
"The Tel ephony Service Provider CA nay del egate the
i ssuance of certificates to a regional Certification
Authority called Local System CA (with the correspondi ng
Local System Certificate). This paraneter is the ASN. 1
DER encodi ng of the Local System Certificate. |t MJST have
a non-enpty val ue when the MIA Tel ephony certificate is
signed by a Local System CA. Otherw se, the value MJST
be of length 0."
::={ pktcMaDevSecurityEntry 6 }

pkt cM aDevKeyMynt Ti meout 1 OBJECT- TYPE

SYNTAX I nt eger 32 (15..600)

UNI TS "seconds”

MAX- ACCESS read-wite

STATUS obsolete -- noved to cns table

DESCRI PTI ON
"This timeout applies only when the MTA initiated key
nmanagenent. It is the period during which the MIA will

save a nonce (inside the sequence nunmber field) fromthe
sent out AP Request and wait for the nmatching AP Reply
fromthe CMS. "
REFERENCE
"Packet Cabl e Security Specification”
:={ pktcMaDevSecurityEntry 7 }

pkt cM aDevKeyMynt Ti meout 2 OBJECT- TYPE
SYNTAX I nt eger 32 (15..600)
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UNI TS "seconds”

MAX- ACCESS read-wite

STATUS obsol ete -—changed to adaptive backoff and noved to
-- cns table

DESCRI PTI ON

"This timeout applies only when the CM5 initiated key
managenent managenent (with a Wake Up or Rekey nessage).
managenent It is the period during which the MIA will
save a nonce (inside the sequence nunmber field) from
the sent out AP Request and wait for the matching AP
Reply fromthe CMS. "

REFERENCE
"Packet Cabl e Security Specification"
:={ pktcMaDevSecurityEntry 8 }

-- Ticket Granting Server information

PR R o b O I O R O S kR R Ok R O kR bk R IR R O kb Rk

_okkkkkkhkhkkhkhkhkhkhkhkhkhkhkhk Ak hkkkkk THI S TABLE IS wSG_EI'E kkkhkkhkkhkkhkkhkkhkhkhkkhkk*kx

PR o o R R Rk Sk S S R R S S S S R R I kS S S R o o O

pkt cM aDevTgsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PktcM aDevTgsEntry

MAX- ACCESS not - accessi bl e

STATUS obsol ete -- Secure Provisioning ECR
DESCRI PTI ON

"Cont ai ns per endpoint Ticket Ganting Server informtion."
::={ pktcMaDevSecurity 8 }

pkt cM aDevTgsEntry OBJECT- TYPE

SYNTAX Pkt cM aDevTgsEntry

MAX- ACCESS not - accessi bl e

STATUS obsol ete -- Secure Provisioning ECR
DESCRI PTI ON

"List of Tgs attributes for a single packet cable
endpoint interface."

INDEX { iflndex, pktcM aDevTgslndex }

::= { pktcMabDevTgsTable 1 }

Pkt cM aDevTgsEntry ::= SEQUENCE {
pkt cM aDevTgsl ndex I nt eger 32,
pkt cM aDevTgsLocati on Di spl ayStri ng,
pkt cM aDevTgsSt at us RowsSt at us
}
pkt cM aDevTgsl ndex OBJECT- TYPE
SYNTAX I nteger32 (1..2147483647)
MAX- ACCESS not -accessi bl e
STATUS obsol ete -- Secure Provisioning ECR
DESCRI PTI ON

“Index into the TGS table for TGS | ocati ons.
I f Type specifies the endpoint, Tgslndex specifies a TGS.”
1= { pktcM abDevTgsEntry 1 }

pkt cM aDevTgsLocati on OBJECT- TYPE

SYNTAX Di spl ayString (SIZE (0. .255))

MAX- ACCESS read-create

STATUS obsol ete -- Secure Provisioning ECR
DESCRI PTI ON

"Name of the TGS Ticket Granting Server, which is the
Kerberos Server. This paraneter is a FQDN or |pv4 address.
There may be multiple entries of this type. The order
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in which these entries are listed is the priority order
in which the MTA will attenpt to contact themfor this
endpoi nt . "

::= { pktcMabDevTgsEntry 2 }

pkt cM aDevTgsSt at us OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS obsol ete -- Secure Provisioning ECR
DESCRI PTI ON

"This object contains the Row Status associated with
t he pktcM aDevTgsTabl e. "
::= { pktcMabDevTgsEntry 3 }

pkt cM aDevTel ephonyRoot Certificate OBJECT- TYPE

SYNTAX X509Certificate
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"ASN. 1 DER encodi ng of the IP Tel ephony Root X. 509
public-key certificate stored in the MIA non-vol atile
nmenmory and updateable with a code downl oad. This
certificate is used to validate the initial AS Reply
fromthe KDC received during the MIA initialization."

::= { pktcMabDevSecurity 9 }

-- Procedures for setting up security associations:

-- A security association may be setup either via configuration or via
-- NCS si gnal i ng.

-- l. Security association setup via configuration.

-- The real m must be configured first. Associated with the
-- realmis a KDC. The real mtable (pktcM aDevReal niTabl e)
-- i ndicates information about realm(e.g., nane,

-- organi zati on nane) and paraneters associated with KDC

-- conmuni cations (e.g., grace periods, AS request/AS

-- reply adaptive backoff paraneters).

-- Once the realmis established, one or nore servers may be
-- defined in the realm For PacketCable 1.0, these are

-- Call Managenment Servers (CMss). Associated with each CVB
-- entry in the pktcMaDevCnsTable is an explicit reference
-- to a Realmvia the real mindex

-- ( pktcM aDevCnsKer bReal mNane), the FQDN of the CM5,

-- and paraneters associated with | PSec managenent with the
-- CM5 (e.g., clock skew, AP request/

-- AP reply adaptive backoff paraneters).

-- . Security association setup via NCS signaling

-- Note: The follow ng process is done automatically by the

-- MIA.  The NCS is not involved in creating signaled entries.

-- The current CMS signaling association being used by an
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-- endpoint is marked as active in CMS MAP table. If NCS
-- signaling requests a change of signaling association to
-- a different FQDN, the MIA checks the current CMS NVAP

-- table entries for the affected endpoint. [If the entry
-- exists in the CMS MAP table, the current CMS MAP table
-- entry is narked inactive and the newmy chosen CVS MAP

-- table entry is nmarked active.

-- If the entry does not exist in the CV5 MAP table, the
-- CMS table is checked to determi ne whether or not it

-- contains the CMS specified by CV5 signaling (possibly
-- a redirection). |If the desired CMS entry is defined,

-- then a corresponding entry is created and an entry in
-- the CMS MAP table is created. |f the MIA does not

-- have current associations with that CM5, it will now

-- perform key managenment to establish required security
-- associ ations. Once the desired CM5 entry is established,
-- the current CVMS MAP table entry is marked inactive and
-- the newy created CM5 MAP table entry is marked active.
-- O herwi se the current CMS MAP table entry remains

-- active and the newly created CVMs MAP table entry is nmarked
-- in active.

-- If the entry does not exist in the CV5 MAP table and the
-- CMB entry does not exist in the CMS table, a new CVS

-- table entry should be created. This CMS entry shoul d use
-- the sanme real mas used by this endpoint. The default

-- val ues for the clock skew and AP request/AP reply adaptive
-- backof f paraneters should be used. The MIA will now

-- perform key managenment to establish required security

-- associ ations. Once the desired CVMS entry is established,
-- the current CVMS MAP table entry is marked inactive and

-- the newy created CVS MAP table entry is marked active.
-- O herwi se the current CMS MAP table entry remains

-- active and the newy created CMS MAP table entry is

-- mar ked i nacti ve.

-- 1. Wien the MTA receives wake-up or rekey nessages froma CVS,
-- it performs key managenent based on the correspondi ng entry
-- in the CVMs table. |If the matching CM5 entry does not exist,
-- it nust ignore the wake-up or rekey nessages.

-- pkt cM aDevReal nirabl e

-- The pktcM aDevReal nifabl e shows the KDC real ms. The table is

-- indexed withpktcM aDevReal mMNane. The Realm Table is used in with
-- conjunction any server which needs a security association with an
-- server MIA. The table (today the CM5) has a security association.
-- Each server-MIA security association is associated with a

-- single Realm This allows for multiple real ns, each

-- WwWthits own security association.

pkt cM aDevReal nirabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Pkt cM aDevReal nEntry
MAX- ACCESS not -accessi bl e
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STATUS current
DESCRI PTI ON

"Cont ai ns per Kerberos real msecurity paraneters."
::={ pktcMaDevSecurity 16 }

pkt cM aDevReal nEntry OBJECT- TYPE

SYNTAX Pkt cM aDevReal nEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"List of security paraneters for a single Kerberos realm™
I NDEX { | MPLI ED pkt cM aDevReal nNare }
::= { pktcM aDevReal nTable 1 }

Pkt cM aDevReal nEntry ::= SEQUENCE {
pkt cM aDevReal nmiName SnnpAdmi nStri ng,
pkt cM aDevReal nPki ni t GracePeri od I nt eger 32,
pkt cM aDevReal nirgsGr acePeri od I nt eger 32,
pkt cM aDevReal nOr gNane OCTET STRI NG
pkt cM aDevReal mJnsol i ci t edKeyMaxTi neout I nt eger 32,
pkt cM aDevReal mJnsol i ci t edKeyNonTi neout I nt eger 32,
pkt cM aDevReal mJnsol i ci t edKeyMeanDev I nt eger 32,
pkt cM aDevReal mJnsol i ci t edKeyMaxRetri es I nt eger 32,
pkt cM aDevReal ntt at us RowSt at us
}

pkt cM aDevReal mNanme OBJECT- TYPE
SYNTAX SnnpAdmi nStri ng( Sl ZE(1. . 255))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The correspondi ng Kerberos Real mnanme. This is used as

an index into pktcM aDevReal nifabl e. Wen used as an i ndex,

used by both the Manager (SNMPv3 Entity) and the MIA. "
::= { pktcM aDevReal nEntry 1 }

pkt cM aDevReal nPki ni t GracePeri od OBJECT- TYPE

SYNTAX I nt eger32 (15..600)

UNI TS "m nut es"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"For the purposes of the key managenent with an Application
Server (CMS or Provisioning Server), the MIA MUST obtain a
new Kerberos ticket (with a PKINIT exchange) this many
m nutes before the old ticket expires. The m ni num
al | owabl e value is 15 nins. The default is 30 mins. This
paraneter MAY al so be used with other Kerberized
applications."

DEFVAL { 30 }

;1= { pktcM aDevReal nEntry 2 }

pkt cM aDevReal nifgsGracePeri od OBJECT- TYPE

SYNTAX I nteger32 (1..600)

UNI TS "m nut es”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"When the MIA i npl enentati on uses TGS Request/ TGS Reply
Ker ber os nmessages for the purpose of the key managenent
with an Application Server (CMS or Provisioning Server),
the MIA MUST obtain a new service ticket for the
Application Server (with a TGS Request) this nany m nutes
before the old ticket expires. The mi ni mum al | owabl e val ue

18
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is 1 mn. The default is 10 mins. This paranmeter MAY al so
be used with other Kerberized applications."

DEFVAL { 10 }

::= { pktcMaDevReal nEntry 3 }

pkt cM aDevReal nOr gNane  OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (1..64))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The val ue of the X. 500 organization name attribute in the
subj ect nane of the Service provider certificate"

1= { pktcM aDevReal nEntry 4 }

-- Unsolicited Key Updates are based on an exponential backoff

-- mechanismwith two tinmers for AS replies. The backoff timers has a
-- maxi mum val ue of pktcM aDevReal nlnsol i cit edKeyMaxTi neout seconds

-- and a nominal tiner has a pktcM aDevReal mnsol i cit edKeyNonili neout

-- seconds from which the backoff tiner determ nations are nade.

-- After pktcMatDevReal ninsolicitedMaxRetries have occurred no nore

-- attenpts are nade.

pkt cM aDevReal mJnsol i ci t edKeyMaxTi meout OBJECT- TYPE
SYNTAX | nteger32 (1..600)
UNI TS "seconds"
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"This timeout applies only when the MIA initiated key
managenent. The maxi mumtinmeout is the value which may not
be exceeded in the exponential backoff algorithm If
provi ded, DHCP-Qpti on-122-Sub-option 4 overrides this value."
REFERENCE
"Packet Cabl e Security Specification"
DEFVAL { 30 }
.= { pktcM aDevReal nEntry 5 }

pkt cM aDevReal mJnsol i ci t edKeyNonTi neout OBJECT- TYPE

SYNTAX I nt eger 32 (100..600000)
UNI TS "mlliseconds”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Defines the starting value of the timeout for the AS-REQ REP Backof f
and Retry nmechanismw th exponential tinmeout. I|f

provi ded, DHCP- Opti on-122- Sub-option 4 override this
val ue. "

REFERENCE
"Packet Cabl e Security Specification,
Packet Cabl e Provi sioning Specification”

DEFVAL { 10000 }

::= { pktcM aDevReal nEntry 6 }

pkt cM aDevReal nnsol i ci t edKeyMeanDev OBJECT- TYPE
SYNTAX I nteger32 (1..600)
UNI TS "seconds"
MAX- ACCESS read-only
STATUS obsol et e
DESCRI PTI ON
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"This is nmeasurenent of the nmean deviation for the round
trip delay timngs."

REFERENCE
"Packet Cabl e Security Specification"

DEFVAL { 2}

;.= { pktcMaDevReal nEntry 7 }

pkt cM aDevReal mJnsol i ci t edKeyMaxRetri es OBJECT- TYPE

SYNTAX | nteger32 (0..1024)

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"This is the maxi mum nunber of retries before the MIA
gives up attenpting to establish a security association.
If provided, DHCP- Opti on- 122- Sub-option 4 overrides this
val ue. "

REFERENCE
"Packet Cabl e Security Specification"

DEFVAL { 5}

;.= { pktcM aDevReal nEntry 8 }

pkt cM aDevReal ntt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Thi s object contains the Row Status associated with
t he pktcM aDevReal nirabl e. "

;.= { pktcM aDevReal nEntry 9 }

-- pktcM aDevCnsTabl e

-- The pktcM abDevCrsTabl e shows the | PSec key managenent policy
-- relating to a particular CM5. The table is indexed with
-- pktcM abDevCns FQDN.

pkt cM aDevCnsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PktcM aDevCnsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Cont ai ns per CM5 key managenent policy."
::={ pktcMaDevSecurity 17 }

pkt cM aDevCnsEntry OBJECT- TYPE

SYNTAX Pkt cM aDevCOnsENt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"List of key nmanagenent paraneters for a single MIA-CVB
interface."

I NDEX { | MPLI ED pktcM abDevCrsFgdn }

:={ pktcMabDevCnsTable 1 }

Pkt cM aDevCOnsEntry :: = SEQUENCE {
pkt cM aDevCnsFqgdn SnnpAdmi nStri ng,
pkt cM aDevCnsKer bReal nNane SnnpAdmi nStri ng,
pkt cM aDevCnsSol i ci t edKeyTi neout I nt eger 32,
pkt cM aDevCnsMaxC ock Skew I nt eger 32,
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pkt cM aDevCrsUnsol i ci t edKeyMaxTi meout I nt eger 32,
pkt cM aDevCnsUnsol i ci t edKeyNonili neout I nt eger 32,
pkt cM aDevCrsUnsol i ci t edKeyMeanDev I nt eger 32,
pkt cM aDevCnsUnsol i ci t edKeyMaxRetri es I nt eger 32,
pkt cM aDevCns St at us RowSt at us,
pkt cM aDevCnsl psecCtrl Trut hVal ue
}

pkt cM aDevCrsFgdn  OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(1..255))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The fully qualified domain nanme of the CMS.
is the index into the pktcM aDevCnsTabl e.
When used as an index, the upper case ASCl |
representation of the associated CM5 FQDN
MUST be used by both the Manager (SNVMPv3 Entity)
and the MFA. "

::={ pktcM aDevCrsEntry 1 }

pkt cM aDevCrsKer bReal mNane OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(1..255))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The Kerberos Real m Name of the associated CM5. This is
the index into the pktcM aDevReal nTabl e.
When used as an index, the upper case ASCl I
representation of the associated CM5 FQDN
nmust be used by both the Manager (SNMPv3 Entity)
and the MIA "

::= { pktcMabDevCnsEntry 2 }

pkt cM aDevCrsMaxCl ockSkew OBJECT- TYPE

SYNTAX I nteger32 (1..1800)

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This is the nmaxi mum al | owabl e cl ock skew between the
MIFA and Cwvs"

DEFVAL { 300 }

::= { pktcM abDevCnsEntry 3 }

pkt cM aDevCnsSol i ci t edKeyTi neout  OBJECT- TYPE
SYNTAX | nt eger 32 (100..30000)
UNITS "milliseconds"
MAX- ACCESS r ead- creat e
STATUS current
DESCRI PTI ON
"This timeout applies only when the CM5S initiated key
managenent (Wi th a Wake Up or Rekey nessage). It is the
period during which the MTA will save a nonce (inside the
sequence nunberfield) fromthe sent out AP Request and
wait for the matchi ngAP
Reply fromthe CMVS. "
REFERENCE
"Packet Cabl e Security Specification"
DEFVAL { 1000 }
::= { pktcM abDevCnsEntry 4 }
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Unsolicited Key Updates are based on an exponential backoff
nechani smwith mechanismwth two tiners for AP replies. The
backof f timers have a maxi mum val ue of

pkt cM aDevCnsUnsol i ci t edKeyMaxTi neout

seconds and a nonminal timer has

pkt cM aDevCnsUnsol i ci t edkeyNonili neout seconds from which the
backof f timer determinations are made. After

pkt chvat DevCrsUnsol i cit edMaxRetri es have occurred no nore
attenpts are nade.

pkt cM aDevCnsUnsol i ci t edkeyMaxTi meout  OBJECT- TYPE

SYNTAX I nteger32 (1..600)

UNI TS "seconds”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This timeout applies only when the MIA initiated key.
The maxi mum managenent tinmeout is the value which may not
be exceeded in the exponential backoff algorithm™

REFERENCE
"Packet Cabl e Security Specification"

DEFVAL { 8 }

.= { pktcMabDevCnsEntry 5 }

pkt cM aDevCnsUnsol i ci t edKeyNoniTi meout  OBJECT- TYPE

SYNTAX | nt eger 32 (100..30000)

UNITS "milliseconds"

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"Defines the starting value of the tinmeout for the
AP- REQ REP Backoff and Retry nechani smwi th exponenti al
timeout for CVS."

REFERENCE
"Packet Cabl e Security Specification"

DEFVAL { 500 }

::= { pktcM aDevCnsEntry 6 }

pkt cM aDevCnsUnsol i ci t edkeyMeanDev OBJECT- TYPE

SYNTAX I nteger32 (1..600)

UNI' TS "seconds"

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON

"This is the neasurenent of the mean deviation for the round
trip delay timngs."

REFERENCE
"Packet Cabl e Security Specification"

.= { pktcM abDevCnsEntry 7 }

pkt cM aDevCnsUnsol i ci t edkeyMaxRetries OBJECT- TYPE

SYNTAX | nteger32 (0..1024)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
“This is the nmaxi mum nunber of retries before the MIA
gives up attenpting to establish a security association."
REFERENCE
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"Packet Cabl e Security Specification"
DEFVAL { 5}
::= { pktcM abDevCnsEntry 8 }

pkt cM aDevCns St at us OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object contains the Row Status associated with the
pkt cM aDevCnsTabl e. "

::= { pktcMabDevCnsEntry 9 }

pkt cM aDevCnsl psecCtrl  OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The value of 'true(l)' indicates that | PSEC and | PSEC
KeyManagenment MUST be used to communicate with the CVS
The value of 'false(2)' indicates that |PSEC Signaling
Security is disabled for both the | PSEC Key Managenent and
| PSECpr ot ocol (for the specific CV5)."

DEFVAL { true }

::={ pktcM aDevCnsEntry 10 }

pkt cM aCrsMapTabl e

--*** this table is obsolete ***

The pktcM aCnsMapTabl e contai ns the signaling associations
bet ween MIA endpoints and CMSs. |t maps the endpoint to
zero or nore entries in pktcM aDevCnsTabl e.

The table contains the follow ng i ndexes and rows:
i flndex -the index of the physical port

pkt cM aCnmsMapCnsl ndex - the index of the CM5 entry in the
pkt cM aDevCnsTabl e.  Valid indices are equal to current
pkt cM aDevCnsl ndex val ues.

pkt cM aCrsMapOper St at us - this val ue indicates which signaling
associ ation the endpoint is actively using

pkt cM aCrs MapAdmi nSt at us - this flag indicates whether or not
an endpoi nt should use a particular CM5 and its security
association. By setting this flag to inhibit, this associated
CMB cannot provide signaling to the referenced endpoint.

pkt cM aCrsMapRowSt atus - allows for the creation and del eti on of
endpoi nt mappi ngs via the NVB

pkt cM aCrsMapTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PktcM aCnsMapEntry
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MAX- ACCESS not - accessi bl e
STATUS obsol ete
DESCRI PTI ON
"Cont ai ns per endpoint CVS signaling associations."”
::={ pktcMaDevSecurity 18 }

pkt cM aCrsMapEnt ry OBJECT- TYPE
SYNTAX Pkt cM aCmsMapENnt ry
MAX- ACCESS not - accessi bl e
STATUS obsol ete
DESCRI PTI ON
"List of signaling associations."
I NDEX { iflndex, pktcM aCnsMapCrsFgdn }
:= { pktcMaCnsMapTable 1 }

Pkt cM aCmsMapEntry :: = SEQUENCE {
pkt cM aCnmsMapCnsFqdn Di spl ayStri ng,
pkt cM aCrsMapOper St at us | NTEGER,

pkt cM aCnmsMapAdm nSt at us | NTEGER,
pkt cM aCrsMapRowSt at us  RowSt at us

}
pkt cM aCrs MapCnsFqdn OBJECT- TYPE
SYNTAX Di splayString (SIZE(1..255))
MAX- ACCESS not - accessi bl e
STATUS obsol et e
DESCRI PTI ON

"The index for the associated CMs. Valid indices
are equal to current pktcM aDevCnrsFgdn val ues."
:= { pktcMaCnsMapEntry 1 }

pkt cM aCrs MapQOper St at us OBJECT- TYPE
SYNTAX | NTEGER {
i nactive (1),
active (2)

}

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON
"The operational status of signaling association. The
nmeani ng of the status is as follows:
inactive - signaling is not currently active
active - signaling is active."

;.= { pktcM aCnsMapEntry 2 }

pkt cM aCrs MapAdmi nSt at us OBJECT- TYPE
SYNTAX I NTEGER {
inhibit (1),
allow (2)

}
MAX- ACCESS read-create
STATUS obsol ete
DESCRI PTI ON
"The admi nistrative status for signaling over the indicated
security association. The neaning of the status is as
foll ows:
inhibit -signaling is not currently all owed
allow - signaling is allowed."
;.= { pktcM aCnsMapEntry 3 }

pkt cM aCnmsMapRowsSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
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STATUS obsol ete

DESCRI PTI ON
"This object is used for creating and deleting an entry
inthis table via an el enent nmanager."

:= { pktcMaCnsMapEntry 4 }

pkt cM aDevReset Kr bTi ckets OBJECT- TYPE
SYNTAX  BITS {
i nval i dat ePr ovOnReboot (0),
i nval i dat eAl | CrsOnReboot (1)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON "The object defines a Kerberos Ticket Control Mask
t hat
instructs an MIA to invalidate the specific application
server Kerberos Tickets which are locally persisted in
MIA sNVRAM | f an MIA does not persist the Kerberos
Tickets, itMJST ignore setting of this object, and MJST
report val ue Owhen the object is read. The object val ue
i s encoded asfoll ows:
- setting invalidateProvOnReboot (0) bit to 1 nmeans that
an MIA MUST invalidate a Kerberos Application Ticket for
the Provisioning Application at the next MIA reboot,
- setting invalidateAl |l CrsOnReboot (1) bit to 1 neans
that an that an MIA MJST invalidate a Kerberos
Application Tickets for all CVB(s) currently assigned to
t he end- poi nts”
REFERENCE
“Packet Cabl e Security Specification”
DEFVAL {{ }}
::={ pktcMaDevSecurity 19 }

-- notification group is for future extension.
pktcM aNoti fi cati on OBJECT | DENTI FI ER : :
pkt cM aConf ormance OBJECT | DENTI FI ER : :
pkt cM aConpl i ances OBJECT | DENTI FI ER : :
pkt cM aG oups OBJECT | DENTI FI ER : :

-- Notification G oup
pkt cM aDevPr ovi si oni ngEnr ol | nent NOTI FI CATI ON- TYPE
OBJECTS {
sysDescr,
pkt cM aDevSwCur r ent Ver s,
pkt cM aDevTypel denti fi er,
pkt cM aDevMacAddr ess,
pkt cM aDevCorrel ati onld

{ pktcMaMb 2 0}

{ pktcMaMb 3}

{ pktcM aConformance 1 }
{ pktcM aConfornmance 2 }

}

STATUS  current

DESCRI PTI ON
"This informis issued to initiate the PacketCabl e process
provisioning ."

REFERENCE
"Informas defined in RFC 1902"

.= { pktcMaNotification 1}

pkt cM aDevPr ovi si oni ngSt at us NOTI FI CATI ON- TYPE
OBJECTS {
pkt cM aDevMacAddr ess,
pkt cM aDevCorrel ationld,
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pkt cM aDevPr ovi si oni ngSt at e

STATUS current

DESCRI PTI ON
"This informis issued to confirm conpletion of the
Packet Cabl e provi sioning process, and indicate the

conpletion state."

REFERENCE
"Informas defined in RFC 1902"

::={ pktcMaNotification 2}

-- conpliance statenents
pkt cM aBasi cConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for devices that inplenment
MTA feature.”
MODULE  --pktcMaM b
-- uncondi tionally nandatory groups
MANDATORY- GROUPS {
pkt cM aGroup

}
.= { pktcMaConpliances 3 }

pkt cM aG oup OBJECT- GROUP
OBJECTS {

pkt cM aDevReset Now,
pkt cM aDevSeri al Number,
pkt cM aDevMacAddr ess,
pkt cM aDevFCDN,
pkt cM aDevEndPnt Count ,
pkt cM aDevEnabl ed,
pkt cM aDevTypel denti fi er,
pkt cM aDevPr ovi si oni ngSt at e,
pkt cM aDevHt t pAccess,
pkt cM aDevCertificate,
pkt cM aDevCorrel ati onl d,
pkt cM aDevManuf acturer Certificate,
pkt cM aDevSer ver Dhepl,
pkt cM aDevSer ver Dhcp2,
pkt cM aDevSer ver Dns1,
pkt cM aDevSer ver Dns2,
pkt cM aDevTi neSer ver,
pkt cM aDevConfi gFi |l e,
pkt cM aDevSnnpEntity,
pkt cM aDevReal nPki ni t GracePeri od,
pkt cM aDevReal nifgsGr acePeri od,
pkt cM aDevReal nOr gNane,
pkt cM aDevReal mJnsol i ci t edKeyMaxTi neout ,
pkt cM aDevReal mJnsol i ci t edKeyNonTli neout ,
pkt cM aDevReal mJnsol i ci t edKeyMaxRetri es,
pkt cM aDevReal ntt at us,
pkt cM aDevCrsKer bReal mNane,
pkt cM aDevCnsUnsol i ci t edKeyMaxTi meout ,
pkt cM aDevCrsUnsol i ci t edKeyNonili meout ,
pkt cM aDevCnsUnsol i ci t edkeyMaxRetri es,
pkt cM aDevCnsSol i ci t edKeyTi neout ,
pkt cM aDevCnsMaxCl ockSkew,
pkt cM aDevCnsSt at us,
pkt cM aDevProvUnsol i ci t edKeyMaxTi meout ,
pkt cM aDevProvUnsol i ci t edKeyNonili nmeout ,
pkt cM aDevProvUnsol i ci t edKeyMaxRetri es,
pkt cM aDevPr ovKer bReal mNare,
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pkt cM aDevProvSol i ci t edKeyTi neout ,

pkt cM aDevPr ovConfi gHash,
pkt cM aDevPr ovConfi gKey,

pkt cM aDevProvSt at e,

pkt cM aDevPr ovi si oni ngTi ner,

pkt cM aDevTel ephonyRoot Certi fi cate,

pkt cM aDevError G d,

pkt cM aDevError G ven,

pkt cM aDevErr or Reason,

pkt cM aDevSwCur r ent Ver s,

pkt cM aDevReset Kr bTi cket s,

pkt cM aDevCnsl psecCirl,

pkt cM aDevPr ovi si oni ngCount er

}
STATUS current
DESCRI PTI ON

"Group of objects for PacketCable MTA MB."

:={ pktcMaGoups 1}

pktcM aNoti ficati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
pkt cM aDevPr ovi si oni ngSt at us,

pkt cM aDevPr ovi si oni ngEnr ol | ment

}
STATUS current

DESCRI PTI ON
"These notifications deal with change in status of
MTA Devi ce. "
:={ pktcMaGoups 2 }
pkt cM aGbsol et eGr oup OBJECT- GROUP
OBJECTS {

pkt cM aDevHar dwar eVer si on,
pkt cM aDevSi gnat ur e,

pkt cM aDevSer vProvi derCertificate

pkt cM aDevTel ephonyCertificate,
pkt cM aDevKer ber osReal m

pkt cM aDevKer bPri nci pal Nare,
pkt cM aDevSer vG acePeri od,

pkt cM aDevLocal SystentCertificate,

pkt cM aDevKeyMynt Ti neout 1,
pkt cM aDevTgsLocati on,

pkt cM aDevTgsSt at us,

pkt cM aDevSer ver Boot St at e,
pkt cM aCrs MapOper St at us,
pkt cM aCrsMapAdmi nSt at us,
pkt cM aCrs MapRowsSt at us,

pkt cM aDevReal mJnsol i ci t edKeyMeanDev,

pkt cM aDevCrsUnsol i ci t edKeyMean

Dev,

pkt cM aDevPr ovUnsol i ci t edKkeyMeanDev,

pkt cM aDevSer ver Dhcp,
pkt cM aDevKeyMynt Ti meout 2

}
STATUS obsol ete
DESCRI PTI ON
"Group of obsol ete objects for
:={ pktcM aG oups 3}

END

Packet Cable MTA MB."

04/15/03 CablelLabs” 27



PKT-SP-MIB-MTA-106-030415

PacketCable™ 1.0 Specifications

Appendix A. Revision History (Informative)

The following Engineering Change Notices were incorporated into PKT-SP-MIB-MTA-103-020116:

ECN Number ECN Date Summary

mib*-n-01077 7/16/01 Clarify usage of pktcMtaDev Provisioning Timer, clean up
some security related objects

mib-n-01170 11/5/01 Clarifies changesin mib-n-01077.

mta-n-01075 7/16/01 Currently MTA MIB defines the “ pktcMtaDevFQDN" MIB
Object as having “read-write” attribute.

prov*-n-01076 7/16/01 Clarification regarding the presence of the “ Telephony
Service Provider SNMP Entity” attribute in the Device Level
Configuration Data.

prov*-n-01118 9/10/01 The description of the requirements for tables (and their
corresponding MIB entries) isunclear.

prov*-n-01119 9/10/01 Augment sec-n-01029 and clear up several ambiguitiesin pkt-
Sp-prov-i02-010323.

prov-n-01122 9/10/01 Modify pktcMtaDevRealmOrgName from DisplayString to
Octed String syntax +

mib-n-01168 12/10/01 Clarification of ECN

mib-n-01187 12/10/01 Correct MIB error in sec-n-1029, and complete deletion of
the mean deviation objects.

prov-n-01033 5/7/2001 Add MIB items, obsolete an object.
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The following Engineering Change Notices were incorporated into PKT-SP-MIB-MTA-104-021018:

ECN Number ECN Date Summary

mib-n-01226 2/25/02 A new MIB object is needed to support the SMTA ToD
Server requirements

mibmta-n-02031 6/24/02 Placethe MTA’s sysDescr object inthe MTA15 INFORM,
thus reducing the need for MTA16/17 device interrogation.

migsig-n-02043 6/24/02 Correcting references to Security Spec; RO,R6 and R7
Cadence parameters are made mandatory

mibmta-n-02084 6/24/02 Clarification of the Description Attribute of the columnar
MIB Objectsin “pktcMtaDevRealmTable".

mibmta-n-02083 6/24/02 This ECR makes 103 MIB specification and 105 security
specification consistent.

mibmta-n-02091 6/24/02 This ECR enhances the way of representation of indicesin
the security related tables of the MTA-MIB.

sec-n-02137 7122102 The security spec currently requires the same transmission

strategy for key management as what is defined in the NCS
spec, which isinconsistent with the MTA MIB definition and
is more complex than what is necessary.

mib-n-02019 6/24/02 MTA MIB does not define the default values of the timeouts
for the AP-REQ/REP exchange backoff and retry mechanism
in SNMPv3 Kerberized Key Negotiation.

mibmta-n-02085 6/24/02 Index Columnar MIB Objects of type “DisplayString” in the
“pktcMtaDevRealmTable” Conceptual Tables and
“pktcMtaDevCmsTable” should have IMPLIED modifier.

mibmta-n-02154 8/26/02 The ECR defines the MIB Object, which allows the Service
Providers to control the enabling/disabling of the signaling
security (IPSEC) and Key Management flows associated with
it.

The following Engineering Change Notices were incorporated into PKT-SP-MIB-MTA-105-021127:

ECN Number ECN Date Summary
mibmta-n-02179 11/11/02 MIB enhancements for proper reflection of the reporting of
MTA Device Provisioning State by the MTA.
mibmta-n-02202 11/20/02 Changes MIB syntax INTEGER to Integer32 in Signaling
and MTA MIB specifications.

The following Engineering Change Notices were incorporated into PKT-SP-MIB-MTA-106-030415

ECN Number ECN Date Summary
Unrelated values are deleted from the MIB object
mibmta-n-03003 2/10/03 pktcMtaDevProvState.
Eliminates MIB data dependencies, which E-MTA has with
mibmta-n-03024 3/10/03 the eDOCSIS part of the modem.
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