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fitness for a particular purpose.

© Copyright 1999-2002 Cable Television Laboratories, Inc.
All rights reserved.


golow


PKT-SP-MIB-MTA-104-021018

PacketCable™ 1.0 Specifications

Document Status Sheet

Document Control Number: PKT-SP-MIB-MTA-104-021018

Document Title: PacketCable™ MTA MIB Specification

Revision History: 101 — Issued December 1, 1999

102 — Issued March 23, 2001

103 — Issued January 16, 2002

04 — Issued October 18, 2002
Date: October 18, 2002

Status: Werkin Dot Issued Cleced
Progress
Distribution Restrictions: AutherOnly CL/Member CL/ Public
Posletsoblent
cRser

Key to Document Status Codes:

Work in Progress

Draft

Issued

Closed

An incomplete document, designed to guide discussion and
generate feedback, that may include several alternative
requirements for consideration.

A document in specification format considered largely complete, but
lacking review by Members and vendors. Drafts are susceptible to
substantial change during the review process.

A stable document, which has undergone rigorous member and
vendor review and is suitable for product design and development,
cross-vendor interoperability, and for certification testing.

A static document, reviewed, tested, validated, and closed to further
engineering change requests to the specification through
CableLabs.

CableLabs” 10/18/02




PacketCable™ MTA MIB Specification PKT-SP-MIB-MTA-104-021018

Contents
L S COPE ..o e, 1
2 REFERENCES ... oo oo e e e e 1
2.1 NORMATIVE REFERENCES ... ..ot eaaaan 1
2.2 INFORMATIVE REFERENGCES ... oo et aaan 1
SABBREVIATIONS ..o e e e e e, 1
A REQUIREMENTS ..ottt oottt ettt ettt ettt ee e et eae e e 2
APPENDIX A. REVISION HISTORY (INFORMATIVE) ....ocveeeeeeeeeeeeeeeeeeenenns 27

10/18/02 CableLabs” iii



PKT-SP-MIB-MTA-104-021018 PacketCable™ 1.0 Specifications

This page |eft intentionally blank.

iv CableLabs” 10/18/02



PacketCable™ MTA MIB Specification PKT-SP-MIB-MTA-104-021018

1 SCOPE
This Specification describes the PacketCable MTA MIB requirement.

ZREF\ N( F ‘_\l ' :‘ ‘u r "J r
21NO TIVE’RJFE_IE?C JJ\) ~ e S o

The following standards and other references contain provisions which through reference in this text,
congtitute the whole or parts of a document to which it is necessary to conform in order to clam
compliance to this specification. At the time of publication, the editions indicated were valid. All
references are subject to revisions; users of this specification are therefore encouraged to investigate the
possibility of applying the most recent edition of the standards and other references listed below.

[1]

(2]

(3]

[4]
(5]
6]
[7]
(8]
(9]

PacketCable MIB Framework, PKT-SP-MI1BS-104-021018, October 18, 2002, Cable Television
Laboratories, Inc., http://www.PacketCable.com/

PacketCable Network-Based Call Sgnaling Protocol Specification, PKT-SP-EC-M GCP-105-
021018, October 18, 2002, Cable Television Laboratories, Inc., http://www.PacketCable.com/

PacketCable MTA Device Provisioning Specification, PKT-SP-PROV-104-021018, October 18,
2002, Cable Television Laboratories, Inc., http://www.PacketCable.com/

IETF RFC 2573, SNMPv3 Applications [1999]

IETF RFC 2571, An Architecture for Describing SNMP Management Framework
IETF RFC 2572, Message Processing and Dispatching for SNMP

IETF RFC 2573, SNMPv3 Applications

IETF RFC 2574, User Based Security Model for SNMPv3

IETF RFC 2575, View-Based Access Control Model (VACM) for SNMP

2.2 INFORMATIVE REFERENCES

[10] PKT-TR-ARCH-V01-99-1201, PacketCable 1.0 Architecture Framework Technical Report,
December 1, 1999
3 ABBREVIATIONS

There are no abbreviations used in this document.
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4 REQUIREMENTS

The PacketCable™ MTA MIB MUST be implemented as defined below.

PKTC- MTA-M B DEFI NI TIONS ::= BEG N
| MPORTS
“sysDescr FROM SNWPv2- M B’
MODULE- | DENTI TY,
OBJECT- TYPE,
I nteger32, Counter 32,
| pAddr ess,
NOTI FI CATI ON- TYPE
FROM SNWVPv2- SM
Trut hVal ue, DisplayString, RowsStatus,
TEXTUAL- CONVENTI ON
FROM SNWVPv2- TC
OBJECT- GROUP,
MODUL E- COVPLI ANCE,
NOTI FI CATI ON- GROUP
FROM SNWVPv2- CONF
cl abPr oj Packet Cabl e
FROM CLAB- DEF- M B

i flndex
FROM I F-M B

docsDevSwCurrent Ver s

FROM DOCS- CABLE- DEVI CE- M B; -- version 8

pktcM aM b MODULE- | DENTI TY
LAST- UPDATED "0210170000Z" — COctober 17, 2002
ORGANI ZATI ON "Packet Cable OSS G oup”
CONTACT- | NFO
"Matt Osman

Postal : Cabl e Tel evision Laboratories, Inc.
400 Centenni al Par kway
Loui svill e, Col orado 80027-1266

U S A

Phone: +1 303-661-9100

Fax: +1 303-661-9199

E-mai |l : m osman@abl el abs. cont'
DESCRI PTI ON

"This M B nodul e supplies the basic management objects
for the MIA Device

Acknow edgenent s:

Angel a Lyda - Arris Interactive
Chris Melle - AT&T Broadband Labs
Sasha Medvi nsky - Mot or ol a

Roy Spitzer - Tel ogy Networks, Inc.
Rick Vetter - Mot orol a

Eugene Nechankin - Br oadCom Cor p.”

::= { clabProjPacketCable 1 }
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-- Textual conventions
X509Certificate ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"An X509 digital certificate encoded as an ASN. 1 DER object."
SYNTAX OCTET STRI NG (Sl ZE (0. .4096))

-- Packet Cabl e 1.0 supports enbedded MIA only
-- Packet Cabl e 1.0 assunes SNWPv3
-- Packet Cable 1.0 SWI oad nmanagenent is per DOCSIS 1.1 only

pktcM aM bQoj ect s OBJECT IDENTIFIER ::= { pktcMaMb 1}

pkt cM aDevBase OBJECT I DENTIFIER ::= { pktcMaM bCbjects 1 }
pkt cM aDevServer OBJECT I DENTIFIER ::= { pktcMaM bCbjects 2 }
pkt cM aDevSecurity OBJECT | DENTIFIER ::= { pktcM aM bCbjects 3 }

-- The followi ng group describes the base objects in the MIA
pkt cM aDevReset Now OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Setting this object to true(l) causes the device to reset.
Readi ng this object always returns false(2). Wen
pkt cM aDevReset Now is set to true, the foll ow ng actions

occur:

1. Al'l connections (if present) are flushed locally

2. Al'l current actions such as ringing i nmediately
term nate

3. Requests for notifications such as notification based
on digit map recognition are flushed.

4. Al'l endpoints are disabl ed.

5 The provisioning flowis started at step MIA - 1."

:={ pktcM aDevB;ase 11}

pkt cM aDevSeri al Nunmber OBJECT- TYPE
SYNTAX Di splayString (SIZE (0..128))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The manufacturer's serial nunmber for this MIA"
::= { pktcM aDevBase 2 }

pkt cM aDevHar dwar eVer si on OBJECT- TYPE
SYNTAX Di splayString (SIZE (0..48))
MAX- ACCESS read-only
STATUS obsol ete
DESCRI PTI ON
"The manufacturer's hardware version for this MA "
::= { pktcM aDevBase 3 }
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pkt cM aDevMacAddr ess OBJECT- TYPE
SYNTAX OCTET STRI NG
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tel ephony MAC address for this device."
::= { pktcM aDevBase 4 }

pkt cM aDevFCDN OBJECT- TYPE
SYNTAX Di spl ayString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Fully Qualified Domain Nane for this MMA "
::={ pktcM aDevBase 5 }

pkt cM aDevEndPnt Count OBJECT- TYPE
SYNTAX I NTEGER (1. . 255)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The physical end points for this MA "
::= { pktcM aDevBase 6 }

pkt cM aDevEnabl ed OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The MIA Adnmin Status of this device, where True(l) neans
the voice feature is enabled and fal se(2) indicates that
it is disabled."

.= { pktcM abDevBase 7 }

pkt cM aDevTypel denti fi er OBJECT- TYPE
SYNTAX Di splayString
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
“This is a copy of the device type identifier used in the
DHCP option 60 exchanged between the MIA and the DHCP server.”
::= { pktcM aDevBase 8 }

pkt cM aDevPr ovi si oni ngSt at e OBJECT- TYPE
SYNTAX | NTEGER
{
pass(1),
i nProgress(2),
fail (3)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object indicates the conpletion state of the
initialization process. Pass or Fail states occur after
conpletion of the initialization flow |nProgress occurs
fromMA initialization start to MTAinitialization end;
detail of inProgress status is observed from
pkt cM aDevProvState. Fail state requires nanual
intervention."

::= { pktcM aDevBase 9 }
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pkt cM aDevHt t pAccess OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This indicates whether HTTP fil e access is supported for
MTA configuration file transfer.”
::= { pktcM aDevBase 10 }

pkt cM aDevPr ovi si oni ngTi mer OBJECT- TYPE

SYNTAX I NTEGER (0. . 30)
UNI TS "m nut es"
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"Thi s object enables setting the duration of the provisioning
timeout timer. The timer covers the provisioning sequence from
step MIA-1 to step MIA-23. The value is in mnutes and

setting the timer to O disables this timer. The default val ue
for the tiner is 10.”

DEFVAL {10}
::= {pktcM aDevBase 11}

pkt cM aDevPr ovi si oni ngCounter OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS curr ent
DESCRI PTI ON
"This object is the count of the nunber of times the provisioning
cycl e has | ooped through step MIA-1 since the |ast reboot.”
;.= {pktcM aDevBase 12}

-- The follow ng group describes server access and paraneters used for

-- initial provisioning and boot strappi ng.

ok kkkkhkhkhkhkkhkhhkhkhkhkhhkhkhkhkhhkhhkhhkhhkhhkdhhhkhhhhkhhdhrhkddhrhkhhdhrxhddhrhhddhxrkddxxhhkdxxx*%
__***************************Thi s Obj ect IS 0bSO| ete***********************

PR O R S R S R S O Rk b O

pkt cM aDevSer ver Boot State OBJECT- TYPE
SYNTAX | NTEGER {

oper at i onal (1),
di sabl ed (2),
wai t i ngFor DhepOF f er (3),
wai t i ngFor DhcpResponse (4),
wai ti ngFor Confi g (5),
ref usedByCnt s (6),
ot her (7),
unknown (8)

}

MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON

"If operational (1), the device has conpl eted | oadi ng and

processi ng of configuration paraneters and the CMIS has
conpl eted the Regi stration exchange.
I f disabled(2) then the device was adninistratively
di sabl ed, possibly by being refused network access in the
configuration file.

10/18/02 CableLabs” 5
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I f waitingForDhcpOifer(3) then a DHCP Di scover

has been

transntted and no offer has yet been received.

I f waitingForDhcpResponse(4) then a DHCP Request
transnmtted and no response has yet

has been
been received.

If waitingForConfig(5) then a request to the config paraneter
server has been nade and no response received.

If refusedByCnts(6) then the Registrati on Request/Response
exchange with the CMIS failed. "

REFERENCE

"DOCSI S Radi o Frequency Interface Specification,
CMInitialization Overview"

7-1,

::={ pktcM aDevServer 1 }

Fi gure

PR O O

__***************************Thi S Obj ect

i S Obsol et e***********************

PR O O O R S O I

pkt cM aDevSer ver Dhcp OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS obsol ete
DESCRI PTI ON

"The | P address of the DHCP server that assigned an |IP

address to this device.

used for
::={ pktcM aDevServer 2}
pkt cM aDevSer ver Dns1
SYNTAX
MAX- ACCESS
STATUS
DESCRI PTI ON

| pAddr ess
read-wite
current

OBJECT- TYPE

Returns 0.0.0.0 if DHCP was not

| P address assignnent."

"The | P address of the primary DNS server to be used by the MIA to
resolve the FQDNs and | P addresses. "

::={ pktcM aDevServer 3}

pkt cM aDevServer Dns2 OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The | P address of the Secondary DNS server to be used by the MIA

to resolve the FQDNs and | P addresses.

Contains 0.0.0.0 if there

is no Secondary DNS server specified for the MIA under

consi deration."
::={ pktcM aDevServer 4}

pkt cM aDevConfi gFil e OBJECT- TYPE

SYNTAX Di spl ayString
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"The URL of the TFTP/HTTP file for downl oadi ng provi sioning

and configuration paraneters to this device.

Returns NULL if the

server address is unknown. Supports both TFTP and HTTP."

::= { pktcM abDevServer 5}

CableLabs” 10/18/02
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pkt cM aDevSnmpEntity OBJECT- TYPE
SYNTAX Di spl ayString
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The FQDN of the SNMP V3 entity of the Provisioning Server to which
the MTA has to conmunicate in order to receive the access nethod,
| ocation and the name of the Configuration file during MIA
provisioning. This would also be the entity which caters to the
End- poi nt provisioning needs of the MIA and is the destination for
all provisioning informs. It may be al so used for post-provisioning
SNMVP oper ati ons”

::={ pktcM aDevServer 6 }

pkt cM aDevProvConfi gHash OBJECT- TYPE

SYNTAX OCTET STRI NG (Sl ZE(16] 20))

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Hash of the contents of the config file, calculated and sent to
the MIA prior to sending the config file. |f the authentication

algorithmis MD5, the length is 128 bits, |If the authentication
algorithmis SHA-1, the length is 160 bits."
.= { pktcMaDevServer 7 }

pkt cM aDevPr ovConfi gkey OBJECT- TYPE

SYNTAX OCTET STRI NG (Sl ZE(0| 8))

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Key used to encrypt/decrypt the config file, sent to the
MTA prior to sending the config file. |If the privacy
algorithmis null, the length is 0. |[If the privacy
algorithmis DES, the length is 64 bits."

::={ pktcM aDevServer 8 }

pkt cM aDevProvSol i cit edKeyTi neout OBJECT- TYPE

SYNTAX I nt eger 32 (15..600)

UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This timeout applies only when the Provisioning Server initiated
key managenent (with a Wake Up nessage) for SNWPv3. It is the
period during which the MTA will save a nonce (inside the
sequence nunber field) fromthe sent out AP Request and wait for
the matching AP Reply fromthe Provisioning Server."

DEFVAL { 120 }
.= { pktcM aDevServer 9 }

-- Unsolicited Key Updates are based on an exponential backoff mechanismw th
-- two tinmers for ASreplies. The fast tinmers has a maxi mumti nmer

--  (pktcM aDevProvUnsol i ci t edkeyMaxTi meout seconds) and a nominal tiner

--  pktcM abDevProvUnsol i ci t edKeyNonili neout seconds) from which the backoff

-- timer determinations are made.

10/18/02 CableLabs” 7
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-- Timeouts for unsolicited key managenment updates are only pertinent before
-- the first SNWP nessage is sent between the MIA and the CMS and before the
-- configuration file is |oaded. No SNWP conmuni cati ons can exi st under

-- Packet Cabl e wi thout the security association existing. The follow ng

-- object is provided only for diagnostic purposes and are only useful

-- if the MIA can be brought up wi thout any security.

pkt cM aDevPr ovUnsol i ci t edkeyMaxTi neout OBJECT- TYPE

SYNTAX I nt eger 32 (15..600)

UNI TS "seconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "This tinmeout applies to MIA initiated AP-REQ REP key

managenent exchange with Provisioning Server. The nmaxi nmum
tinmeout is the value which may not be exceeded in the
exponenti al backoff algorithm"

REFERENCE " Packet Cabl e Security Specification PKT-SP-SEC-|05-020116"

DEFVAL {600}

::={ pktcM aDevServer 10 }

pkt cM aDevPr ovUnsol i ci t edKeyNonii meout  OBJECT- TYPE

SYNTAX I nt eger 32 (15..600)

UNI'TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON "This timeout applies to MIA initiated AP-REQ REP key

managenent exchange with Provisioning Server. Typically
this is the average roundtrip tine between the MIA and the
Provi sioning server."

REFERENCE " Packet Cabl e Security Specification PKT-SP-SEC |05-020116"

DEFVAL {30}

::= { pktcM aDevServer 11 }

pkt cM aDevProvUnsol i ci t edkeyMeanDev OBJECT- TYPE

SYNTAX I nt eger 32 (15..600)
UNI' TS "seconds"”

MAX- ACCESS read-only

STATUS obsol et e

DESCRI PTION"This is the mean deviation for the round trip delay timings."
REFERENCE " Packet Cabl e Security Specification PKT-SP-SEC|05-020116"
::={ pktcM aDevServer 12}

pkt cM aDevPr ovUnsol i ci t edkeyMaxRetries OBJECT- TYPE

SYNTAX Integer32 (1..32)
MAX- ACCESS read-only
STATUS current

DESCRI PTION "This retries nunber applies to MIA initiated AP-REQ REP
key managenent exchange with Provisioning Server. This is
t he maxi mum nunmber of retries before the MIA gives up
attenpting to establish an SNWPv3 security association with
Provi si oning Server."

REFERENCE "Packet Cabl e Security Specification PKT-SP-SEC-|05-020116"

DEFVAL {8}

::={ pktcM aDevServer 13 }

8 CableLabs” 10/18/02
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pkt cM aDevPr ovKer bReal mName OBJECT- TYPE

SYNTAX Di splayString (Sl ZE(1..255))

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The name of the associated Provisioning Kerberos Real macquired

during MIA4 ( DHCP Ack ). This is used as an index into the
pkt cM aDevReal nifabl e. When used as an i ndex, the upper case ASClI
representati on of the associated Kerberos Real m nane MJUST be used by
both the Manager (SNWPv3 Entity) and the MIA. "
1= { pktcM aDevServer 14 }

pktcM aDevProvState OBJECT- TYPE
SYNTAX | NTEGER {

oper ati onal (1),
di sabl ed (2),
ot her (3),
unknown (4),
wai ti ngToSt art (10),
wai ti ngFor DhepOf f er (12),
wai ti ngFor DhcpAckResponse (14),

wai t i ngFor Pr ovReal nKdcNaneResponse (16),
wai t i ngFor Pr ovReal nKdcAddr Response (18),

wai ti ngFor AsRepl y (20),
wai ti ngFor TgsRepl y (22),
wai ti ngFor ApRepl y (24),
wai t i ngFor ShnmpGet Request (26),
wai ti ngFor SnmpSet | nf o (28),
wai ti ngFor Tf t pAddr Response (30),
wai ti ngFor ConfigFile (32),

wai t i ngFor Tel Real nKdcNaneResponse (34),
wai ti ngFor Tel Real nKdcAddr Response (36),

wai t i ngFor Pki ni t AsRepl y (38),
wai ti ngFor CmsKer bTi ckTgsRepl y (40),
wai t i ngFor CnsKer bTi ckApRepl y (42)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I f operational (1), the device has conpleted | oadi ng and
processing of initialization parameters.

I f disabled(2) then the device was adm nistratively
di sabl ed, possibly by being refused network access in the
configuration file.

If waitingToStart(10) then the MIA is has not received
a signal to start initialization.

If waitingForDhcpOffer(12) then a DHCP Di scover has been
transntted and no offer has yet been received.

I f waitingForDhcpAckResponse(14) then a DHCP Request has been
transnitted and no response has yet been received.

If waitingProvReal nKdcNaneResponse(16) then a DNS
Srv request has been transmitted and no reply
has yet been received.

I f waitingForProvReal nKdcAddr Response(18) then a DNS
request has been transmitted and no reply has yet
been received.

I f waitingForAsRepl y(20) then an AS request has been
and no MSO KDC AS Kerberos ticket reply has yet
been received.

If waitingForTgsRepl y(22) then a TGS request has been
transnmtted and no TGS ticket reply has yet

10/18/02 CableLabs” 9
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been received.

I f waitingFor ApRepl y(24) then an AP request has been
transnmtted and no SNMPv3 key info reply has yet
been received.

If waitingFor ShnpGet Request (26) then an | NFORM nessage
has been transnmitted and the device is waiting
on optional/iterative GET requests.

I f waitingForSnnpSet | nfo(28) then the device is waiting
on config file downl oad access infornation.

I f waitingForTftpAddr Response(30) then a DNS
request has been transmtted and no reply has yet
been received.

If waitingForConfigFile(32) then a TFTP request has been
transnmitted and no reply has yet been received or
a download is in progress.

I f waitingFor Tel Real nKdcNameResponse(34) then a DNS
Srv request has been transmitted and no name reply
has yet been received.

If waitingFor Tel Real nKdcAddr Response(36) then a DNS
request has been transmitted and no address reply
has yet been received.

I f waitingForPkinitAsRepl y(38) then an AS request has
been transmtted and no ticket reply has yet been
recei ved.

I f waitingForCnsKerbTi ckTgsRepl y(40) then a TGS request
has been transmitted and no ticket reply has yet
been received.

I f waitingFor CnsKerbTi ckApRepl y(42) then a AP request
has been transnitted and no | psec paraneters reply
has yet been received.

REFERENCE
"Packet Cabl e Provi sioning Specification
Packet Cabl e Security Specification"
::={ pktcM aDevServer 15 }

pkt cM aDevSer ver Dhcpl OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The | P address of the primary DHCP server which would cater to the
MTA during its provisioning. Contains 255.255.255.255 if there was
no preference given with respect to the DHCP servers for MIA
provi si oning. "

::={ pktcM aDevServer 16 }

pkt cM aDevServer Dhcp2 OBJECT- TYPE

SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The | P address of the Secondary DHCP server which could cater to
the MIA during its provisioning. Contains 0.0.0.0 if there is no
speci fic secondary DHCP server to be considered during MFA
provi si oni ng. "

::={ pktcM aDevServer 17 }

pkt cM aDevTi neSer ver OBJECT- TYPE

SYNTAX IpAddress
MAX- ACCESS read-wite
STATUS current

10 CableLabs” 10/18/02
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DESCRI PTI ON
"I P address of the Time Server fromwhich to obtain the
time. Contains 0.0.0.0 if the Tinme Protocol is not used for
time synchronization."

::={ pktcM aDevServer 18}

-- The followi ng group describes the security objects in the MA

pkt cM aDevManuf acturerCertificate OBJECT- TYPE

SYNTAX X509Certificate
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"ASN. 1 DER encodi ng of the MIA Manufacturer's X 509
public-key certificate, called MIA Manufacturer
Certificate. It is issued to each MIA manufacturer
and is installed into each MIA either in the factory
or with a code downl oad. The provi sioning server cannot
update this certificate."

i1 = {pktcM aDevSecurity 1}

pktcM aDevCertificate OBJECT- TYPE

SYNTAX X509Certificate
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"ASN. 1 DER encoding of the MIA's X 509 public-key

certificate issued by the manufacturer and installed

into the enbedded-MIA in the factory. This certificate,

call ed MIA Device Certificate, contains the MTA's MAC

address. It cannot be updated by the provisioning server."
.= { pktcMabDevSecurity 2 }

EE I Ok O o O I S O kS O O

PR O O O THl S CBJECT |S CBSO_EI’E Rk I O O

EE S kO O O

pkt cM aDevSi gnature OBJECT- TYPE

SYNTAX OCTET STRI NG (Sl ZE (0. . 256))
MAX- ACCESS read-only

STATUS obsol ete

DESCRI PTI ON

"A uni que signature created by the MIA for each SNWP | nform
or SNVP Trap or SNMP Get Response nessage exchanged prior to
enabling SNMPv3 security ASN. 1 encoded Digital signature in
t he Cryptographic nessage syntax (includes nonce). "

::={ pktcM abDevSecurity 3 }

pkt cM aDevCorrel ati onld OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Random val ue generated by the MIA for use in registration
authorization. It is for use only in the MIA initialization

messages and for MIA configuration file downl oad "
1= { pktcM abDevSecurity 4 }
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--The pktcM aDevSecurityTabl e shows security association information relating
-- to a particular MIA endpoint. The MIA endpoint is indexed with iflndex.

P S R O O O

P O O O O O THI S TABLE IS wSO_ETE EE R R O o O O I

P O S S kIR R S S S S S R O O O S I

pkt cM aDevSecurityTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PktcM aDevSecurityEntry
MAX- ACCESS not - accessi bl e

STATUS obsol ete

DESCRI PTI ON

"Cont ai ns per endpoint security information."
::={ pktcMaDevSecurity 5 }

pkt cM aDevSecurityEntry OBJECT- TYPE

SYNTAX Pkt cM aDevSecurityEntry
MAX- ACCESS not - accessi bl e

STATUS obsol ete

DESCRI PTI ON

"List of security attributes for a single packet cable
endpoint interface."

I NDEX { iflndex }

::={ pktcM aDevSecurityTable 1 }

Pkt cM aDevSecurityEntry ::= SEQUENCE {
pkt cM aDevSer vProvi derCertificate X509Certificate,
pkt cM aDevTel ephonyCertificate X509Certificate,
pkt cM aDevKer ber osReal m OCTET STRI NG,
pkt cM aDevKer bPri nci pal Nanme Di spl ayStri ng,
pkt cM aDevSer vG acePeri od I nt eger 32,
pkt cM aDevLocal SystenCertificate X509Certificate,
pkt cM aDevKeyMgnt Ti meout 1 I nt eger 32,
pkt cM aDevKeyMynt Ti meout 2 I nt eger 32
}

pkt cM aDevSer vProvi der Certificate OBIJECT- TYPE
SYNTAX X509Certificate
MAX- ACCESS read-wite
STATUS obsol ete
DESCRI PTI ON

"ASN. 1 DER encodi ng of the Tel ephony Service
Provider's X 509 public-key certificate, called
Tel ephony Service Provider Certificate. It serves
as the root of the intra-donmain trust hierarchy.
Each MITA is configured with this certificate so
that it can authenticate TGSs owned by the sane
service provider. The provisioning server needs
the ability to update this certificate in the MIAs
via both SNWP and configuration files"

.= { pktcMabDevSecurityEntry 1 }

12 CableLabs” 10/18/02



PacketCable™ MTA MIB Specification PKT-SP-MIB-MTA-104-021018

pkt cM aDevTel ephonyCertificate OBJECT- TYPE
SYNTAX X509Certificate
MAX- ACCESS read-wite
STATUS obsol ete
DESCRI PTI ON
"ASN. 1 DER encodi ng of the MIA's X 509 public-key
certificate issued by the Service Provider with either
the Service Provider CA or a Local System CA. This
certificate, called MIA Tel ephony Certificate, contains
the same public key as the MIA Device Certificate issued
by the manufacturer. It is used to authenticate the
identity of the MIA to the TGS (during PKIN T exchanges).
The provisioning server needs the ability to update this
certificate in the MIAs via both SNWP and configuration files”
::={ pktcMaDevSecurityEntry 2 }

pkt cM aDevKer ber osReal m OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (0..1280))

MAX- ACCESS read-wite

STATUS obsol ete -- nmoved to realmtable
DESCRI PTI ON

" Specifies a Kerberos realm(i.e. administrative donain), required
for Packet Cable key managenent]."
1= { pktcMabDevSecurityEntry 3}

pkt cM aDevKer bPri nci pal Name OBJECT- TYPE

SYNTAX Di spl ayString (SIZE(O..40))

MAX- ACCESS read-wite

STATUS obsol ete

DESCRI PTI ON

"Kerberos principal nanme for the Call Agent. This information

is required in order for the MITA to obtain Call Agent Kerberos
tickets. This principal name does not include the realm which
is specified as a separate field in this configuration file. A
Si ngl e Kerberos principal nanme MAY be shared anobng several
Call Agents."

::={ pktcM abDevSecurityEntry 4 }

pkt cM aDevSer vG acePeri od OBJECT- TYPE

SYNTAX I nt eger 32 (15..600)

UNI TS "m nut es”

MAX- ACCESS read-wite

STATUS obsol ete -- nmoved to real mtable

DESCRI PTI ON

" The MIA MJST obtain a new Kerberos ticket (with a PKINIT

exchange) this many minutes before the old ticket expires. The
m ni mum al | owabl e value is 15 mins. The default is 30 mns."

DEFVAL { 30 }

::={ pktcMabDevSecurityEntry 5 }

pkt cM aDevLocal SystentCertificate OBJECT- TYPE

SYNTAX X509Certificate

MAX- ACCESS read-wite

STATUS obsol ete

DESCRI PTI ON
"Tel ephony Service Provider CA may del egate the issuance of
certificates to a regional Certification Authority called Local
System CA (with the correspondi ng Local System Certificate).
This paraneter is the ASN. 1 DER encodi ng of the Local System
Certificate. It MJST have a non-enpty val ue when the MIA
Tel ephony certificate is signed by a Local System CA
O herwi se, the value MJST be of length 0."

::={ pktcM abDevSecurityEntry 6 }
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pkt cM aDevKeyMynt Ti meout 1 OBJECT- TYPE

SYNTAX I nt eger 32 (15..600)

UNI TS "seconds"

MAX- ACCESS read-wite

STATUS obsol ete -- nmoved to cns table
DESCRI PTI ON

"This tinmeout applies only when the MIA initiated key managenent.
It is the period during which the MTA will save a nonce (inside
the sequence nunber field) fromthe sent out AP Request and wait
for the matching AP Reply fromthe CVS. "

REFERENCE
"Packet Cabl e Security Specification PKT-SP-SEC-105-020116

::={ pktcMaDevSecurityEntry 7 }

pkt cM aDevKeyMynt Ti neout 2 OBJECT- TYPE

SYNTAX I nt eger 32 (15..600)

UNI TS "seconds"

MAX- ACCESS read-wite

STATUS obsol ete -- changed to adaptive backoff and noved to
-- cne table

DESCRI PTI ON

"This timeout applies only when the CM5 initiated key nmanagement
(with a Wake Up or Rekey nessage). It is the period during
whi ch the MTA will save a nonce (inside the sequence nunber
field) fromthe sent out AP Request and wait for the matching AP
Reply fromthe CMS. "

REFERENCE
"Packet Cabl e Security Specification PKT-SP-SEC-|05-020116"

::={ pktcM abDevSecurityEntry 8 }

-- Ticket Granting Server information

EE Ik S o O S O O S O S O O

__kkkkkhkkhkkkhkhkhkkhhkkhkkhkhkkhhkkhkkhkhkkrkhkkhk THl S TABLE IS mSG_ETE EEE R R O I

EE Ik S o O O O O O O S kO S I

pkt cM aDevTgsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pkt cM aDevTgsEntry

MAX- ACCESS not - accessi bl e

STATUS obsol ete -- Secure Provisioning ECR
DESCRI PTI ON

"Cont ai ns per endpoint Ticket Ganting Server information."
:={ pktcMaDevSecurity 8 }

pkt cM aDevTgsEntry OBJECT- TYPE

SYNTAX Pkt cM aDevTgsEntry

MAX- ACCESS not - accessi bl e

STATUS obsol ete -- Secure Provisioning ECR
DESCRI PTI ON

"List of Tgs attributes for a single packet cable
endpoint interface."
I NDEX { iflndex, pktcM aDevTgslndex }
::={ pktcMabDevTgsTable 1 }

Pkt cM aDevTgsEntry ::= SEQUENCE {
pkt cM aDevTgsl| ndex I nt eger 32,
pkt cM aDevTgsLocati on DisplayString,
pkt cM aDevTgsSt at us RowSt at us

}
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pkt cM aDevTgsl| ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS obsol ete -- Secure Provisioning ECR
DESCRI PTI ON

“Index into the TGS table for TGS | ocati ons.
I f Type specifies the endpoint, Tgslndex specifies a TGS.”
::={ pktcM aDevTgsEntry 1 }

pkt cM aDevTgsLocati on OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..255))

MAX- ACCESS read-create

STATUS obsol ete -- Secure Provisioning ECR
DESCRI PTI ON

"Nane of the TGS Ticket Granting Server, which is the Kerberos

Server. This paraneter is a FQDN or |pv4 address. There may be
multiple entries of this type. The order in which these entries
are listed is the priority order in which the MTAw Il attenpt to

contact themfor this endpoint.”
::={ pktcM abDevTgsEntry 2 }

pkt cM aDevTgsSt at us OBJECT- TYPE

SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS obsol ete -- Secure Provisioning ECR
DESCRI PTI ON

"Thi s object contains the Row Status associated with
t he pktcM aDevTgsTabl e."
::= { pktcM abDevTgsEntry 3 }

pkt cM aDevTel ephonyRoot Certificate OBJECT- TYPE

SYNTAX X509Certificate
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"ASN. 1 DER encoding of the I P Tel ephony Root X 509
public-key certificate stored in the MIA non-vol atile
menory and updateable with a code downl oad. This
certificate is used to validate the initial AS Reply
fromthe KDC received during the MIA initialization."

::={ pktcM aDevSecurity 9 }

-- Procedures for setting up security associations:

-- A security association may be setup either via configuration or via
-- NCS si gnal i ng.

-- l. Security association setup via configuration.

-- The real m nust be configured first. Associated with the realm

-- is a KDC. The real mtable (pktcM aDevReal niTabl e) i ndicates
-- informati on about realm(e.g., nanme, organization nane) and
-- parameters associ ated with KDC communi cations (e.g., grace

-- periods, AS request/AS reply adaptive backoff paraneters).

-- Once the realmis established, one or nore servers may be

- - defined in the realm For PacketCable 1.0, these are Call

-- Managerment Servers (CMBs). Associated with each CMVS

-- entry in the pktcMaDevCrsTable is an explicit reference

-- to a Realmvia the real mindex ( pktcM aDevCnhsKer bReal nNane) ,
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the FQDN of the CMS, and paraneters associated with | PSec
key managenent with the CMS (e.g., clock skew, AP request/
AP reply adaptive backoff paranmeters).

Security association setup via NCS signaling

Note: The follow ng process is done automatically by the
MIA.  The NCS is not involved in creating signaled entries.

The current CMS signaling association being used by an
endpoint is marked as active in CM5 MAP table. |If NCS
signaling requests a change of signaling association to
a different FQDN, the MIA checks the current CMS VAP
table entries for the affected endpoint. |If the entry
exists in the CMS MAP table, the current CMS MAP tabl e
entry is marked inactive and the newWy chosen CVS MAP
table entry is marked active.

If the entry does not exist in the CVM5S MAP table, the
CMS table is checked to determnine whether or not it
contains the CVS specified by CVM5 signaling (possibly

a redirection). |If the desired CM5 entry is defined,
then a corresponding entry is created and an entry in
the CMS MAP table is created. |f the MIA does not

have current associations with that CM5, it will now
perform key nanagement to establish required security
associ ations. Once the desired CM5 entry is established,
the current CVMS MAP table entry is marked inactive and
the newy created CMS MAP table entry is marked active.
O herwi se the current CMS MAP table entry renmins
active and the newy created CMS MAP table entry is marked
in active.

If the entry does not exist in the CV5S MAP table and the
CVMB entry does not exist in the CVMS table, a new CVS table
entry should be created. This CMS entry shoul d use the
sane real mas used by this endpoint. The default val ues
for the clock skew and AP request/ AP reply adaptive
backof f paraneters should be used. The MIA will now
perform key managenment to establish required security
associ ations. Once the desired CVS entry is established,
the current CMS MAP table entry is marked inactive and
the newy created CMS MAP table entry is marked active.

O herwi se the current CMS MAP table entry renmins

active and the newWly created CM5 MAP table entry is narked
i nactive.

When the MIA receives wake-up or rekey nessages froma CMS,
it perforns key managenent based on the correspondi ng entry
inthe CM5 table. |If the matching CVMS entry does not exist,
it must ignore the wake-up or rekey messages.

16
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-- pkt cM aDevReal nirabl e

-- The pktcM abDevReal nifabl e shows the KDC real ns. The table is indexed

--  withpktcM aDevReal mNanme. The Real m Table is used in conjunction with

-- any server which needs a security association with an MITA. The server

-- table (today the CM5) has a security association. Each server-MIA security
-- association is associated with a single Realm This allows for nultiple

-- realns, each with its own security association.

pkt cM aDevReal nifabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PktcM aDevReal nEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Contai ns per Kerberos real msecurity paranmeters."”
::={ pktcMaDevSecurity 16 }

pkt cM aDevReal nEntry OBJECT- TYPE
SYNTAX Pkt cM aDevReal nEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"List of security paranmeters for a single Kerberos realm"
I NDEX { | MPLI ED pkt cM aDevReal nNane }
::= { pktcM aDevReal niTable 1 }

Pkt cM aDevReal nEntry ::= SEQUENCE {
pkt cM aDevReal mNane Di spl ayString,
pkt cM aDevReal nPki ni t GracePeri od I nt eger 32,
pkt cM aDevReal nirgsGr acePeri od I nt eger 32,
pkt cM aDevReal nOr gNane COCTET STRI NG

pkt cM aDevReal nnsol i ci t edKeyMaxTi meout | nt eger 32,
pkt cM aDevReal nnsol i ci t edKeyNonTi meout | nt eger 32,
pkt cM aDevReal mJnsol i ci t edKeyMeanDev I nt eger 32,
pkt cM aDevReal nnsol i ci t edKkeyMaxRetri es | nteger32,
pkt cM aDevReal ntt at us RowSt at us

}

pkt cM aDevReal mNane OBJECT- TYPE

SYNTAX Di splayString (Sl ZE(O. . 255))

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The corresponding Kerberos Real mnane. This is used as an i ndex

i nto pktcM aDevReal niTabl e. When used as an index, the
upper case ASCI| representation of Real m Nane MUST be
used by both the Manager (SNMPv3 Entity) and the MIA. "
.= { pktcMabDevReal nEntry 1 }

pkt cM aDevReal nPki ni t GracePeri od OBJECT- TYPE

SYNTAX I nt eger 32 (15..600)

UNI TS "m nut es"”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"For the purposes of the key managenent with an Application

Server (CMS or Provisioning Server), the MIA MJUST obtain a new Kerberos
ticket (with a PKINIT exchange) this many mnutes before the old ticket
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expires. The minimum al | owabl e value is 15 mins. The default is 30 mns.
Thi s paraneter MAY al so be used with other Kerberized applications."”

DEFVAL { 30 }
::={ pktcM aDevReal nEntry 2 }

pkt cM aDevReal nifgsGracePeri od OBJECT- TYPE

SYNTAX I nteger32 (1..600)
UNI TS "m nut es”

MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"When the MTA inpl enentation uses TGS Request/ TGS Reply
Ker ber os nessages for the purpose of the key nmanagenent with an
Application Server (CM5 or Provisioning Server), the MIA MIST obtain a
new service ticket for the Application Server (wwth a TGS Request) this
many mnutes before the old ticket expires. The m ni num al | owabl e val ue
is 1 min The default is 10 mins. This parameter MAY al so be used with
ot her Kerberized applications.”

DEFVAL { 10 }
::= { pktcM abDevReal nEntry 3 }

pkt cM aDevReal nOr gNane  OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (1..64))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The val ue of the X 500 organization nanme attribute in the
subj ect nane of the Service provider certificate"
::= { pktcM aDevReal nEntry 4 }

Unsolicited Key Updates are based on an exponential backoff nmechanismwth
two tinmers for AS replies. The backoff timers has a maxi mum val ue of

pkt cM aDevReal mJnsol i ci t edKeyMaxTi meout seconds and a nominal tinmer has a
pkt cM aDevReal mJnsol i ci t edKeyNonTi neout seconds from whi ch the backoff
timer determ nations are nade. After pktchMat DevReal mnsolicitedMaxRetries
have occurred no nore attenpts are nade.

pkt cM aDevReal nnsol i ci t edKeyMaxTi neout  OBJECT- TYPE

}

SYNTAX | nteger32 (1..600)

UNI' TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This tineout applies only when the MIA initiated key nmanagenent.
The maxi num timeout is the value which may not be exceeded in the
exponenti al backoff algorithm™

REFERENCE
"Packet Cabl e Security Specification PKT-SP-SEC-|05-020116"

DEFVAL { 30 }

{ pktcM aDevReal nEntry 5 }

18

CableLabs” 10/18/02



PacketCable™ MTA MIB Specification PKT-SP-MIB-MTA-104-021018

pkt cM aDevReal nnsol i ci t edKeyNonTi meout OBJECT- TYPE
pkt cM aDevReal mJnsol i ci t edKeyNonTi neout OBJECT- TYPE
SYNTAX  Integer32 (100..600000)
UNI'TS "mlliseconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This timeout applies only when the MIA initiated key nanagenent.
Thi s val ue shoul d account for the average roundtrip tine between
the MIA and the KDC as well as for the processing delay on the KDC. "
REFERENCE
"Packet Cabl e Security Specification PKT-SP-SEC-|05-020116"
DEFVAL { 10000 }
::={ pktcM aDevReal nEntry 6 }

pkt cM aDevReal mJnsol i ci t edKeyMeanDev OBJECT- TYPE
SYNTAX I nteger32 (1..600)
UNI TS "seconds”
MAX- ACCESS read-only
STATUS obsol ete
DESCRI PTI ON
"This is neasurenent of the mean deviation for the round trip
delay timngs."
REFERENCE
"Packet Cabl e Security Specification PKT-SP-SEC-|05-020116"
DEFVAL { 2}
::={ pktcM aDevReal nEntry 7 }

pkt cM aDevReal nnsol i ci t edKkeyMaxRetri es OBJECT- TYPE
pkt cM aDevReal mJnsol i ci t edKeyMaxRetri es OBJECT- TYPE
SYNTAX | nt eger 32 (0..1024)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This is the maxi mum nunber of retries before the MIA gives up
attenpting to establish a security association.”
REFERENCE
"Packet Cabl e Security Specification PKT-SP-SEC-|05-020116"
DEFVAL { 5}
::={ pktcM aDevReal nEntry 8 }

pkt cM aDevReal nft at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object contains the Row Status associated with
t he pktcM aDevReal nrabl e. "
::= { pktcM abDevReal nEntry 9 }

-- pktcM abDevCnsTabl e

-- The pktcM aDevCnsTabl e shows the | PSec key management policy
-- relating to a particular CM5. The table is indexed with
-- pktcM aDevCns FQDN.
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pkt cM aDevCnsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pkt cM aDevCnsEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Cont ai ns per CVMS key management policy."
::={ pktcMaDevSecurity 17 }

pktcM aDevCnsEntry OBJECT- TYPE
SYNTAX Pkt cM aDevCrsEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Li st of key managenent paraneters for a single MIA-CMS
interface."
I NDEX { | MPLI ED pkt cM aDevCrsFgdn }
::={ pktcMabDevCnsTable 1 }

Pkt cM aDevCnsEntry ::= SEQUENCE {
pkt cM aDevCnsFgdn Di spl ayStri ng,
pkt cM aDevCrsKer bReal niNane Di spl ayStri ng,
pkt cM aDevCnsSol i ci t edKeyTi neout I nt eger 32,
pkt cM aDevCrsMaxC ock Skew I nt eger 32,

pkt cM aDevCrsUnsol i ci t edKeyMaxTi meout | nt eger 32,
pkt cM aDevCnrsUnsol i ci t edKeyNonili meout | nt eger 32,
pkt cM aDevCrsUnsol i ci t edkeyMeanDev | nt eger 32,

pkt cM aDevCnsUnsol i ci t edkeyMaxRetri es | nteger32,

pkt cM aDevCns St at us RowsSt at us,
pkt cM aDevCsl psecCir | Trut hVal ue
}

pkt cM aDevCnsFqdn OBJECT- TYPE

SYNTAX Di spl ayString (SIZE(1..255))

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The fully qualified domain name of the CMs.
This is the index into the pktcM aDevCrsTabl e.
Wien used as an index, the upper case ASCl I
representati on of the associated CVM5 FQDN
MUST be used by both the Manager (SNVMPv3 Entity)
and the MIA. "
::={ pktcM aDevCnsEntry 1 }

pkt cM aDevCnsKer bReal mNane OBJECT- TYPE

SYNTAX Di splayString (Sl ZE(1..255))

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The Kerberos Real m Name of the associated CMS. This is

the index into the pktcM aDevReal nirabl e.
When used as an index, the upper case ASCl I
representation of the associated CVMs FQDN
must be used by both the Manager (SNVPv3 Entity)
and the MIA "
.= { pktcMabDevCrsEntry 2 }

pkt cM aDevCnsMaxC ockSkew OBJECT- TYPE
SYNTAX I nteger32 (1..1800)
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UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This is the maxi mum al | owabl e cl ock skew bet ween the MIA and CMS'
DEFVAL { 300 }
::={ pktcM abDevCrsEntry 3 }

pkt cM aDevCnsSol i ci t edKeyTi neout  OBJECT- TYPE

SYNTAX | nt eger 32 (100..30000)

UNITS "m | liseconds”

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"This tineout applies only when the CMs initiated key managenent
(with a Wake Up or Rekey nmessage). It is the period during
which the MTA will save a nonce (inside the sequence nunber
field) fromthe sent out AP Request and wait for the matching
AP Reply fromthe CMvs. "

REFERENCE
"Packet Cabl e Security Specification PKT-SP-SEC-|05-020116"

DEFVAL { 1000 }

::= { pktcM aDevCrsEntry 4 }

-- Unsolicited Key Updates are based on an exponential backoff nechanismwith
-- two tiners for AP replies. The backoff tiners has a maxi mum val ue of

-- pktcM aDevCnsUnsol i ci t edkeyMaxTi neout seconds and a nominal tinmer has a

-- pktcM abDevCrsUnsol i ci t edKeyNonili neout seconds from whi ch the backoff tinmer

-- determnations are nmade. After pktcMatDevCnrsUnsolicitedMaxRetries have

-- occurred no nore attenpts are nade.

pkt cM aDevCnsUnsol i ci t edKeyMaxTi meout OBJECT- TYPE

SYNTAX | nteger32 (1..600)

UNI' TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This tinmeout applies only when the MIA initiated key nmanagenent.
The maxi mumtimeout is the value which may not be exceeded in
the exponential backoff algorithm™

REFERENCE
"Packet Cabl e Security Specification PKT-SP-SEC- | 05-020116"

DEFVAL { 8 }

.= { pktcMaDevCrsEntry 5 }

pkt cM aDevCnsUnsol i ci t edKeyNonili meout  OBJECT- TYPE

SYNTAX | nt eger32 (100..30000)

UNITS "mi | |iseconds”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This tinmeout applies only when the MIA initiated key managenent.
Thi s val ue shoul d account for the average roundtrip tinme between
the MIA and the CM5 as well as for the processing delay on the CMS. "

REFERENCE
"Packet Cabl e Security Specification PKT-SP-SEC-|05-020116"

DEFVAL { 500 }

1= { pktcM aDevCrsEntry 6 }

pkt cM aDevCnsUnsol i ci t edKeyMeanDev OBJECT- TYPE
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SYNTAX I nteger32 (1..600)
UNI TS "seconds"
MAX- ACCESS read-only
STATUS obsol ete
DESCRI PTI ON
"This is the neasurenent of the nmean deviation for the round
trip delay timngs."
REFERENCE
"Packet Cabl e Security Specification PKT-SP-SEC-|05-020116"
1= { pktcM aDevCrsEntry 7 }

pkt cM aDevCnsUnsol i cit edkeyMaxRetries OBJECT- TYPE

SYNTAX | nteger32 (0..1024)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
“This is the maxi mum nunber of retries before the MIA gives up
attenpting to establish a security association.”
REFERENCE
"Packet Cabl e Security Specification PKT-SP-SEC-|05-020116"
DEFVAL { 5 }
1= { pktcM abDevCrsEntry 8 }

pkt cM aDevCns St at us OBJECT- TYPE

pkt cM aDevCneSt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"This object contains the Row Status associated with the
pkt cM aDevCnsTabl e. "

::= { pktcM aDevCnsEntry 9 }

pkt cM aDevCnsl psecCirl  OBJECT- TYPE

SYNTAX Trut hval ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The value of ‘true(l)’ indicates that |IPSEC and | PSEC Key
Management MJST be used to conmunicate with the CM5. The
val ue of ‘false(2)’ indicates that | PSEC Signaling Security
is disabled for both the | PSEC Key Managenent and | PSEC
protocol (for the specific CMVB)."

DEFVAL { true }

::= { pktcM aDevCnsEntry 10 }

pkt cM aCrsMapTabl e
*** this table is obsolete ***

The pktcM aCnsMapTabl e contai ns the signaling associations
bet ween MIA endpoints and CMss. |t nmaps the endpoint to
zero or nore entries in pktcM abDevCnrsTabl e.

The table contains the follow ng i ndexes and rows:
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-- i flndex -the index of the physical port

-- pktcM aCrsMapCnsl ndex - the index of the CV5 entry in the
-- pktcM aDevCnsTabl e. Valid indices are equal to current
-- pkt cM aDevCrsl| ndex val ues.

-- pkt cM aCrsMapOper Status - this val ue indicates which signaling
-- associ ation the endpoint is actively using

-- pkt cM aCrsMapAdni nStatus - this flag indi cates whether or not
-- an endpoi nt should use a particular CM5 and its security

-- association. By setting this flag to inhibit, this associated
-- CMS cannot provide signaling to the referenced endpoint.

-- pkt cM aCrsMapRowSt atus - allows for the creation and del eti on of
-- endpoi nt mappi ngs via the NVS

pkt cM aCrsMapTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF PktcM aCnsMapEntry
MAX- ACCESS not -accessi bl e

STATUS obsol ete

DESCRI PTI ON

"Cont ai ns per endpoint CMS signaling associations."
::={ pktcMaDevSecurity 18 }

pkt cM aCnmsMapEnt ry OBJECT- TYPE
SYNTAX Pkt cM aCnsMapEnt ry
MAX- ACCESS not - accessi bl e
STATUS obsol ete
DESCRI PTI ON
"List of signaling associations."”
I NDEX { iflndex, pktcM aCnsMapCrsFqgdn }
::={ pktcM aCnsMapTable 1 }

Pkt cM aCrsMapEntry :: = SEQUENCE {
pkt cM aCms MapCnsFgdn Di spl ayStri ng,
pkt cM aCrs MapQOper St at us | NTEGER,
pkt cM aCrs MapAdni nSt at us | NTEGER,
pkt cM aCrs MapRowsSt at us RowSt at us

}

pkt cM aCrsMapCnsFgdn OBJECT- TYPE
SYNTAX Di splayString (Sl ZE(1..255))
MAX- ACCESS not - accessi bl e
STATUS Obsol et e
DESCRI PTI ON

"The index for the associated CM5. Valid indices are
equal to current pktcM aDevCrsFqdn val ues. ™
::={ pktcMaCnsMapEntry 1 }

pkt cM aCrs MapOper St at us OBJECT- TYPE
SYNTAX I NTEGER {
i nactive (1),
active (2)

}
MAX- ACCESS read-only
STATUS Obsol et e
DESCRI PTI ON
"The operational status of signaling association. The
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meani ng of the status is as follows:
i nactive - signaling is not currently active
active - signaling is active."
::={ pktcM aCnsMapEntry 2 }

pkt cM aCrs MapAdni nSt at us OBJECT- TYPE
SYNTAX I NTEGER {

i nhi bit (1),

al | ow (2)

}
MAX- ACCESS read-create
STATUS bsol et e
DESCRI PTI ON
"The administrative status for signaling over the indicated
security association. The neaning of the status is as follows:
inhibit - signaling is not currently allowed
al | ow - signaling is allowed."
::={ pktcM aCnsMapEntry 3 }

pkt cM aCrs MapRowsSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS Obsol ete
DESCRI PTI ON
"This object is used for creating and deleting an entry
inthis table via an el enent manager."
::={ pktcM aCnsMapEntry 4 }

-- notification group is for future extension.

pktcM aNoti ficati on OBJECT | DENTI FI ER : :
pkt cM aConf ormance OBJECT | DENTI FI ER : :
pkt cM aConpl i ances OBJECT | DENTI FI ER : :
pkt cM aG oups OBJECT | DENTI FI ER : :

{ pktcMaMb 2 0}

{ pktcMaMb 3}

{ pktcM aConfornmance 1 }
{ pktcM aConformance 2 }

-- Noti fication G oup

pkt cM aDevPr ovi si oni ngEnr ol | nent NOTI FI CATI ON- TYPE
OBJECTS {
sysDescr,
docsDevSwCur rent Ver s,
pkt cM aDevTypel denti fi er,
pkt cM aDevMacAddr ess,
pkt cM aDevCorrel ati onld }
STATUS  current

DESCRI PTI ON
"This informis issued to initiate the PacketCabl e process
provi sioning ."
REFERENCE "Informas defined in RFC 1902"
::={ pktcMaNotification 1}

pkt cM aPr ovi si oni ngSt at us NOTI FI CATI ON- TYPE
OBJECTS {
pkt cM aDevMacAddr ess,
pkt cM aDevCorrel ationld
pkt cM aDevPr ovi si oni ngSt at e,
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STATUS current
DESCRI PTI ON
"This informis issued to confirmconpletion of the PacketCable
provi sioni ng process, and indicate the conpletion state.”
REFERENCE
"Informas defined in RFC 1902"
:={ pktcMaNotification 2 }

-- conpliance statenents

pkt cM aBasi cConpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON
"The conpliance statenent for devices that inplenent
MIA feature."
MODULE  --pktcMaM b

-- unconditional ly nandatory groups

MANDATCORY- GROUPS {
pkt cM aGr oup
}

::= { pktcM aConpliances 3}

pkt cM aG oup OBJECT- GROUP
OBJECTS {
pkt cM aDevReset Now,
pkt cM aDevSeri al Nunber,

pkt cM aDevMacAddr ess,
pkt cM aDevFCQDN,
pkt cM aDevEndPnt Count ,
pkt cM aDevEnabl ed,
pkt cM aDevTypel dentifi er,
pkt cM aDevPr ovi si oni ngSt at e,
pkt cM aDevHt t pAccess,
pkt cM aDevCertificate,
pkt cM aDevCorrel ati onld,
pkt cM aDevManuf acturerCertificate,
pkt cM aDevSer ver Dhcpl,
pkt cM aDevSer ver Dhcp2,
pkt cM aDevSer ver Dns1,
pkt cM aDevSer ver Dns2,
pkt cM aDevTi meSer ver,
pkt cM aDevConfi gFi | e,
pkt cM aDevSnnpEntity,
pkt cM aDevReal nPki ni t GracePeri od,
pkt cM aDevReal nirgsGracePeri od, pkt cM aDevReal nr gNane,
pkt cM aDevReal mJnsol i ci t edKeyMaxTi meout ,
pkt cM aDevReal nnsol i ci t edKeyNonTi neout ,

pkt cM aDevReal nnsol i ci t edKkeyMaxRetri es,

pkt cM aDevReal ntt at us,

pkt cM aDevCrsKer bReal nNane,

pkt cM aDevCnrsUnsol i ci t edKeyMaxTi neout ,
pkt cM aDevCrsUnsol i ci t edKeyNonTi nmeout ,

pkt cM aDevCrsUnsol i cit edKeyMaxRetri es,
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pkt cM aDevCnsSol i ci t edKeyTi neout ,
pkt cM aDevCnsMaxCl ockSkew,
pkt cM aDevCnrs St at us,

pkt cM aDevProvUnsol i ci t edKkeyMaxTi meout ,
pkt cM aDevProvUnsol i ci t edKeyNonili meout ,
pkt cM aDevProvUnsol i cit edKkeyMaxRetri es,
pkt cM aDevPr ovKer bReal nNane,

pkt cM aDevProvSol i ci t edKeyTi neout ,

pkt cM aDevPr ovConfi gHash,

pkt cM aDevPr ovConfi gKey,

pkt cM aDevProvSt at e,

pkt cM aDevPr ovi si oni ngTi ner,

pkt cM aDevTel ephonyRoot Certificate

}
STATUS current
DESCRI PTI ON
"G oup of objects for PacketCable MIA MB."
::={ pktcMaGoups 1}
pktcM aNoti fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { pktcM aProvi si oni ngSt at us,
pkt cM aDevPr ovi si oni ngEnrol | nent }
STATUS cur r ent
DESCRI PTI ON
"These notifications deal with change in status of
MTA Devi ce. "
:={ pktcMaGoups 2}

pkt cM aCbsol et eGroup OBJECT- GROUP
OBJECTS {
pkt cM aDevHar dwar eVer si on,
pkt cM aDevSi gnat ur e,
pkt cM aDevSer vProvi derCertificate
pkt cM aDevTel ephonyCertificate,

pkt cM aDevKer ber osReal m

pkt cM aDevKer bZPr i nci pal Nane,

pkt cM aDevSer vG acePeri od,

pkt cM aDevLocal SystentCertificate,
pkt cM aDevKeyMynt Ti neout 1,

pkt cM aDevKeyMynt Ti meout 2,

pkt cM aDevTgsl| ndex

pkt cM aDevTgsLocati on,

pkt cM aDevTgsSt at us,

pkt cM aDevSer ver Boot St at e,

pkt cM aDevSer vDhcp,

pkt cM aCrs MspCns Fqdn,

pkt cM aCrs MapOper St at us,

pkt cM aCnrsMapAdni nSt at us,

pkt cM aCrs MapRowst at us,

pkt cM aDevReal nnsol i ci t edKeyMeanDev,

pkt cM aDevCnsUnsol i ci t edKeyMeanDev,

pkt cM aDevPr ovUnsol i ci t edKkeyMeanDev }
STATUS obsol ete
DESCRI PTI ON

"G oup of obsolete objects for PacketCable MTA MB."
::={ pktcM aG oups 3}

END
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Appendix A. Revision History (Informative)

The following Engineering Change Notices were incorporated into PKT-SP-MIB-MTA-103-020116:

ECN Number ECN Date Summary

mib*-n-01077 7/16/01 Clarify usage of pktcMtaDev Provisioning Timer, clean up
some security related objects

mib-n-01170 11/5/01 Clarifies changesin mib-n-01077.

mta-n-01075 7/16/01 Currently MTA MIB defines the “ pktcMtaDevFQDN" MIB
Object as having “read-write” attribute.

prov*-n-01076 7/16/01 Clarification regarding the presence of the “ Telephony
Service Provider SNMP Entity” attribute in the Device Level
Configuration Data.

prov*-n-01118 9/10/01 The description of the requirements for tables (and their
corresponding MIB entries) isunclear.

prov*-n-01119 9/10/01 Augment sec-n-01029 and clear up several ambiguitiesin pkt-
sp-prov-i02-010323.

prov-n-01122 9/10/01 Modify pktcMtaDevRealmOrgName from DisplayString to
Octed String syntax +

mib-n-01168 12/10/01 Clarification of ECN

mib-n-01187 12/10/01 Correct MIB error in sec-n-1029, and complete deletion of
the mean deviation objects.

prov-n-01033 5/7/2001 Add MIB items, obsolete an object.
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The following Engineering Change Notices were incorporated into PKT-SP-MIB-MTA-104-021018:

ECN Number ECN Date Summary

mib-n-01226 2/25/02 A new MIB object is needed to support the SMTA ToD
server reguirements

mibmta-n-02031 6/24/02 Place the MTA’s sysDescr object in the MTA15 INFORM,
thus reducing the need for MTA16/17 device interrogation.

migsig-n-02043 6/24/02 Correcting references to Security Spec; R0O,R6 and R7
Cadence parameters are made mandatory

mibmta-n-02084 6/24/02 Clarification of the Description Attribute of the columnar
MIB Objectsin “pktcMtaDevRealmTable”.

mibmta-n-02083 6/24/02 This ECR makes 103 MIB specification and 105 security
specification consistent.

mibmta-n-02091 6/24/02 This ECR enhances the way of representation of indicesin the
security related tables of the MTA-MIB.

sec-n-02137 7/22/02 The security spec currently requires the same transmission
strategy for key management as what is defined in the NCS
spec, which isinconsistent with the MTA MIB definition and
is more complex than what is necessary.

mib-n-02019 6/24/02 MTA MIB does not define the default values of the timeouts
for the AP-REQ/REP exchange backoff and retry mechanism
in SNMPv3 Kerberized Key Negotiation.

mibmta-n-02085 6/24/02 Index Columnar MIB Objects of type “DisplayString” in the
“pktcMtaDevRealmTable” Conceptual Tables and
“pktcMtaDevCmsTable” should have IMPLIED modifier.

mibmta-n-02154 8/26/02 The ECR defines the MIB Object, which allows the Service

Providersto control the enabling/disabling of the signaling
security (IPSEC) and Key Management flows associated with
it.
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