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broadband services using e hybrid-fiber-coaxial cableinfrastructure. The emergence of a class of devices
that embeds additional functionality with a Cable Modem, such as packet-tel ephony, home networking and
video, has necessitated the creation of this specification to define additional requirements such as
interfaces, management and provisioning models. This is necessary to insure that the Cable Modem will

function properly and interact properly with the embedded Service/Application Functional Entities
(eSAFEs).

1.1 Scope

This specification defines additional features that must be added to a DOCSIS CableModem for
implementations that embed the Cable Modem with another application, such as a PacketCable MTA .

1.2 Goals

The goals for this specification are:

* To preserve functional separation of the DOCSIS cable modem entity from eSAFEs within the
eDOCSIS Device, so that existing DOCSIS cable plant integrity, cable modem configuration,
management and provisioning security are not compromised.

* Toisolate DOCSIS cable modem functionality so that specification compliance can be tested
for the eCM component independent of eSAFEs.

* To enablethe service provider to enable or disable forwarding traffic between each eSAFE
and the eCM within the eDOCSIS Device.

* To maximize compatibility with existing back-office management/provisioning infrastructure
so that new services enabled by eDOCSI'S devices can be deployed rapidly.

* To architect eDOCSIS devicesin such away asto scale to new services and applications, and
to take advantage of technology innovations to achieve low cost and high functionalities.?

1.3 DOCSIS Base Specifications

There are currently three versions of what are in this document referred to as the DOCSIS Base
Specifications. These three versions are commonly referred to as DOCSIS 1.0, DOCSIS 1.1, and DOCSIS
2.0. A list of the document categories in the Data-Over-Cable Service Interface Specifications family is
provided below. For updates, please refer to http://www.cablemodem.cony.

! Edited per EDOCS-N-03099, 11/11/03, po
2 Edited per EDOCS-N-03099, 11/11/03, po
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Designation
Title
DOCSIS 1.0 DOCSIS 1.1 DOCSIS 2.0

SP-RFI SP-RFIv1.1 SP-RFIv2.0 Radio Frequency Interface Specification

SP-OSS| SP-OSSlvl.l | SP-OSSIv2.0 | Operations Support System Interface Specification

SP-BPI SP-BPI+ Baseline Privacy Interface Specification

SP-CMCI Cable Modem to Customer Premises Equipment
Interface Specification

SP-CMTS-NSI Cable Modem Termination System Network Side
Interface Specification

1.4 Requirements

Throughout this document, the words that are used to define the significance of particular requirements are
capitalized. These words are:

MUST

MUST NOT

SHOULD

SHOULD NOT

MAY

Thisword or the adjective “REQUIRED” means that the item is an absolute
requirement of this specification.

This phrase means that the item is an absolute prohibition of this specification.

Thisword or the adjective “RECOMMENDED” means that there may exist valid
reasonsin particular circumstances to ignore this item, but the full implications should
be understood and the case carefully weighed before choosing a different course.

This phrase means that there may exist valid reasonsin particular circumstances when
the listed behavior is acceptable or even useful, but the full implications should be
understood and the case carefully weighed before implementing any behavior
described with this label.

Thisword or the adjective “OPTIONAL” meansthat thisitem istruly optional. One
vendor may choose to include the item because a particular marketplace requiresit or
because it enhances the product, for example; another vendor may omit the same item.

CableLabs" 11/17/03
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2 REFERENCES
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[RFC 2011]
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“Radio Frequency Interface Specification, SP-RFIv1.1-110-030730", July 30, 2003,
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Langille, A. Rijsinghani & K. McCloghrie, July 1993.

IETF RFC 2011, SNMPv2 Management Information Base for the Internet Protocol
using SMIv2, K. McCloghrie, November 1996.

IETF RFC 2863, The Interfaces Group MIB, K. McCloghrie, F. Kastenholz, June
2000.

IETF RFC 2131, Dynamic Host Configuration Protocol, Droms, R., March 1997.

IETF RFC 2132, DHCP Options and BOOTP Vendor Extensions, Alexander, S.,
and R. Droms, March 1997.

IETF RFC 3396, Encoding Long Options in the Dynamic Host Configuration
Protocol (DHCPv4), Lemon, T., and S. Cheshire, November, 2002.3

IETF STD5, RFC 791, Internet Protocol, J. Postel, September 1981.

IETF STD6, RFC 768, User Datagram Protogram, J. Postel, September, 1980.

3 Edited per EDOCS-N-03084/ 11/11/03, po
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2.2 References (informative)
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[PC10-MTA] “PacketCable MTA Device Provisioning Specification, PKTC-SP-PROV-107-
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[PC10-MIB] “PacketCable MIBs Framework Specification, PKTC-SP-MIBS-107-030728", July
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[CH11] “CableHome 1.1 Specification, CH-SP-102-030801”, August 1, 2003, Cablel abs.*

2.3 Reference Acquisition

Cablel abs Specifications:

e Cable Television Laboratories, Inc., 400 Centennial Parkway, Louisville, CO 80027;
Phone 303-661-9100; Fax 303-661-9199, www.cablelabs.com

e SCTE Standards, Society of Cable Telecommunication Engineers, 140 Philips Road, Exton PA 19341-
1318, Phone 610-524-1725, www.scte.org

» |ETF Standards, Internet Engineering Task Force (IETF) Secretariat, c/o Corporation for National
Research Initiatives, 1895 Preston White Drive, Suite 100, Reston, VA 20191-5434, Phone 703-620-
8990, Fax 703-620-9071, www/ietf.org

4 Edited per EDOCS-N-03084/ 11/11/03, po
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3 GLOSSARY

CMCI

eDOCSIS

eDOCSI S Device

eMTA
E-MTA

ePS

Logical CPE
Interface (L ogical
CMCI)

MTA

eSAFE (embedded
Service/Application
Functional Entity)

Cable Modem (CM) to Customer Premise Equipment (CPE) Interface as defined in
[DOCSISo-CMC].

An eCM is an embedded Cable Modem, i.e., one that has been enhanced with the features
of this specification.

eDOCSIS is the embedded DOCSI S specification that defines the interface between the
eCM and an eSAFE.

An eDOCSIS Deviceis one that includes an eCM entity, one or more eSAFEs and
supports a single software image using a DOCSI S secured software download
mechanism.”

Embedded Multimedia Terminal Adaptor. An embedded version of an MTA.
Embedded MTA device. An eDOCSI S device that contains both an eMTA and an eCM.

Embedded Portal Service Element. A CableHome-compliant eSAFE that provides
management and network address translation functions between the DOCSI S network and
the home network.

A bi-directional, data-only 802.3/Ethernet MAC frame interface between eCM and an
eSAFE.

Multimedia Terminal Adapter as defined in [PC10-MTA]. Contains the interfaceto a
physical voice device, a network interface, CODECSs, and al signaling and encapsulation
functions required for Vol P transport, class features signaling and QoS signaling.

An embedded version of Cablel abs-specified application, such as a PacketCable
Multimedia Terminal Adapter (MTA), that provides a service using the DOCSIS IP
platform, or afunction or set of functions, such as the CableHome Portal Services logical
element, that supports the delivery of one or more services over an |P platform.

® Edited per EDOCS-N-03099, 11/11/03, po
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4 ABBREVIATIONS

This specification uses the following abbreviations:
CM Cable Modem
CMCI Cable Modem to Customer Premises Equipment Interface
DOCSIS Data-Over-Cable Service Interface Specifications
eCM Embedded Cable Modem

eDOCSIS  Embedded DOCSIS

eMTA Embedded MTA
ePS Embedded Portal Services Element
eSAFE Embedded Service/Application Functional Entity

6 CableLabs" 11/17/03
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5 EMBEDDED DOCSIS CABLE MODEM

5.1 Device Interface Reference Model

Referring to Figure 5-1, an eDOCSI S device consists of an embedded DOCSIS cable modem (eCM) and
one or more embedded Service/Application Functional Entities (eSAFES). An eDOCSIS device may aso
have one or more physically exposed interfaces. In addition, only a single secured software image
download is used for the entire eDOCSIS device.

eSAFEsinclude:

* ePS: embedded CableHome Portal Services Logica Element [CH10]
* eMTA: embedded PacketCable Multimedia Terminal Adapter [PC10-MTA, PC10-MIB]

Within an eDOCSI S device, each eSAFE interfaces to the eCM via a point-to-point logical CPE interface.
Figure 5-2 presents a typical CableHome Home Access eDOCSIS Device reference model.
Figure 5-3 presents alogical view of protocol stacks for an eCM to ePS interface.

Figure 5-4 presents atypical PacketCable E-MTA (with DOCSIS cable modem) eDOCSIS Device
reference model.

Figure 5-5 presents alogical view of protocol stacksfor an eCM to eM TA interface.

eDOCSIS Device

eCM - — - ———e—————

| SLED B embedded Service/ §

1
E 1 Application ]
) 1 1 Functional Entities 1§
Logical CPE i Home Network
Interface for PS .'. -:. ePS 1 (Ethernet, USB,
1
Downstream 5 Logical CPE Lo 802.11, etc.)
PHY o | Interface for MTA = i. -:. eMTA i Phone(s)
RE 2 |5¢ Logical CPE P (RI1D)
DOCSIS i) S0
MAC § @i Interface for = & = bu | eSAFES other Interfaces
O |o eSAFEs ]
w | < 1 -:
Upstream ) = . . .. - .
PHY Physical CPE
Interfaces Other CPEs

Figure 5-1 - eDOCSIS Reference Model

11/17/03 CableLabs" 7
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CableHome Home Access Device
RF Home Network
eCM - ePS
CMCI
Figure 5-2 - CableHome Home Access eDOCSIS Device Reference Model
CableHome Home Access Device
eCM ePS
DHCP | TFTP | ToD | sNmP Tron ons, | snp Kerb- DNS | DHCP
SYSLOG ero Server | Server
UDP UDP CAT ICAPT UDP
0
IP, ICMP, ARP IP, ICMP, ARP Public P | IP, ICMP, ARP
1 private IP address 1 pub;hcé;r)églsate P addresses 1 puakijlzjcr/gsnsvate
MAC Mgmt 802.2 LLC Firewall
802.3 Framing MAC Bridge MAC Bridge MAC Bridge/Switch
and Filters
DOCSIS Link .
Security LOglcaI CPE Home LAN Data Link(s)
DOCSIS MAC Interface
MPEG
(ds ony) Home LAN PHY(s)
DOCSIS PHY
] |
RF Home

Network(s)

Figure 5-3 - eCM - ePS Protocol Stacks
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PacketCable E-MTA/DOCSIS CM

RF

EEE——— eCM - s en - eMTA

RJ11(s)

CMCI

Figure 5-4 - PacketCable E-MTA (with DOCSIS CM) eDOCSIS Reference Model

PacketCable E-MTA Device
eCM eMTA
DHCP,TFTP,
DHCP TFTP ToD SNMP NCS SNMP NTP,DNS, K;gbs' RTP/RTCP
SYSLOG
UDP UDP/TCP (RSVP+) MTAO
IP,ICMP, ARP IP,ICMP, ARP,IPSEC
1 private IP address 1 public IP address CODEC(s)
MAC /LLC
. MAC Bridge
802.3 Framing and Filters
DOCSIS Link TR909
Security .
DOCSIS MAC Logical CPE
TPEG Interface FoTS
(d/s only) o PHY(s) ¢
DOCSIS PHY T ... %
J RJ11
RF
POTS

Figure 5-5 - eCM - eMTA Protocol Stacks
5.2 eDOCSIS Requirements
5.2.1 General Requirements

The eCM will provide an SNMP agent which islogically separated from any SNMP agent provided by an
eSAFE.

11/17/03 CableLabs" 9
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Except for MIB objects that are explicitly allowed to be shared, the DOCSI S-specified MIBs MUST only
be accessible through the Management | P address of the eCM. The eSAFE-specified MIBs MUST NOT be
accessible through the Management IP address of the eCM.

The MIB objectsthat MAY be shared are:

* the snmpGroup, systemGroup, udpGroup, icmpGroup and ipGroup (with the exception of
ipNetToMediaT able and ipAddrTable within the ipGroup which MUST NOT be shared).

* the mibs rooted under snmpV2 (1.3.6.1.6).
The eCM MUST act as an entity distinct from, and MUST have logical CPE interfaces to, the eSAFEs.

All messages coming from the DOCSI S data network (labeled RF in the diagrams) destined for eSAFEs
MUST be processed through the eCM first.

The eCM MUST be the only interface to the DOCSI S data network.

In addition, only a single secured software image download MUST be used for the entire eDOCSI S device
and it MUST be controlled by the eCM.

An eCM, MUST meet the requirements of an equivalent standalone cable modem as specified in the
applicable DOCSIS Base Specifications In case any requirement in this document conflicts with a
requirement in the DOCSIS Base Specifications (i.e. DOCSIS 1.0, 1.1 and DOCSIS 2.0), the requirement
in this document takes precedence for any eDOCSIS Device.®

5.2.2 Interface Requirements

The bridging function between RF port and the CPE interfaces (logical or physical) MUST be equivaent to
that of a multi-port learning bridge. Each CPE interface MUST comply with the CM Forwarding Rules
defined in [DOCSISX-RFI]’. In particular:

* MAC addresses seen on the interface are learned or provisioned as defined in [DOCSI Sx-RFI]
specification, and are counted toward the total allowed by the Maximum Number of CPEs
configuration setting.

* Packet forwarding and filtering rules defined in [DOCSI Sx-RFI] specification apply to both
logical and physical CPE interfaces as defined in this specification and in [DOCSI Sx-OSSI]®.

» Dataforwarding through the interface will obey the Network Access Control Object as
defined in [DOCSI Sx-RFI].

5.2.3 Operations Support Requirements
5.2.3.1 ifTable Requirements

The eCM MUST represent the logical interface to each eSAFE with an entry in the if Table with if Type
other(1) as described in [DOCSISx-OSSI] and as detailed below.

If the eCM is embedded into a device which contains an ePS, then:

* TheeCM MUST useiflndex 1 (the Primary CPE interface) to represent the logical interface
between the eCM and the ePS.

¢ Edited per EDOCS-N-03099, 11/11/03, po
"IDOCSISx-RFI] is a shorthand notation for [RFI 1.0, RFI 1.1, and RFI 2.0]
8DOCSISx-0S91] is a shorthand notation for [OSSI 1.0, OSS| 1.1, and OSS| 2.0]

10 CableLabs" 11/17/03



eDOCSIS™ Specification SP-eDOCSIS-102-031117

* TheeCM MUST NOT report in the if Table the physically exposed interfaces associated with
the ePS, and MUST NOT report the MIB Module extensions associated with those interfaces
(e.g. EtherLike-MIB and USB-MIB).

If the eCM is embedded into a device which contains an eMTA, then:

* TheeCM MUST useifIndex 16 to represent the logical interface between the eCM and the
eMTA.

* TheeCM MUST NOT report in theif Table the MTA endpoints (if Type = 198).

TheifXTable MUST be supported in accordance with [RFC 2863]. The Default value of
ifLinkUpDownTrapEnable MUST be enabled(1) for logical interfaces to eSAFEs.

TheifStackTable MUST be supported in accordance with [RFC 2863]. The logical interface to an eSAFE
MUST NOT contain any sub-layers.

Table 5-1 summarizes the ifIndex assignmentsin the eCM. Table 5-2 defines the details of the if Table
entries for an ePS or eMTA which MUST be supported.

Table 5-1 - eDOCSIS ifTable Interface Designations

Interface Type
1 Primary CPE interface
(CableHome ePS WAN interface)
2 CATV-MAC
3 RF-downstream channel
4 RF-Upstream channel
5-15 Other CPE Interfaces
16 Reserved for PacketCable/eMTA
17-31 Reserved for Other eDOCSIS Interfaces

11/17/03 CableLabs" 11
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Table 5-2 - [RFC 2863] ifTable, MIB-Object Details for eDOCSIS Device Interfaces

[RFC 2863] MIB-Object ePS eMTA
details for eCM-eSAFE Interfaces
ifIndex 1 16
ifDescr: MUST match the text "'CableHome Embedded "PacketCable Embedded
Interface” Interface™
ifType other(1) other(2)
ifMtu 0 0
ifSpeed 0 0
ifPhysAddress <empty-string> <empty-string>"

if AdminStatus: Only up/own control are
required for thisinterface. Other values
are optional

up(1), down(2)

up(1), down(2)

ifOperStatus: Only up/own control are
required for thisinterface. Other values
are optional

up(1), down(2)

up(1), down(2)

ifLastChange <per [RFC 2863]> <per [RFC 2863]>™
ifInOctets (n) (n)

ifInUCastPkts (n) (n)

ifINNUCastPkts Deprecated Deprecated
ifiInDiscards 0 0

ifInErrors 0 0

ifUnknownProtos 0 0

ifOutOctets (n) (n)

ifOutUCastPkts (n) (n)
ifOutNUCastPkts Deprecated Deprecated
ifOutDiscards 0 0

ifOUtErrors 0 0

ifOutQlen Deprecated Deprecated

if Specific Deprecated Deprecated

% Edited per EDOCS-N-03099, 11/11/03, po

10 Edited per EDOCS-N-03099, 11/11/03, po

" Edited per EDOCS-N-03099, 11/11/03, po
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5.2.3.2 ipNetToMediaTable Requirements

Table 5-3 shows the details of the ipNetToMediaTable entries that MUST be supported by an ePS and
eMTA.

Table 5-3 - [RFC 2011] ipNetToMedia MIB-Object Details for eDOCSIS Device Interfaces

[RFC 2011] MIB-Object ePsS eMTA
details for eCM-eSAFE Interfaces

ipNetToMedial flndex 1 16

ipNetToMediaPhysAddress WAN-Man MAC Addres§ MTA MAC Address

ipNetToMediaNetAddress WAN-Man Address, if MTA Address, if acquired;
acquired; otherwise otherwise 0.0.0.0
0.0.0.0

ipNetToMediaType static(4) static(4)

5.2.3.3 [RFC 1493] Requirements
Ports associated with SAFEs MUST be added to dot1dBasePortTable.

The dot1dTpFdbTable MUST contain information about learned or provisioned CPEs through the logical
CPE interfaces with learned(3) or mgmt(5) status accordingly.

All bridge statistics of dot1dTpPortTable MUST be supported for logical CPE interfaces.

5.2.4 DHCP Option 43 Syntax Requirements

In order to facilitate device provisioning, all eDOCSIS devices will use DHCP Option 43 during
registration process for providing vendor class identification, embedded component and vendor specific
capability enumerations.

5.2.4.1 General Requirements

Each eCM DHCP DISCOVER MUST use Option 43 and its Sub-options 1 through 10 for Vendor
Specific Information to identify embedded components as specified in Table 5-4.

Similarly, each eSAFE may issueits own DHCP DISCOV ER with Option 43 after eCM has been
successfully registered and operational; details are specified in each eSAFE’ s specification.

5.2.4.2 DHCP Option 43 Syntax

DHCP Option 43 provides device specific information through the use of sub-options. Sub-options 1
through 10 are specified by Cablel abs, sub-options 11-127 are reserved for future Cablel abs use, and sub-
options 128 and above are reserved for vendor use.

The eCM MUST implement the Vendor Specific Information Option (DHCP option 43) as specified in
Table 5-4. Details of DHCP option 43 and its sub-options for eDOCSIS are further defined below. The
definitions of DHCP Option 43 sub-options MUST conform to requirements imposed by [RFC 2132].

The option begins with a type octet with the value of number 43, followed by alength octet. The length
octet is followed by the number of octets of data equal to the value of the length octet. The value of the
length octet does not include the two octets specifying the tag and length.

11/17/03 CableLabs" 13
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DHCP option 43 in eDOCSIS is a compound option. The content of option 43 is composed of one or more
sub-options. Supported DHCP option 43 sub-optionsin eDOCSISisin the range 1-254. A sub-option
begins with atag octet containing the sub-option code, followed alength octet which indicates the total
number of octets of data. The value of the length octet does not include itself or the tag octet. The length
octet isfollowed by "length" octets of sub-option data.

5.2.4.3 DHCP Option 43 Sub-option Encoding

The encoding of each Option 43 sub-option is defined below. See Table 5-4 for the intended purpose of
each sub-option.

The eCM MUST encode DHCP Option 43 sub-option 1 by the number of octets equal to the value of the
length octet of this sub-option, with each octet codifying a requested sub-option.

The eCM MUST encode each of the DHCP Option 43 sub-options 2, 3,4, 5, 6, 7,8, 9and 10 asa
character string consisting of characters fromthe NVT ASCII character set, with no terminating NULL.

An eCM MUST send DHCP Option 43 sub-option 2 containing the character string “ECM” (without the
guotation marks).

An eCM MUST send DHCP Option 43 sub-option 3 containing a colon-separated list of all eSAFE types
in the eDOCSI S device, including at a minimum the colon-separated character string “ECM:<eSAFE>"
(without the quotation marks).

Defined eSAFEs are: "EPS' for CableHome embedded Portal Services Element and "EMTA" for
PacketCable embedded MTA.

An eCM MUST send DHCP Option 43 sub-option 4 containing the device serial number asin MIB object
docsDevSerial Number.

An eCM MUST send DHCP Option 43 sub-option 5 containing the Hardware version number, identical to
the value as reported in <Hardware version> field in MIB object sysDescr.

An eCM MUST send DHCP Option 43 sub-option 6 containing the Software version number, identical to
the value as reported in <Software version> field in MIB object sysDescr.

An eCM MUST send DHCP Option 43 sub-option 7 containing the Boot ROM version number, identical
to the value as reported in <Boot ROM version> field in MIB object sysDescr.

An eCM MUST send DHCP Option 43 sub-option 8 containing a 3-octet, hexidecimally-encoded, vendor-
specific Organization Unique Identifier (OUI) that uniquely identifies the eCM manufacturer. A vendor
MAY use the same OUI asin the eCM’s MAC address, and MAY use asingle OUI to identify all its
eDOCSIS products.

An eCM MUST send DHCP Option 43 sub-option 9 containing the Model number, identical to the value
as reported in <Model number> field in MIB object sysDescr.

An eCM MUST send DHCP Option 43 sub-option 10 containing the Vendor name, identical to the value
as reported in <Vendor name> field in MIB object sysDescr.

In eDOCSIS, DHCP Option 43 sub-option 11-127 are reserved for Cablel abs and MUST NOT be used for
other purpose.
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In eDOCSIS, DHCP Option 43 sub-option 128-254 are reserved for vendors and MAY be used by

vendors.

If the total number of octetsin all DHCP Option 43 sub-options exceeds 255 octets, the eCM MUST
follow [RFC 3396] to split the option into multiple smaller options.

Table 5-4 - DHCP Option 43 Syntax

eCM DHCP Value Description
Option 43
Sub-option 1 The request sub-option vector isalist of sub-options (within option 43) to
be returned to client by the server upon reply to the request. None
defined.
Sub-option 2 “ECM” Device type of the component making the DHCP request. For DOCSIS,
thisis:
e« “ECM”"= embedded Cable Modem (as specified by DOCSIS 1.0, 1.1,
or 2.0 Base Specifications)
Sub-option 3 “ECM: <eSAFE;>" | Colon-separated list of eCM and eSAFE(s) contained in the complete
or eDOCSIS device. First on thelist MUST be “ECM” for eCM. <eSAFE;>
“ECM: <eSAFE,>" | and <eSAFE,>canbe “EMTA” or “EPS’ corresponding to embedded
or MTA and embedded Portal Service Element respectively.
“ECM: <eSAFE;>: For example:
<eSAFE>" e “ECM:EMTA" = A PacketCable/Embedded MTA
e “ECM:EPS’ = A CableHome/Embedded Portal Services Element
e “ECM:EMTA:EPS’ = An Embedded MTA and Embedded Portal
Services Element
Sub-option 4 “<device serial Device serial number asin MIB object docsDevSerial Number
number>" e.g. “123456"
Sub-option 5 “<Hardware Hardware version number. Identical to value as reported in the <Hardware
version>" version> fieldin MIB object sysDescr.
eg. “v.3.2.1"
Sub-option 6 “<Software Software version number. Identical to value as reported in the <Software
version>" version> field in MIB object sysDescr.
eg. “v.1.0.2"
Sub-option 7 “<Boot ROM Boot ROM version. Identical to value as reported in the <Boot ROM
version>" version> field in MIB object sysDescr.
eg. “Bv4.5.6"
Sub-option 8 “<OUI>" A 3-octet, hexidecimally-encoded, vendor-specific Organization Unique
Identifier (OUI) that may match the OUI in eCM’'s MAC address.
Sub-option 9 “<Model number>" | Device model number. Identical to value as reported in the <Model
number> field in MIB object sysDescr.
e.g. “T3000"
Sub-option 10 | “<Vendor name>" Vendor nameor ID. Identical to value as reported in the <V endor name>
fieldin MIB object sysDescr.
e.g. “XYZ Corp”
Sub-options 11 Reserved for Cablelabs.
to 127
Sub-options Reserved for vendors.
128 to 254
11/17/03 CableLabs” 15
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5.2.4.4 Examples (Informative)

5.2.4.4.1 DOCSIS Cable Modem with Embedded PacketCable 1.0 MTA Example

Table 5-5 shows the syntax for DHCP Option 43 for theeCM in an E-MTA.

Table 5-5 - Example eDOCSIS Device: E-MTA

DHCP DISCOVER Options

Value

Description

eCM DHCP DISCOVER

eCM Option 43 sub-option 1

“ <nu| I ="

List of sub-options (within option
43) to be returned by server

eCM Option 43 sub-option 2 "ECM" Embedded cable modem

eCM Option 43 sub-option 3 "ECM:EMTA" ECM followed by alist of
embedded components (eSAFES)

eCM Option 43 sub-option 4 "123456" Device serial number asin MIB
object docsDevSerial Number

eCM Option 43 SUb-Opti on5 "V1.2.3" Hardware version number asin
<Hardware version> field in MIB
object sysDescr.

eCM Option 43 sub-option 6 "V3.2.1" Software version number asin
<Software version> field in MIB
object sysDescr

eCM Option 43 sub-option 7 “Boot 4.5.6” Boot ROM version number asin
<Boot ROM version> field in MIB
object sysDescr

eCM Option 43 sub-option 8 “0204DF” 3-octet OU| as Vendor ID

eCM Option 43 sub-option 9 “Xman200 Device model number asin <Model

number> field in MIB object
sysDescr

eCM Option 43 sub-option 10

“XYZ Broadband”

Vendor name as in <Vendor name>
fieldin MIB object sysDescr

5.2.4.4.2 DOCSIS Cable Modem with Embedded CableHome 1.1 PS Example

Table 5-6 shows the syntax for DHCP Options 43 for the eCM in a CableHome 1.1 E-PS device.

Table 5-6 - Example eDOCSIS Device: DOCSIS 1.1 CableHome/E-PS

DHCP DISCOVER Options

Value

Description

eCM DHCP DISCOVER

eCM Option 43 sub-option 1

“ <nu| | "

List of sub-options (within option 43)
to be returned by server

eCM Option 43 sub-option 2 "ECM" Embedded cable modem

eCM Option 43 sub-option 3 "ECM:EPS" ECM followed by alist of embedded
components (eSAFES)

eCM Option 43 sub-option 4 "123456" Device serial number asin MIB object
docsDevSeria Number

eCM Option 43 sub-option 5 "v1.2.3" Hardware version number asin
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<Hardware version> field in MIB
object sysDescr.

eCM Option 43 sub-option 6 "v3.2.1" Software version number asin
<Software version> field in MIB
object sysDescr

eCM Option 43 sub-option 7 “Boot 4.5.6” Boot ROM version number asin
<Boot ROM version> field in MIB
object sysDescr

eCM Option 43 sub-option 8 “0204DF” 3-octet OUI as Vendor ID

eCM Option 43 sub-option 9 “Xman200” Device model number asin <Model

number> field in MIB object sysDescr

eCM Option 43 sub-option 10

“XYZ Broadband”

Vendor name as in <Vendor name>
fieldin MIB object sysDescr

11/17/03
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5.2.4.4.3 DOCSIS Cable Modem with Embedded PacketCable MTA and CableHome PS

Table 5-7 shows the syntax for DHCP Option 43 for the eCM in an eDOCSI S device that contains the
following embedded components: a DOCSIS 2.0 eCM, a PacketCable 1.0 eMTA and a CableHome 1.1
ePS.

Table 5-7 - Example eDOCSIS Device Containing DOCSIS 2.0 eCM, eMTA and ePS

DHCP DISCOVER Options | Value | Description
eCM DHCP DISCOVER

eCM Option 43 sub-option 1 “<null>" List of sub-options (within option 43)
to be returned by server

eCM Option 43 sub-option 2 "ECM" Embedded cable modem

eCM Option 43 sub-option 3 "ECM:EMTA:EPS" ECM followed by alist of embedded
components (eSAFES)

eCM Option 43 sub-option 4 "123456" Device serial number asin MIB object
docsDevSerial Number

eCM Option 43 sub-option 5 "V1.2.3" Hardware version number asin
<Hardware version> field in MIB
object sysDescr.

eCM Option 43 sub-option 6 "v3.2.1" Software version number asin
<Software version> field in MIB
object sysDescr

eCM Option 43 sub-option 7 “Boot 4.5.6” Boot ROM version number asin
<Boot ROM version> field in MIB
object sysDescr

eCM Option 43 sub-option 8 “0204DF” 3-octet OUI as Vendor ID

eCM Option 43 sub-option 9 “Xman200” Device model number asin <Model
number> field in MIB object sysDescr

eCM Option 43 sub-option 10 “XYZ Broadband” Vendor name asin <Vendor name>
fieldin MIB object sysDescr *

5.2.5 Testability Requirements

In order to verify conformance to this specification and to the DOCSIS Base Specifications, a mechanism
to generate and receive traffic bridged through the eCM is required. eDOCSIS devices that have a
physicaly exposed CMCI (e.g. 10BaseT or USB) can be tested by using external packet generation
equipment connected to that interface.

For cost, security, or other reasons, however, certain eDOCSI S devices may not have an exposed CMCI,
necessitating an aternative mechanism.

Additionally, an eDOCSI S device may have multiple eSAFESs, each with alogical CPE interface (LCI) to
the eCM. This specification places requirements on the L Cls as well as the bridging of traffic among eCM
and eSAFEs.

To this end, a Software Loopback for eDOCSIS (SLED) is specified below.

12 Edited per EDOCS-N-03084, 11/11/03, po
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5.2.5.1 General Requirements

An eCM SHOULD implement SLED. An eCM without an externally accessible CMCI port, or a physical
interface configured to be equivalent to a CMCI port, MUST implement SLED.

5.2.5.2 SLED Protocol Description

5.2.5.2.1 General Description

SLED is an embedded test function residing in an eCM enabling DOCSIS and eDOCSI S conformance
testing coverage, particularly when an exposed CMCI is not available.

The SLED test functions are controlled via SLED MIB objects as specified in Annex A. The SLED MIB
objects MUST be associated with the SNMP stack of the eCM. The SLED MIB objects MUST NOT be
accessible through the CMCI.

To prevent unintended activation of SLED, all SLED functions MUST be disabled by default. SLED
functions MUST only be enabled if the MIB object sledGlobalEnable is set to ‘true' prior to eCM
registration; sledGlobal Enable may be set to 'true’ viainclusion in TLV-11 of the eCM's configuration file.

Figure 5-6 illustrates the SLED reference model.

eDOCSIS Device

Test Station
CMTS eCM LCI

D = eSAFE
Pac;ket - |
Sniffer NSl RFl |<g———
Packet Pack
acket
Generator Loopback @

SLED

Figure 5-6 - SLED Reference Model

The SLED functionality supports:

1. Packet loopback
The primary purpose of the Packet loopback protocol isto enable verification of the receipt of
packets across the LCI by the eSAFE. Once enabled by the SLED MIB object, all packets that are
forwarded to the indicated L CI are encapsulated into a pre-defined packet header (Ethernet DIX
frame header + IP header + UDP header) and reflected back across the LCI to the eCM for
forwarding to the final destination. Typically, the looped-back packets will be addressed to, and
captured by, atest station residing in the Network-Side Interface (NSI) of the CMTS.

2. Packet generation
SLED MIB objects are defined to enable setting up of Ethernet framing and payload transmission
for packet generation and transmission through the LCI to the eCM. The SLED MIB objects
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described below control the packet transmission with parameters such as Ethernet packet header,
packet rate, and the number of packets.

Packet loopback and packet generation SLED functions MUST be able to be controlled
independently.

The packet loopback and packet generation SLED functions MUST NOT disrupt network
connectivity to or from the eSAFE. When SLED loopback is enabled, a packet transmitted across
the LCI in the eCM-to-eSAFE direction, MUST be forwarded to both the eSAFE and the SLED
loopback function. When SLED functions are enabled, packets to/from the eSAFE MUST
continue to be bridged across the LCI.

5.2.5.2.2 Loopback Protocol

An eCM implementing SLED MUST implement the following loopback protocol:

1

The SLED packet loopback function is attached to the L Cl associated with the eSAFE by setting
SLED MIB sledLoopbackl nterface to the eCM's ifIndex number associated with the LCI (per
Table 5-1).

The SLED MIB object sledLoopbackPktHdr is configured with the 42-byte loopback Ethernet
packet/|P/UDP headers (14-byte Ethernet header + 20-byte |Pv4 header + 8-byte UDP header).

As an example, the following loopback header parameters could be used:
a) Ethernet MAC source address = eSAFE MAC address
b) Ethernet MAC destination address = test station MAC address
c) P source address = eSAFE Management |P address
d) IP destination address= test station | P address
€) UDP source port number =7
f) UDP destination port number =7

When the SLED MIB object sledLoopbackinterfaceis set to an ifIndex associated with an LCI
which supports SLED, sledLoopbackPktHdr contains a 42-byte octet string, and
dedLoopbackEnableis set to ‘true’, the SLED MUST operate in aloopback mode.

When operating in loopback mode, all Ethernet packets forwarded across the indicated LCI by the
eCM will be processed as follows:

a) If thereceived Ethernet packet is greater than 1472 octets, the Ethernet packet MUST be
split into two fragments according to | P fragmentation scheme as described in [RFC
791], the first consisting of the first 1472 octets of the Ethernet packet and the second
containing the remaining octets, resulting in two payloads to that are processed as
described below.

b) If thereceived Ethernet packet isless than or equal to 1472 octets, the entire packet
MUST be processed as a single payload.

¢) Each payload generated in step 5a or 5b MUST be prepended with the contents of
dedLoopbackPktHdr.

d) The mutable fieldswithin sledLoopbackPkiHdr MUST be recomputed. The mutable
fields are IP Header Checksum, IP Total Length per [RFC 791], and UDP Checksum,
UDP Length per [RFC 768].

€) If the Ethernet packet is fragmented as defined in step 5a, the appropriate | P header fields
MUST be updated to indicate | P fragmentation. The I P fragmentation header values will
differ depending on if thisisthe first or second fragment being processed (per [RFC
791]). Further, the final 8-bytes of dedLoobpackPktHdr (the UDP header) MUST NOT
be prepended to the second fragment.

f) The Ethernet FCS MUST be computed and appended.

20
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g) Theresulting Ethernet packet MUST be transmitted to the LCI toward the eCM.

6. Whenthe SLED MIB object sledLoopbackEnableis set to ‘false', the SLED loopback function
MUST be disabled.

7. While the SLED loopback function is enabled, the eCM MUST reject changes to
sledLoopbackl nterface or sledLoopbackPktHdr.

Figure 5-7 illustrates the SLED packet loopback encapsulation.

42 Octets 64-1518 Octets 4 Octets
Loopbacl_< Payload: Downstream Ethernet/802 MAC Frame
Encapsulation . . FCS
(fragment into 2 IP fragments if greater than 1472 octets)
Header
6 Octets 6 Octets 2 20 Octets T 8Octets
Octets AN
Ethernet MAC Ethernet MAC Type IP header
Dest Addr = Src. Addr = = Src IP Addr = eSAFE UDP header
test station eSAFE 0800 Dest IP Addr = test station

Figure 5-7 - SLED Packet Loopback Encapsulation

Figure 5-8 illustrates an example of the SLED loopback sequence.

5.2.5.2.3 Packet Generation Protocol

An eDOCSIS device implementing SLED MUST implement the following packet generator protocol:

1. The SLED packet generation function is attached to the eCM's L Cl associated with the eSAFE by
setting SLED MIB sledPktGenlnterface to the ifIndex number associated with the LCI (per Table
5-1).

2. The SLED MIB object sledPktGenPayload is set up to be a complete Ethernet (DIX/802 MAC)
packet, including FCStrailer, for transmission acrossthe LCI. The FCSis set to be correct for the
packet as specified, and MAY be recal culated by the eCM as required for upstream processing;
the SLED is not required to validate the FCS, and a packet with an invalid FCS may be
transmitted with a corrected FCS.

3. The SLED MIB objects sledPktGenRate and sledPktGenNumPkts are set to non-zero values.

4. When dedPktGenlnterface is set to an iflndex associated with an L Cl which supports SLED,
dedPktGenRate and sledPkiGenNumPkts are both set to non-zero values, the SLED Packet
Generator MUST start to send generated Ethernet packets to the LCI in within 250 msec after
dedPktGenTrigger is set to ‘start’; the SLED SHOULD start to transmit packetsto the LCI as
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soon as possible in order to minimize the amount of time it takes to run tests that use the SLED
Packet Generator.

When sledPktGenTrigger is set to ‘start’, the SLED Packet Generator MUST set the SLED MIB
dedPktGenLastTrigger to the current value of the system MIB sysUptime.

The packets generated by the SLED Packet Generator MUST be the exact copies of the Ethernet
packet specified by the SLED MIB dledPktGenPayload. The average rate of generated packets
MUST be as specified by the SLED MIB sledPktGenRate.

The packet generation MUST be continued until the total number of generated packets reaches the
limit as specified by the SLED MIB dedPktGenNumPkts, unless terminated by setting
dedPktGenTrigger to ‘stop’. If sledPktGenTrigger is set to ‘stop’ while packets are being
generated, the SLED SHOULD stop packet generation within 1 second.

While the previous sequence of SLED packetsis still in progress, the eCM MUST regject changes
to dedPktGenlnterface, sledPktGenPayload, sledPktGenNumPkts or sledPktGenRate.

Refer to Figure 5-8 for an illustration of the SLED packet |oopback and generation sequences.

22
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Figure 5-8 - SLED Packet Loopback And Generation Sequences
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Annex A SLED MIB Definition

An eCM implementing SLED MUST implement the following SLED MIB objects.

SLED-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY,
I nt eger 32,
OBJECT- TYPE FROM SNWVPv2- SM
Tr ut hVal ue,
Ti meSt anp FROM SNMPv2-TC
OBJECT- GROUP,
MODULE- COVPLI ANCE FROM SNMPv2- CONF
cl abPr oj Docsi s FROM CLAB- DEF- M B

I nt er facel ndex FROM | F-M B

sl edM b MODULE- | DENTI TY

LAST- UPDATED "200311170000Z" -- Novenber 17, 2003
ORGANI ZATI ON "Cabl eLabs eDOCSI S Wor ki ng G oup"
CONTACT- | NFO

"John Eng

Post al : Cabl e Tel evi si on Laboratories, Inc

400 Centenni al Par kway
Loui sville, CO 80027

U S A
Phone: +1 303-661-9100
Fax: +1 303-661-9199
E-mai |l : m bs@abl el abs. cont

DESCRI PTI ON
"This M B nodul e provi des the managenent objects necessary
to configure and i nvoke the Software Loopback Application
for eDOCSI'S (SLED) functionality. "

REVI SI ON "200311170000Z" -- Novenber 17, 2003

DESCRI PTI ON
“Initial version of the eDOCSIS SLED M B nodul e.
This revision is published as part of the Cabl eLabs
eDOCSI S Speci fication 102.

Acknowl edgenent :
Greg Nakani shi of Modtorola, Inc.

Copyri ght 1999- 2003 Cabl e Tel evi sion Laboratories, Inc.
Al rights reserved."

::= { clabProjDocsis 13 }

-- Admi nistrative assignnents

sl edNotifications OBJECT IDENTIFIER ::={ sledM b 0}
sl edM bQvj ect s OBJECT IDENTIFIER ::= { sledMb 1}
sl edM bNot i fi cati onsQbj ects OBJECT IDENTIFIER ::= { sledMb 2 }
sl edM bConf or mance OBJECT IDENTIFIER ::={ sledMb 3}

-- (bject Goups

sl edd obal OBJECT IDENTIFIER ::= { sledM bOnjects 1}
sl edLoopback OBJECT IDENTIFIER ::= { sledM bnjects 2 }
sl edPkt Gen OBJECT IDENTIFIER ::= { sledM bnjects 3 }
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-- The followi ng group describes the objects that apply to
-- both | oopback and packet generator SLED functionality

sl edd obal Enabl e OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object allows the SLED functionality to be
enabl ed/ di sabl ed.
This object may only be updated prior to device registration
If the device has conpleted registration, any attenpt to
update the value of this object returns 'notWitable'.
Prior to registration, if the value of this object is set to
"true',the SLED functionality is enabled and access to this
M B is all owed.
Prior to registration, if the value of this object is set to
"false', the SLED functionality is disabled and any attenpt to
update other objects in this MB returns 'noAccess'."

DEFVAL {fal se}

::={ sledd obal 1}

-- The foll owi ng group describes the | oopback objects

sl edLoopbackl nt er f ace OBJECT- TYPE

SYNTAX I nt erfacel ndex

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The index of the logical CPE interface (LCl) that the SLED
| oopback function is attached to. |f the index does not

correspond to a LCl supported by this device, 'wongVal ue'
i s returned.

Any attenpt to set this object while sledLoopbackEnable is
set to "true' returns'notWitable' ."

.= { sledLoopback 1 }

sl edLoopbackEnabl e OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Setting this object to '"true' enables the | oopback function
Setting this object to 'false' disables the | oopback function
When enabl ed, all Ethernet packets received by the SLED fromthe
LCl are processed as foll ows:

1. If the received Ethernet packet is greater than 1472 octets,
the Ethernet packet is split into two fragnents, the first
consisting of the first 1472 octets of the Ethernet packet
and the second containing the remaining octets, resulting
in two payl oads that are processed as described below. |If
the received Ethernet packet is less than or equal to 1472
octets, the entire packet will be processed as a single
payl oad.

2. For each payload generated in step 1, the payload is
appended to the contents of sledLoopbackPktHdr.

3. The nutable fields within sl edLoopbackPkt Hdr MUST be

recomputed. The nmutable fields are | P Header Checksum |IP

11/17/03 CableLabs" 25



SP-eDOCSIS-102-031117

Total Length, UDP Checksum and UDP Length.

4. If the Ethernet packet was fragmented in step 1, the
appropriate | P header fields (Flags and Fragnment O fset)
are updated to indicate | P fragnentation

Data-Over-Cable Service Interface Specifications

These I P fragnentati on header values will differ depending on

if thisis the first or second fragnment being processed.
5. The Ethernet FCS is conputed and appended.
6. The resulting Ethernet packet is transnitted to the LCl."

DEFVAL {fal se}
.. = { sledLoopback 2 }

sl edLoopbackPkt Hdr OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE(42))

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"A properly formatted Ethernet (D X)+l P+UDP headers for use in
SLED | oopback processing as described in sledLoopbackEnabl e.
The object value contains nutable fields that are reconputed:
the I P Header Checksum |P Total Length, UDP Length, and
UDP Checksum . Any attenpt to set this object while
sl edLoopbackEnable is set to "true' returns 'notWitable' ."

::={ sl edLoopback 3 }

-- The follow ng group describes the packet generation objects

sl edPkt Genl nt er f ace OBJECT- TYPE

SYNTAX I nt erfacel ndex
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The index of the logical CPE interface (LCl) that the SLED
packet generation function is attached to. |If the index does
not correspond to a LCl supported by the device, 'wongVal ue'

is returned. Any attenpt to set this object while
sl edPkt GenTrigger is set to 'start' returns
"notWitable ."

::={ sledPktGen 1 }

sl edPkt GenPayl oad OBJECT- TYPE
SYNTAX OCTET STRING (Sl ZE(64..1518))
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The properly formatted Ethernet packet payload to be generated.
Any attenpt to set this object while sledPktGenTrigger is set

to

"start' returns 'notWitable'."

c:={ sledPktGen 2 }

sl edPkt GenRat e OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The packet rate (in packets per second) that the SLED is to
transmt the packet specified in the sledPktGnPayl oad. Any
attenpt to set this object while sledPktGenTrigger is set to
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"start' returns 'notWitable'."
DEFVAL {10}
.= { sledPktGen 3}

sl edPkt GenNunPkt s OBJECT- TYPE

SYNTAX I nt eger 32

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Nurber of packets to be generated at the rate specified by
sl edPkt GenRate. Any attenpt to set this object while
sl edPkt GenTri gger has been set to 'start' will return
"notWitable ."

DEFVAL {1}

::={ sledPktGen 4 }

sl edPkt GenTri gger OBJECT- TYPE

SYNTAX | NTEGER {
start(1),
st op(2)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This object controls the packet generation. Setting this object
to 'start' causes the packet generation to begin. Reading this
object will return "start' if a packet generation is in progress,
otherwise it will return 'stop'. Setting this object to 'stop'
whi | e packet generation is in progress aborts the packet
generation. Setting this object to 'start' while packet
generation is in progress, 'wongValue' is returned."”

DEFVAL {stop}

::={ sledPktGen 5 }

sl edPkt GenLast Tri gger OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Val ue of sysUptine when the packet generation was
last triggered.”
::= { sledPktGen 6 }

i @nf or nance | nf or n-atlon EE R I R R I R S R I I I R S S I R R S

sl edM bConpl i ances OBJECT | DENTI FI ER ::
sl edM bGr oups OBJECT | DENTI FI ER ::

{ sl edM bConformance 1 }
{ sl edM bConformance 2 }

-- Conpliance statenents

sl edM bConpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON

"The conpliance statenent for SLED. "
MODULE

-- unconditionally mandatory groups

MANDATCORY- GROUPS {
sl edM bBaseG oup
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}
::={ sledM bConpliances 1 }

sl edM bBaseG oup OBJECT- GROUP
OBJECTS {
sl edd obal Enabl e,
sl edLoopbackl nt er f ace,
sl edLoopbackEnabl e,
sl edLoopbackPkt Hdr ,
sl edPkt Genl nt erf ace,
sl edPkt GenPayl oad,
sl edPkt GenRat e,
sl edPkt GenNunPkt s,
sl edPkt GenTri gger,
sl edPkt GenLast Tri gger

}
STATUS current
DESCRI PTI ON
"Group of object in SLED M B"
:={ sledM bG oups 1 }

END
13

¥ ECOCS-N-03088 11/17/03 added new figure 5-1 and section 5.2.5 thru Annex A
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Appendix B Revision History

The following Engineering Change Notices have been incorporated in SP-e-DOCSIS 102-031117.

ECN Date Summary
Ratified
EDOCS-N-03084 8/20/03 Incorporate DHCP Option 43 for eDOCSIS.
EDOCS-N-03099 10/29/03 Corrections and Clarifications; alignment of rearranged text
with J.eCM submission.
EDOCS-N-03088 10/29/03

Incorporate Software Loopback for eDOCSIS (SLED).
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