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2 J_,J rs2c2"

This interface specification is one of a family of interface specifications designed to facilitate the
implementation of data services over Hybrid Fiber Coax (HFC) cable networks, as well as over coaxial-
only cable networks. Figure 1-1, on the following page, provides the context for this specification in
relation to the data over cable reference architecture and the other interface specificationsin the family.

This specification defines the interface requirements for transport of a class of service known as “Out-Of-
Band (OOB) messaging” between a set-top network controller (or servers) and the customer premise
equipment (CPE). In general, the CPE isintended to be a digital set-top terminal (Host), but may include
other CPE devices, such as Residential Gateways or other dectronic equipment. Traditionally, the
physical transport of this Out-Of-Band messaging has been carried over dedicated channels, as specified
by SCTE/DVS-167 [SCTE1] and SCTE/DVS-178 [SCTEZ2]. This specification defines the applicable
communications standards and protocols heeded to implement an Out-Of-Band messaging interface to the
CPE using DOCSIS transport. It applies to cable systems employing HFC and coaxial architectures.
Specifically, the scope of this specification isto:

¢ Describe the communications protocols and standards to be employed

¢ Specify the data communication requirements and parameters that will be common to all units

The intent of this document is to specify open protocols, with a preference for existing, well-known and
well-accepted standards. This interface specification iswritten to provide the minimal set of requirements
for satisfactory communication between the set-top network controller and the CPE device over DOCSIS
transport. “DOCSIS Set-top Gateway” (DSG) shall be the general term used to describe this interface.

1.2 Purpose of document

Cable operators have deployed millions of digital set-top terminals enabling broadcast and interactive
services. They have aso deployed millions of DOCSIS cable modems with the associated infrastructure,
CMTS, routers, and network connectivity. Thereis significant interest in enabling high-speed data
communications to set-top terminals for advanced services that |everage the existing infrastructure of
digital video and DOCSIS networks. Cable Television Laboratories, Inc. and Cablelabs member
companies, have decided to prepare a series of interface specifications that will permit the early definition,
design, devel opment and deployment of data-over-cable and OpenCable™ systems on an uniform,
consistent, open, non-proprietary, multi-vendor interoperable basis.

The intended service will allow transparent uni-directional and bi-directional transport of Out-Of-Band
messaging over Internet Protocol (IP), between the cable system headend and customer locations, over an
all-coaxia or hybrid-fiber/coax (HFC) cable network. Thisis shown in simplified form in Figure 1-1.

February 28, 2002 CablelLabs” 7
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Regional or Wide — C‘I?::rii’\r?;t?oe: :l ?A,ﬁﬂ}toggggégﬁl
Area Network System Cable Modem
(CMTS)
CMTS Cable
IP Network Network Side Network
Interface

Set-top Network
Contoller

Transparent Transport Of OOB Messaging

Figure 1-1 — Transparent Out-Of-Band Messaging Via DOCSIS

The transmission path over the cable system isrealized at the headend by a Network Controller that is
responsible for managing the set-top terminals, aregional or wide area |P network connecting the
Network Controller to the CMTS, a Cable Modem Termination System (CMTS), and, at each customer
location, a set-top terminal with an embedded Cable Modem (Host). At the headend (or hub), the
interface to the data-over-cable system is called the Cable Modem Termination System - Network-Side
Interface (CMTS-NSI) and is specified in [DOCSIS2].

Theintent is for the cable operators to transparently transport OOB messaging traffic between these
interfaces, including but not limited to I P datagrams (TCP and UDP) in either unicast, broadcast, or
multicast forms.

1.3 Reference Architecture

The reference architecture for the data-over-cable services and interfacesis shown in Figure 1-2.

8 CableLabs” February 28, 2002
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The DOCSIS Set-top Gateway architecture is an adaptation of the DOCSI S reference architecture shown
in Figure 1-2 above. Figure 1-3 below shows how the DOCSIS Set-top Gateway layers on the DOCSIS
reference architecture. Asshown in thisfigure there are potentially multiple servers (1 to L) that function
as the Set-top Network Controller, aregional 1P network or IP backbone that connects these serversto
potentially multiple CMTS (1 to N) located in distribution hubs or headends, an HFC/Cable Network that
connects the CMTS to the Hosts located in the subscriber’ s home. The DOCSIS Set-top Gateway as
shown in this diagram can be implemented in the CMTS or it may be implemented in a separate piece of
equipment. Thelogical view of the DOCSIS Set-top Gateway is shown in Figure 1-4.

Cable Modem Set-top Terminal
ltoM Termination
IP Addresses System [
- (CMTS) - Set-top Terminal
Set-top Terminal
Set-top Network | 1to8
Contoller (1) DSG Tunnels
Termination

IP Regional Network
or IP Backbone

System -
Bl - (CMTS) »{ Set-top Terminal

Set-top Terminal
1to8

1toM DSG Tunnels
IP Addresses Y

i

i

Set-top Network
Contoller (L)

A

Cable Modem Set-top Terminal
External Termination
DSG System

- Set-top Terminal
1to L Servers (CMTS) p

Set-top Terminal
1to8

1to N CMTS DSG Tunnels

|

i

i

Figure 1-3 — DOCSIS Set-top Gateway Physical Diagram

The DOCSIS Set-top Gateway maps | P datagrams received on its IP Network Interface to DSG Tunnels
on the DOCSIStransport. In particular, the DOCSIS Set-top Gateway:

* Receives |P datagrams (either unicast or multicast) on potentially multiple |P addresses (1 to M)

¢ |t then maps these datagrams to potentially multiple DSG Tunnels (1 to 8) on the DOCSI S transport
and forwards them on to the Hosts

Although it islikely that there will be a one-to-one mapping between I1P address and DSG Tunnel, no
restrictions are placed on this mapping. One I P address may be mapped to one or more DSG Tunnels and
Multiple IP addresses may be mapped to one or more DSG Tunnels.

IP Backbone Network HFC/Cable Network

DOCSIS
Set-top
Gat

Set-top Network
Contoller(s)

Set-top Terminals

(0SG)

IP Multicast/Unicast DOCSIS Tunnel

Figure 1-4 — DOCSIS Set-top Gateway Logical Diagram

10 CableLabs” February 28, 2002



SP-DSG-101-020228

DOCSIS Set-top Gateway (DSG) Interface Specification

1.4 Organization of document

The remainder of this document is organized as follows:

*  Section 2 — Provides both normative and informative references for this specification.

*  Section 3 — Provides definitions of terms used in this specification.

*  Section 4 — Provides definitions of abbreviations used in this specification.

*  Section 5 — Provides the detail ed specification of assumptions, constraints, and requirements for the

DOCSIS Set-top Gateway.

* Annex A —Provides the DOCSIS Set-top Gateway MIB definition.

* Appendix | —Isthelist of acknowledgments.

e  Appendix Il —Providesthe ECN revision history.

1.5 Requirements (Conformance Notation)

Throughout this document, the words that are used to define the significance of particular requirements
are capitalized. Thesewords are:

“ M USTH

“MUST NOT”

“SHOULD”

“SHOULD NOT”

“ MAYH

Thisword or the adjective “REQUIRED” means that theitemisan
absolute requirement of this specification.

This phrase means that the item is an absol ute prohibition of this
specification.

Thisword or the adjective “RECOMMENDED” means that there may
exist valid reasonsin particular circumstancesto ignore thisitem, but the
full implications should be understood and the case carefully weighed
before choosing a different course.

This phrase means that there may exist valid reasons in particular
circumstances when the listed behavior is acceptable or even useful, but
the full implications should be understood and the case carefully weighed
before implementing any behavior described with this labdl.

Thisword or the adjective “OPTIONAL” means that thisitem istruly
optional. One vendor may choose to include the item because a particular
marketplace requiresit or because it enhances the product, for example;
another vendor may omit the same item.

February 28, 2002

CablelLabs" 11



DOCSIS Set-top Gateway (DSG) Interface Specification SP-DSG-101-020228

2 REFERENCES

The following standards and other references contain provisions, which through reference in this text,
constitute the whole or parts of a document to which it is necessary to conform in order to claim
compliance to this specification. At the time of publication, the editions indicated were valid. All
references are subject to revision; users of this specification are therefore encouraged to investigate the
possihility of applying the most recent edition of the standards and other references listed bel ow.

2.1 Normative References

[DOCSIS1] Data-Over-Cable Service Interface Specifications, Radio Frequency Interface Specification,
SP-RFIv1.1-107-010829.

[DOCSIS2] Data-Over-Cable Service Interface Specifications, Cable Modem Termination System —
Network Side Interface Specification, SP-CMTS-NSI101-960702.

[DOCSIS3] Data-Over-Cable Service Interface Specifications, Radio Frequency Interface Specification,
SP-RFI-C01-011119.

2.2 Informative References

[DOCSI ] Data-Over-Cable Service Interface Specifications, Operations Support System Interface
Specification, SP-OSSIv1.1-104-010829.

[DOCSIS5] Data-Over-Cable Service Interface Specifications, Basdline Privacy Plus Interface
Specification, SP-BPI+-107-010829.

[OC1] — OpenCable™ Host Device Core Functional Requirements, OC-SP-HOST-CFR-107-01228.
[OC2] — OpenCable™ HOST-POD Interface Specification, OC-SP-HOSTPOD-IF-108-011221.
[OC3] — OpenCable™ Application Platform Specification, OC-SP-OCAP1.0-101-011221.

[OC4] — OpenCable™ Advanced Host Device CORE Functional Requirements, OC-SP-ADVHOST-CFR-
WIP08-020225.

[SCTEL] - Digital Broadband Delivery System: Out of Band Transport - Mode B, SCTE DVS 167, Rev,
2 —March 10,2000.

[SCTEZ] — Digital Broadband Delivery System: Out of Band Transport - Mode A, SCTE DVS 178, Rev.
3 — February 25, 2000.

2.3 Reference Acquisition

Cablel abs Specifications:

Cable Television Laboratories, Inc., 400 Centennial Parkway, Louisville, CO 80027,
Phone 303-661-9100; Fax 303-661-9199; Internet: http://www.cablelabs.com /

SCTE/DV S Specifications:

SCTE - Society of Cable Telecommunications Engineers Inc., 140 Philips Road, Exton, PA 19341
Phone: 610-363-6888 / 800-542-5040, Fax: 610-363-5898, Internet: http://www.scte.org/

12 CablelLabs” February 28, 2002
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3 TERMS AND DEFINITIONS

This specification defines the following terms:

Set-top Terminal — Customer premise equipment (CPE) providing subscription and pay-per-view
broadcast television services and interactive TV services.

Host — A set-top terminal that contains an embedded cable modem and an embedded CPE
component.

Embedded Cable Modem — A DOCSI'S cable modem that is integrated into the customer premise
equi pment.

Embedded CPE — The portion of the Host device that supports the application environment.

Network Controller — Thisis the computer system responsible for managing the set-top terminals or
Hosts within a cable system. It manages set-top terminals or Hosts through control and information
messages sent via a dedicated Out-Of-Band channd.

DSG Tunnel — Thisisabroadcast | P datagram stream originating at the DOCSIS Set-top Gateway
and carrying Out-Of-Band messages intended for set-top terminals. It is carried over the downstream
DOCSIS channel and isidentified by awell know Ethernet MAC address. The well-known Ethernet
unicast MAC address is reserved and published by the CA/POD provider. Multiple DSG tunnels may
exist on a single downstream DOCSIS channel.

Out-Of-Band Messaging —The control and information messages sent from the Network Controller to

one or more set-top terminals or Hosts requiring a dedicated channe congtitute Out-Of-Band
Messaging. Thisincludes the following types of messages:

» Conditional Access (CA) messages including entitlements

» System Information (SI) messages

» Electronic Program Guide (EPG) messages

» Emergency Alert System (EAS) messages

» Other generic messages

4 ABBREVIATIONS AND ACRONYMS

This specification uses the following abbreviations:

CA Conditional Access

CM Cable Modem

CMTS Cable Modem Termination System

CPE Customer Premises Equipment

DOCSIS Data Over Cable Service Interface Specifications
DSG DOCSIS Set-top Gateway

DVS Digital Video Subcommittee

EAS Emergency Alert System

EPG Electronic Program Guide

HFC Hybrid Fiber Coax

February 28, 2002

CablelLabs" 13



DOCSIS Set-top Gateway (DSG) Interface Specification SP-DSG-101-020228

IP Internet Protocol

MAC Media Access Control

MTA Multimedia Terminal Adaptor

0O0OB Out-Of-Band

POD Module Point Of Deployment Module

SCTE Society of Cable Telecommunications Engineers
S System Information

TCP Transmission Control Protocol

UDP User Datagram Protocol

Table 4-1 — Abbreviations and Acronyms

5 DOCSIS SET-TOP GATEWAY

The DOCSIS Set-top Gateway is intended to provide transparent transport of Out-Of-Band messaging that
istraditionally carried on dedicated channels, specifically those defined in SCTE/DVS-167 [SCTE1] and
SCTE/DVS-178 [SCTEZ], over aDOCSIS channel. The following sections detail the requirements and
normative behavior of the DOCSIS Set-top Gateway and the Host for this service.

5.1 Assumptions and Constraints (Informative)

The DOCSIS Set-top Gateway will exist within a constrained environment. This section details the
assumptions regarding the Host and the remainder of the environment that are required in order to enable
this service,

¢ A Host using the DOCSIS Set-top Gateway service must coexist with other DOCSIS devices on the
same DOCSIS channdl (CM+PC, MTA, etc.)

¢ TheHost must be ableto function in either a one-way or two-way environment. The functionality
availablein a one-way environment may be limited to:

* Analog NTSC audio-visual programming: (clear, non-scrambled).

» Digital standard definition audio-visual programming utilizing MPEG-2 main profile @ main
level video and Dolby AC-3 audio:

» broadcast (clear), subscription-based (scrambled or encrypted), and call-ahead Pay-Per-View
(PPV) (scrambled or encrypted).

Call-ahead Pay-Per-View is a paid service in which the viewer pre-subscribes selected
programming via telephone.
» Passthrough of digital high definition audio-visual programming.
* Sincethe DOCSIS Set-top Gateway provides a one-way stream of Out-Of-Band messages, DOCSIS

Basdline Privacy Interface (BPI), Basdline Privacy Plus Interface (BPI+), and Quality of Service
(QoS) do not apply to the DSG transport.

* TheDOCSIS Set-top Gateway specification must work for both embedded and POD (removable)
security implementations.

* TheDOCSIS Set-top Gateway specification must not require modifications to existing DOCSIS
protocols.

14 CablelLabs” February 28, 2002
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* TheDOCSIS Set-top Gateway specification must not impact the security of the CA systems
negatively.

*  TheHost must use atwo-way |P session over DOCSIS for al return traffic. For example,

* An Out-Of-Band polling message is sent from the network controller server to the set-top via
the DOCSI S Set-top Gateway

» TheHost and/or POD module response to the message is returned to the headend via IP over
DOCSIS

¢ TheHost cable modem must follow standard DOCSI S initialization and registration process, with the
following specific exceptions (as specified by [OC4]):

* In acquiring the appropriate DOCSI S downstream channdl, the set-top will search for the first
DOCSIS channd that contains the well known Ethernet MAC address(es) reserved by the
CA/PQOD provider.

» TheHost must only attempt to register on the network after acquiring the appropriate DOCSIS
downstream channel.

» TheHost and embedded DOCSI S cable modem must not reboot under circumstances in which
the DOCSIS T4 timer expires due to reasons such as reverse channel impairments or periodic
maintenance adjustment failure. Rather, it will continue to receive and process the DOCSIS
forward channdl.

» TheHost must periodically attempt to re-register after 1oss of the upstream channdl. There-
registration processis detailed in [OC4] and includes the following steps:

1. Ranging

2. Obtain IP parameters via DHCP

3. Obtain Time of Day

4. Download configuration file

5. Registration (involving the registration request and response and ack for DOCSIS 1.1).

The Figure 5-1 shows a state transition diagram between the one-way and two-way modes of operation.

Locate DOCSIS

downstream carrier Determine DOCSIS
containing well known upstream carrier and
MAC address register with CMTS

Periodic attempts to register
with CMTS succeeds

Power Applied
or Cold Restart

One-way
Operation

Two-way
Operation

-
-

Periodic attempts to
register with CMTS fails

Power removed or Timeout on periodic
user initiated reboot station management
messages from CMTS

Figure 5-1 — Host State Transition Diagram
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5.2 Normative Requirements

The following are the normative requirements for the DOCSIS Set-top Gateway:

The DOCSIS Set-top Gateway MUST provide one-way downstream transport for Out-Of-Band
messaging.

The DOCSIS Set-top Gateway MUST support multiple simultaneous Conditional Access systems.

The DOCSIS Set-top Gateway MUST support an aggregate throughput of 2.048 Mbps per
Conditional Access system. Informative note: Currently deployed Conditional Access systems
require as much as 2.048 Mbps for Out-Of-Band messaging.

The DOCSIS Set-top Gateway MUST rate limit the aggregate output to 2.048 Mbps per Conditional
Access system. Informative note: The buffer capacity contained in the OpenCable™ Advanced Host
islimited and data rates in excess of 2.048 Mbps can potentially overflow this buffer.

The DOCSIS Set-top Gateway MUST support up to 8 DSG Tunnels per Conditional Access System.
Informative note: Currently, five potentially independent Out-Of-Band message flows have been
identified. Allowing 60% headroom for future expansion was considered adequate.

The DOCSIS Set-top Gateway MUST be configurabl e to support forwarding on one or more DOCSIS
downstream channels (see Annex A for specification of the MIB to manage this configuration
parameter).

If Dynamic Channel Change (DCC) isimplemented and used to change downstream channels, then
the OOB Messaging data MUST be forwarded onto all DOCSIS downstream channels.

The DOCSIS Set-top Gateway MAY be implemented either on aCMTS or on a separate piece of
equi pment.

There MAY be a many-to-one mapping of the DOCSIS Set-top Gateway | P addresses to the DSG
Tunnels. Alternatively, a one-to-one mapping MAY be used.

The mapping of 1P address(es) to DSG Tunnels MUST be configured in the DOCSIS Set-top
Gateway (see Annex A for specification of the MIB to manage this configuration parameter). ThelP
address(es) SHOULD belong to the Host subnet. These mappings consist of an IP address on thein-
bound side of the DSG and the well-known Ethernet MAC address assigned to the DSG Tunnel. The
well-known Ethernet unicast MAC addressis reserved and published by the CA/POD provider.

The DOCSIS Set-top Gateway' s P address(es) MAY be part of a multicast group if the network
controller choosesto send al of the Out-Of-Band Messaging datato all DOCSIS Set-top Gateways
simultaneoudly via IP Multicast.

Equally, the Out-Of-Band Messaging data MAY be sent via unicast to each DOCSIS Set-top Gateway
individually if the Network Controller chooses not to use | P multicast.

DOCSIS Set-top Gateway MUST be supported on a DOCSIS 1.0 and DOCSIS 1.1 implementation.

The minimum data rate of one packet per second MUST be maintained on this interface to keep the
acquisition time of the appropriate DOCSIS channel to less than one second. Theintent isthat the
data be present at a sufficiently high rate such that in the process of searching for and trying to
acquire a DOCSI'S channel, no exorbitant amount of time needs to be spent on any DOCSIS channel
that does not carry OOB data.

16
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* TheDOCSIS Set-top Gateway MUST forward the | P packets received at its configured | P address(es)
by performing a MAC level rewrite (replace destination MAC address with the DSG Tunnel MAC
address and source MAC address with the DSG HFC side MAC address) of the destination Ethernet
MAC address to the corresponding DSG Tunnel address. The IP packet MUST remain unchanged.
Thisisshown in detail in Figure 5-2.

DOCSIS
Set-top
Gateway

IP Backbone Network DOCSIS HFC Network

<Destination MAC Address> = <DSG Input MAC Address*> MAPPED——————  <Destination MAC Address> = <DSG Tunnel MAC Address**>
<Source MAC Address> = <Network Controller MAC Address**> MAPPED ——— | <Source MAC Address> = <DSG Output MAC Address>
<Destination IP Address> = <DSG IP Address> UNCHANGED ———» <Destination IP Address> = <DSG IP Address>
<Source IP Address> = <Network Controller IP Address> UNCHANGED ———» <Source IP Address> = <Network Controller IP Address>
DSG IP Packet Payload UNCHANGED ————p» DSG IP Packet Payload
DSG Input Packet DSG Output Packet

* The <DSG Input MAC Address> may be a MAC address of the CMTS if the DSG is implemented in the CMTS, or the MAC address of the
independent device on which the DSG is implemented.

** The <Network Controller MAC Address is the MAC address of the Network Controller or the MAC address of the nearest intervening router in
the IP Backbone Network.

*** The <DSG Tunnel MAC Address> is the well known MAC Address to which the <DSG IP Address> is mapped.

Figure 5-2 - DSG Packet Processing

¢ TheDOCSIS Set-top Gateway MUST not forward packets of protocol types other than 1P onto the
DSG Tunndl.

¢  Thedownstream DOCSIS PDUs encapsulating the DSG OOB messages MUST have Function Code
bits set to the Packet PDU codepoint.

¢ TheDOCSIS Set-top Gateway MUST be ableto filter packets based on port number and protocol
type.

* There MUST be support for a maximum of eight well-known Ethernet MAC addresses per
Conditional Access system or POD provider that can be used for the DSG Tunnels over the DOCSIS
network.

¢  The wel-known Ethernet MAC addresses MUST be Ethernet addresses reserved by the Conditional
Access system or POD provider.

*  The choice of which DOCSI'S downstream channels (one or more) the DOCSIS Set-top Gateway will
use to forward the Out-Of-Band Messaging data is a DOCSIS Set-top Gateway configuration
parameter (see Annex A for specification of the MIB to manage this configuration parameter).

¢ The DOCSIS Set-top Gateway MAY use source address verification to prevent forwarding of packets
originating from other than atrusted Network Controller.
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The DOCSIS Set-top Gateway MAY use dedicated links, Secure Sockets Layer (SSL/TSL), virtual
private networks (VPN), IPSec or other means to provide secure connections between it and the

Network Controller. The specifics of how this may be implemented are beyond the scope of this
document.

The DOCSIS Set-top Gateway SHOULD use the following | P address for access to the DSG MIBs:

*  When the DSG isimplemented in the CMTS it should use the IP address used to access the
other DOCSIS MIBs.

*  When the DSG isimplemented in a standalone device it should use the device' s network |P
address.

18
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Annex A. DOCSIS Out-Of-Band Gateway MIB Definition
(Normative)

DOCSI S- SETTOP- GATEWAY-M B DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY,
OBJECT- TYPE,
Unsi gned32,
I nt eger 32,
Count er 32
FROM SNWVPv2- SM
Di spl ayStri ng,
Tr ut hVal ue,
MacAddr ess,
RowsSt at us
FROM SNWVPv2- TC
OBJECT- GROUP,
MODUL E- COVPL| ANCE
FROM SNWVPv2- CONF
cl abPr oj Docsi s
FROMV CLAB- DEF- M B
| net Addr essType,
| net Addr ess
FROM | NET- ADDRESS- M B
I nt erfacel ndex
FROM I F-M B; -- RFC2233

dsgM B MODULE- | DENTI TY
LAST- UPDATED "200228020000Z" -- February 28, 2002
ORGANI ZATI ON " Cabl e Tel evi si on Laboratories, Inc."
CONTACT- | NFO

" Ral ph W Br own

Post al : Cabl e Tel evi sion Laboratories, Inc.

400 Centenni al Par kway

Loui svill e, Col orado 80027-1266

U S A

Phone: +1 303-661-9100

Fax: +1 303-661-9199

E-nmil : r. brown@abl el abs. cont
DESCRI PTI ON

"This is the MB Mddule for the DOCSI S Set-top Gat eway
(DSG@. The DSG provides a one-way | P datagramtransport
for Qut-OF-Band (OOB) nessaging to cable set-top termnals.
The one-way | P datagramtransport is called a DSG Tunnel .

A DSG Tunnel is a broadcast |P datagram stream origi nating
at the DOCSIS Set-top Gateway and carryi ng Qut-COf - Band
nmessages intended for set-top terminals. It is carried over
one or nore downstream DOCSI S channels and is identified by
a well know Ethernet unicast MAC address. The wel | - known

Et her net uni cast MAC address is reserved and published

by the CA/PQD provider. A CA/POD provider is limted to

ei ght DSG Tunnels to transport their OOB Messagi ng.

Mul tiple DSG Tunnels may exi st on a single downstream DOCSI S
channel .
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This MB is inmplenented as four groups, the CA Vendor Tabl e,
t he DSG Tunnel Table, the Downstream Table, and the DSG I P
Filter Table.

1) The CA Vendor Tabl e associates a CA Vendor Nane with a CA
Vendor | ndex and the nunber of DOCSI S downstream channel s
carrying this CA OOB nessaging (a value of zero inplies
al | downstream channels carry the associ ated CA Vendor's
OOB nessagi ng streans).

2) The DSG Tunnel Tabl e associates an input |IP Address and
an out put MAC Address with a CA Vendor |Index and a Tunnel
nunmber (1 through 8).

3) The Downstream Tabl e associates a CA Vendor Index with a
DOCSI S downst ream channel interface index (Iflndex).

4) The DSG IP Filter Table associates an IP filter with a
DSG Tunnel. This allows the DSG to be configured to
reject or accept (forward) |P packets based on source and
destinati on address/ nask, protocol, source/dest port and

TOS/ mask.
These tables are all dynamic in nature. Individual rows can
be created or deleted as necessary. |In general, the DSGis
configured once per CA system"”
REVI SI ON "2001100900002"
DESCRI PTI ON

"I'nitial revision, published as part of DOCSIS Set-top
CGat eway Specification.”

REVI SI ON "2002280200002"

DESCRI PTI ON
"Updated to support IPv4 and | Pv6 | P addresses and to
correct a nunber of mnor errors.”

::={ clabProjDocsis 1}

-- The CA Vendor Tabl e contains the CA Vendor |ndex, the CA Vendor
-- Nane, the Number of Downstream Channels, and the Enabl ed/ Di sabl ed

-- status.
dsgCaVendor OBJECT IDENTIFIER ::= { dsgMB 1 }
dsgCaVendor Next | ndex OBJECT- TYPE

SYNTAX Unsi gned32( 0. . 65535)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"ldentifies a hint for the next val ue of
dsgCaVendor | ndex
to be used in a row creation attenpt for the
dsgCaVendor Tabl e
table. If no newrows can be created, this object wll
have a val ue of zero."
::= { dsgCaVendor 1 }

dsgCaVendor Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsgCaVendor Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"The DSG CA Vendor Tabl e associates a CA Vendor | ndex

with the CA Vendor Nane and the nunber of downstream

channel s that carry the CA Vendor's OOB Messaging."
.= { dsgCaVendor 2 }

dsgCaVendor Entry OBJECT- TYPE

SYNTAX DsgCaVendor Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry in the CA Vendor Table. Rows are created by
an SNMP SET request setting the val ue of
dsgCaVendor RowSt atus to 'createAndGo' or

'createAndWait'. Rows are deleted by an SNVP SET
request setting the value of dsgCaVendor RowStatus to
"destroy'."

I NDEX  { dsgCaVendor | ndex }
.. = { dsgCaVendor Table 1 }

DsgCaVendor Entry ::= SEQUENCE {
dsgCaVendor | ndex Unsi gned32,
dsgCaVendor Nane Di spl ayStri ng,

dsgNunber Of Channel s Unsi gned32,
dsgCaVendor Enabl ed Tr ut hVal ue,
dsgCaVendor RowsSt at us RowSt at us

}

dsgCaVendor | ndex OBJECT- TYPE
SYNTAX Unsi gned32( 1. . 65535)
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"The row i ndex into the CA Vendor Table"
::= { dsgCaVendorEntry 1 }

dsgCaVendor Name OBJECT- TYPE

SYNTAX Di spl ayString

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The nane of the CA Vendor. Cannot be changed
if the value of dsgCaVendor RowStatus is active."

.= { dsgCaVendorEntry 2 }

dsgNunber O Channel s OBJECT- TYPE

SYNTAX Unsi gned32( 0. . 65535)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The nunber of DOCSIS downstream channel s on
whi ch the CA Vendor's OOB nessages are carri ed.
A value of zero inplies that the CA Vendor's
OOB nessages are carried on ALL DOCSI S downst ream
channel s. Cannot be changed if the val ue of
dsgCaVendor RowSt atus is active."

::= { dsgCaVendorEntry 3 }

dsgCaVendor Enabl ed OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-create

February 28, 2002 CablelLabs” 21



DOCSIS Set-top Gateway (DSG) Interface Specification SP-DSG-101-020228

STATUS current

DESCRI PTI ON
"The enabl ed/ di sabl ed status of the CA Vendor's
OB Message forwarding. A value of true indicates
that DSG forwards OOB nessages onto the DSG Tunnel .
A val ue of false indicates that no OOB nessages
are forwarded."

DEFVAL { true }

::= { dsgCaVendorEntry 4 }

dsgCaVendor Rowst at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of the row"
::= { dsgCaVendorEntry 5 }

-- The DSG Tunnel Table - contains the DSG Tunnel I|ndex, the input
-- | P Address, the output MAC Address, the CA Vendor I|ndex, and the
-- Tunnel Number (1..8)."

dsgTunnel OBJECT IDENTIFIER ::= { dsgMB 2 }
dsgTunnel Next | ndex OBJECT- TYPE
SYNTAX Unsi gned32( 0. . 65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Identifies a hint for the next value of dsgTunnel | ndex
to be used in a row creation attenpt for the
dsgTunnel Table table. |If no new rows can be created,
this object will have a value of zero."

::= { dsgTunnel 1}

dsgTunnel Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsgTunnel Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The DSG Tunnel Table associates an input |P Address and
an out put MAC Address with a CA Vendor |Index and a
Tunnel nunber (1 through 8)."

;.= { dsgTunnel 2}

dsgTunnel Entry OBJECT- TYPE

SYNTAX DsgTunnel Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry in the DSG Tunnel Table. Rows are created by
an SNWP SET request setting the val ue of
dsgTunnel RowSt atus to 'createAndGo' or 'createAndWait'.
Rows are del eted by an SNVWP SET request setting the
val ue of dsgTunnel RowStatus to 'destroy'."

INDEX  { dsgl nput Address, dsgQut put Address }

::= { dsgTunnel Table 1 }

DsgTunnel Entry ::= SEQUENCE {
dsgTunnel | ndex Unsi gned32,
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dsgl nput Addr essType | net Addr essType,

dsgl nput Addr ess | net Addr ess,
dsgQut put Addr ess MacAddr ess,
dsgTunnel Nunmber I nt eger 32,
dsgTunnel RowsSt at us RowSt at us

}

dsgTunnel | ndex OBJECT- TYPE

SYNTAX Unsi gned32( 1. . 65535)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The row i ndex into the DSG Tunnel table"
::= { dsgTunnel Entry 1 }

dsgl nput Addr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The type of internet address of dsgFilterlpSaddr.
Cannot be changed if the val ue of dsgTunnel RowSt at us
is active."

::= { dsgTunnel Entry 2 }

dsgl nput Addr ess OBJECT- TYPE

SYNTAX I net Addr ess

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The DSG Tunnel |nput |IP address. Cannot be changed
if the value of dsgTunnel RowStatus is active."

::= { dsgTunnel Entry 3 }

dsgCQut put Addr ess OBJECT- TYPE
SYNTAX MacAddr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The the DSG Tunnel Qutput MAC address. Cannot be

changed if the value of dsgTunnel RowStatus is active.

::= { dsgTunnel Entry 4 }

dsgTunnel Nurber OBJECT- TYPE

SYNTAX I nt eger 32(1..8)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The CA Vendor's DSG Tunnel Nunber (1..8) for this

entry."

::= { dsgTunnel Entry 5 }

dsgTunnel RowSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of the row"
::= { dsgTunnel Entry 6 }
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-- The Downstream Tabl e contai ns the DSG Downstream | ndex, the CA
-- Vendor |ndex, and the DOCSI S downstream channel |nterface |ndex
-- (IfIndex).

-- The Downstream Tabl e associ ates a CA Vendor Index with a DCOCSI S
-- downstream channel interface index (Iflndex). Al DSG Tunnels
-- with that CA Vendor Index are carried on this DOCSI S downstream

-- channel. Note: this table only exists if one or nore CA Vendors
-- OOB nessages are carried on a sub-set of the avail able DOCSI S
-- downstream channel s, i.e. dsgNunmber O Channels is non-zero for
-- any entry in the CA Vendor Table.
dsgDownst ream OBJECT IDENTIFIER ::= { dsgMB 3 }
dsgDownst r eanNext | ndex OBJECT- TYPE
SYNTAX Unsi gned32( 0. . 65535)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Identifies a hint for the next val ue of
dsgDownstreanl ndex to be used in a row creation attenpt
for the dsgDownstreaniTable table. |If no new rows can be
created, this object will have a value of zero."

::={ dsgDownstream 1 }

dsgDownst r eaniTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsgDownstreanEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The DSG Downstream Tabl e associ ates a CA Vendor | ndex
with a DOCSI S downstream channel interface index
(IfIndex)."
.. = { dsgDownstream 2 }

dsgDownst r eanEnt ry OBJECT- TYPE

SYNTAX DsgDownst r eanEnt ry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"An entry in the DSG Downstream Table. Rows are created
by an SNMP SET request setting the val ue of
dsgDownst reanRowSt at us to ' creat eAndGo' or
'createAndWait'. Rows are deleted by an SNVP SET
request setting the val ue of dsgDownstreanRowSt at us
to 'destroy'."

INDEX  { dsgDownstreantCal ndex, dsgDownstream flndex }

.= { dsgDownstreanTable 1 }

DsgDownstreantEntry :: = SEQUENCE {
dsgDownst r eam ndex Unsi gned32,
dsgDownst r eantCal ndex Unsi gned32,
dsgDownst r ean f | ndex I nt erfacel ndex,
dsgDownst r eamrRowsSt at us RowSt at us
}
dsgDownst r eanl ndex OBJECT- TYPE
SYNTAX Unsi gned32( 1. . 65535)
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"The row i ndex into the DSG Downstreamtabl e"
::= { dsgDownstreantEntry 1 }

dsgDownst r eantCal ndex OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The CA Vendor |ndex associated with this downstream
channel . "

::= { dsgDownstreantEntry 2 }

dsgDownst reani f I ndex OBJECT- TYPE

SYNTAX I nterfacel ndex(1..2147483647)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The Interface I ndex associated with this downstream
channel . "

::= { dsgDownstreanEntry 3 }

dsgDownst r eanRowsSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of the row"
::= { dsgDownstreantEntry 4 }

-- The DSG IP Filter Table contains the IP filter control, the DSG

-- tunnel index, the broadcast/multicast indication, the source IP

-- address/ mask, the destination |IP address/ mask, the protocol type,
-- source IP port range, the destination IP port range, the TCS

-- type/ mask, nunber of packet matches, and the continue flag.

dsgFilterlp OBJECT IDENTIFIER ::= { dsgMB 4 }

-- The default behavior for packets that do not match any IP
-- filter is defined by dsgFilterlpDefault.

dsgFil terl pDefault OBJECT- TYPE
SYNTAX | NTEGER {
di scard(1),
accept (2)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"If set to discard(1l), all packets not matching an IP
filter will be discarded. If set to accept(2), all
packets not matching an IP filter will be accepted for

further processing (e.g., bridging). At initial system

startup, this object returns accept(2)."
c:={ dsgFilterlip 1}

dsgFil terl pNext | ndex OBJECT- TYPE

SYNTAX Unsi gned32( 0. . 65535)
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"ldentifies a hint for the next val ue of
dsgFilterlplndex to be used in a row creation attenpt
for the dsgFilterlpTable table. If no new rows can be
created, this object will have a value of zero."

c:={ dsgFilterlp 2}

dsgFil terl pTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DsgFilterlpEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Alist of filters to apply to IP traffic. Filter
application is ordered by the filter index. Packets

which match no filters are discarded or forwarded
according to the setting of dsgFilterlpDefault.

Any | P packet can theoretically match multiple rows of
this table. When considering a packet, the table is
scanned in row i ndex order (e.g. filter 10 is checked
before filter 20). |If the packet matches that filter
(which neans that it matches ALL criteria for that row),
t he packet is rejected or accepted according to the
dsgFilterlpControl. If the packet was di scarded
processing is conplete. |If dsgFilterlpContinue is set
to true, the filter conparison continues with the next
row in the table | ooking for additional matches."
c:={ dsgFilterlp 3}

dsgFilterl pEntry OBJECT- TYPE

DsgFilterlpEntry :

SYNTAX DsgFilterl pEntry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"Describes a filter to apply to IP traffic received on a DSG
Tunnel input IP address. All identity objects in this
table (e.g. source and destination address/nask, protocol,
and source/dest port) nust match their respective fields in
t he packet for any given filter to match."

I NDEX { dsgFilterlplndex }
c:={ dsgFilterlpTable 1 }

: = SEQUENCE {

dsgFil terl pl ndex I nt eger 32,
dsgFil terl pControl | NTEGER,

dsgFil terl pTunnel Unsi gned32,
dsgFi |l ter | pBroadcast Tr ut hVal ue,
dsgFi |l ter | pSaddr Type | net Addr essType,
dsgFi |l ter| pSaddr | net Addr ess,
dsgFil terl pSmaskType | net Addr essType,
dsgFil terl pSnask | net Addr ess,
dsgFi | t er | pDaddr Type | net Addr essType,
dsgFi |l ter | pDaddr | net Addr ess,
dsgFi |l ter | pDmaskType | net Addr essType,
dsgFi |l ter | pDnask | net Addr ess,
dsgFi |l terl pProtocol I nt eger 32,
dsgFil terl pSourcePort Low I nt eger 32,

dsgFi | terl pSour cePort H gh I nt eger 32,

dsgFi |l ter | pDest Port Low I nt eger 32,
dsgFil ter| pDest PortHi gh I nt eger 32,
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dsgFilterlpTos OCTET STRI NG
dsgFil terl pTosMask OCTET STRI NG
dsgFil terl pMat ches Count er 32,
dsgFilterl pContinue Tr ut hVal ue,
dsgFi |l ter| pRowst at us RowSt at us

}

dsgFil terl pl ndex OBJECT- TYPE

SYNTAX I nteger32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Index used to order the application of filters.
The filter with the | owest index is always applied
first."

::={ dsgFilterlpEntry 1}

dsgFilterl pControl OBJECT- TYPE
SYNTAX | NTEGER {
di scard(1),
accept (2)

MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"If set to discard(1l), all packets matching this filter
wi Il be discarded and scanni ng of the renainder of the
filter list will be aborted. If set to accept(2), al
packets matching this filter will be accepted for further
processing (e.g., bridging). If dsgFilterlpContinue
is set to true, see if there are other natches, otherw se
done.

If is dsgFilterlpContinue is set to true, continue
scanning the table for other matches, otherw se done."
DEFVAL { discard }
c:={ dsgFilterlpEntry 2}

dsgFil terl pTunnel OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The DSG Tunnel to which this filter applies. The
val ue corresponds to a DSG Tunnel in the DSG Tunnel Table."
.= { dsgFilterlpEntry 3}

dsgFil terl| pBroadcast OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"If set to true(l), the filter only applies to multicast
and broadcast traffic. If set to false(2), the filter
applies to all traffic."

DEFVAL { fal se }

c:={ dsgFilterlpEntry 4}

dsgFi |l terl pSaddr Type OBJECT- TYPE
SYNTAX | net Addr essType
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MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The type of internet address of dsgFilterlpSaddr."
::={ dsgFilterlpEntry 5}

dsgFil terl pSaddr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The source | P address, or portion thereof, that is to be
mat ched for this filter. The source address is first
masked (and' ed) agai nst dsgFilterlpSnask before being
conpared to this value. A value of 0 for this object
and 0 for the mask matches all | P addresses."
DEFVAL { '00000000'h }
::={ dsgFilterlpEntry 6 }

dsgFil terl pSmaskType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The type of internet address of dsgFilterl pSmask."
2= { dsgFilterlpEntry 7 }

dsgFil terl pSnask OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"A bit mask that is to be applied to the source address
prior to matching. This mask is not necessarily the sane
as a subnet nask, but 1's bits nmust be | eftnost and
conti guous. "
DEFVAL { '00000000' h }
::={ dsgFilterlpEntry 8 }

dsgFi | ter| pDaddr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The type of internet address of dsgFilterlpDaddr."
.= { dsgFilterlpEntry 9 }

dsgFi |l terl pDaddr OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The destination |IP address, or portion thereof, that is
to be matched for this filter. The destination address is
first nmasked (and' ed) against dsgFilterl pDrask before
being conpared to this value. A value of 0 for this
object and 0 for the mask matches all |P addresses.”

DEFVAL { '00000000' h }

c:={ dsgFilterlpEntry 10 }
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dsgFi |l terl pDmaskType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The type of internet address of dsgFilterlpDrask."
c:={ dsgFilterlpEntry 11 }

dsgFil terl pDmask OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"A bit nmask that is to be applied to the destination
address prior to matching. This mask is not necessarily
the sane as a subnet mask, but 1's bits nust be | eftnost
and contiguous. "

DEFVAL { '00000000'h }

c:={ dsgFilterlpEntry 12 }

dsgFil terl pProtocol OBJECT- TYPE

SYNTAX | nt eger 32 (0. . 256)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The I P protocol value that is to be matched. For exanple:
icnp is 1, tcpis 6, udp is 17. A value of 256 natches
ANY protocol ."

DEFVAL { 256 }

c:={ dsgFilterlpEntry 13 }

dsgFil terl pSourcePort Low OBJECT- TYPE
SYNTAX | nt eger 32 (0..65535)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"If dsgFilterlpProtocol is udp or tcp, this is the
i nclusive | ower bound of the transport-I|ayer source port
range that is to be matched, otherwise it is ignored
during matching."”
DEFVAL { 0 }
c:={ dsgFilterlpEntry 14 }

dsgFil terl pSourcePort H gh OBJECT- TYPE

SYNTAX | nt eger 32 (0..65535)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"If dsgFilterlpProtocol is udp or tcp, this is the
i ncl usi ve upper bound of the transport-I|ayer source port
range that is to be matched, otherwise it is ignored
during matching."”

DEFVAL { 65535 }

c:={ dsgFilterlpEntry 15 }

dsgFil terl pDest Port Low OBJECT- TYPE
SYNTAX I nt eger 32 (0..65535)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
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"If dsgFilterlpProtocol is udp or tcp, this is the
i nclusive |ower bound of the transport-Ilayer destination
port range that is to be matched, otherwise it is ignored
during nmatching."”
DEFVAL { 0 }
c:={ dsgFilterlpEntry 16 }

dsgFil terl pDest Port H gh OBJECT- TYPE

SYNTAX I nt eger 32 (0..65535)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"If dsgFilterlpProtocol is udp or tcp, this is the
i ncl usi ve upper bound of the transport-|ayer destination
port range that is to be matched, otherwise it is ignored
during natching."”

DEFVAL { 65535 }

c:={ dsgFilterlpEntry 17 }

dsgFi |l terl| pMat ches OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Counts the nunber of times this filter was matched.
This object is initialized to O at boot, or at row
creation, and is reset only upon reboot."

c:={ dsgFilterlpEntry 18 }

dsgFilterlpTos OBJECT- TYPE
SYNTAX OCTET STRING ( Sl ZE (1))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This is the value to be natched to the packet's
TOS (Type of Service) value (after the TGOS val ue
is ANDd with dsgFilterlpTosivask). A value for this
object of 0 and a mask of O matches all TGOS val ues.”
DEFVAL { '00'h }
c:={ dsgFilterlpEntry 19 }

dsgFil terl pTosMask OBJECT- TYPE

SYNTAX OCTET STRING ( SIZE (1) )
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The mask to be applied to the packet's TOS val ue before
mat chi ng. "

DEFVAL { '00' h }
::={ dsgFilterlpEntry 20 }

dsgFil terl pConti nue OBJECT-TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"I'f this value is set to true, and dsgFilterlpContro
i s anything but discard (1), continue scanning and
applying policies.”

DEFVAL { fal se }
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c:={ dsgFilterlpEntry 21 }

dsgFil terl pRowst at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Controls and reflects the status of rows in this
table. Specifying only this object (with the appropriate
index) on a DSGis sufficient to create a filter row which
mat ches all inbound packets on the ethernet interface,
and results in the packets being discarded. Creation of
the rows nmay be done via either create-and-wait or
create-and-go, but the filter is not applied until this
object is set to (or changes to) active. There is no
restriction in changing any object in a row while this
object is set to active."

c:={ dsgFilterlpEntry 22 }

-- Confornmance definitions

dsgConf ornmance OBJECT | DENTI FI ER
dsgG oups OBJECT | DENTI FI ER
dsgConpl i ances OBJECT | DENTI FI ER

dsgM B 5 }
dsgConformance 1 }
dsgConf ormance 2 }

I I
et Tadn]

dsgBasi cConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for DOCSIS Set-top Gateway
systens."

MODULE -- dsgM B
-- mandat ory groups

GROUP dsgCaVendor Gr oup
DESCRI PTI ON
"Mandatory in DOCSIS Set-top CGateway systens."

GROUP dsgTunnel Group
DESCRI PTI ON
"Mandatory in DOCSIS Set-top CGateway systens."

GROUP dsgDownst r eam& oup
DESCRI PTI ON
"Mandatory in DOCSIS Set-top CGateway systens."

GROUP dsgFilterl pG oup
DESCRI PTI ON
"Mandatory in DOCSIS Set-top CGateway systens."
.= { dsgConpliances 1 }

dsgCaVendor G oup OBJECT- GROUP
OBJECTS {
dsgCaVendor Next | ndex,
dsgCaVendor Nane,
dsgNunber O Channel s,
dsgCaVendor Enabl ed,
dsgCaVendor Rowst at us
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}
STATUS current
DESCRI PTI ON
"A collection of objects providing CA Vendor configuration."
::={ dsgGoups 1}

dsgTunnel G oup OBJECT- GROUP
OBJECTS {

dsgTunnel Next | ndex,
dsgTunnel | ndex,
dsgl nput Addr essType,
dsgl nput Addr ess,
dsgQut put Addr ess,
dsgTunnel Nurber ,
dsgTunnel Rowst at us

}

STATUS current

DESCRI PTI ON
"A collection of objects providing DSG Tunnel
configuration."

::={ dsgGoups 2}

dsgDownst r eanta oup OBJECT- GROUP
OBJECTS {
dsgDownst r eanNext | ndex,
dsgDownst r eam ndex,
dsgDownst r eantal ndex,
dsgDownst r ean f | ndex,
dsgDownst r eanRowsSt at us

}

STATUS current

DESCRI PTI ON
"A collection of objects providing DSG Downst r eam
configuration.”

::={ dsgGoups 3}

dsgFil terl pG oup OBJECT- GROUP
OBJECTS {

dsgFil ter | pDefault,
dsgFi |l ter| pNext | ndex,
dsgFilterlpControl,
dsgFil terlpTunnel,
dsgFi |l terl pBroadcast,
dsgFi | ter | pSaddr Type,
dsgFil ter | pSaddr,
dsgFi |l ter| pSmaskType,
dsgFi |l terl pSnask,
dsgFi | t er | pDaddr Type,
dsgFi |l ter | pDaddr,
dsgFi |l ter | pDmaskType,
dsgFi |l ter | pDnask,
dsgFil terl pProtocol,
dsgFi |l terl pSourcePort Low,
dsgFi |l ter| pSourcePort Hi gh,
dsgFi |l ter | pDest Port Low,
dsgFi |l ter | pDest Port Hi gh,
dsgFilterlpTos,
dsgFil terl pToshMask,
dsgFi |l ter | pMat ches,
dsgFil terl pConti nue,
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dsgFi |l ter| pRowsSt at us

}

STATUS current

DESCRI PTI ON
"A collection of objects providing DSGIP Filtering
configuration."

::={ dsgGoups 4}

END
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